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EXAMING POLICIES TO COUNTER CHINA

Tuesday, February 25, 2025

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON FINANCIAL SERVICES,
Washington, D.C.

The committee met, pursuant to notice, at 10:02 a.m., in room
2128, Rayburn House Office Building, Hon. J. French Hill [chair-
man of the committee] presiding.

Present: Representatives Hill, Lucas, Sessions, Huizenga, Wag-
ner, Barr, Williams of Texas, Davidson, Rose, Steil, Timmons,
Stutzman, Norman, Meuser, Kim, Garbarino, Fitzgerald, Flood,
Lawler, De La Cruz, Nunn, McClain, Downing, Haridopolos, Moore,
Waters, Velazquez, Sherman, Meeks, Scott, Lynch, Green, Cleaver,
Himes, Foster, Beatty, Vargas, Gottheimer, Gonzalez, Casten,
Pressley, Tlaib, Garcia, Williams of Georgia, Fields, Bynum, and
Liccardo.

Chairman HivLL. Without objection, the chair is authorized to de-
clare a recess of the committee at any time.

This hearing is entitled “Examining Policies to Counter China.”

Without objection, all members will have 5 legislative days with-
in which to submit extraneous materials to the chair for inclusion
in the record.

I now recognize myself for 4 minutes for an opening statement.

OPENING STATEMENT OF HON. FRENCH HILL, CHAIRMAN OF
THE COMMITTEE ON FINANCIAL SERVICES, A U.S. REP-
RESENTATIVE FROM ARKANSAS

I want to welcome our members to this hearing on China, and
I will look forward to our testimony.

From the very first Trump Administration, many will recall a
key China policy issue as the global race to fifth generation (5G)
of wireless network technology. We urged caution to our foreign
partners by both the executive and the legislative branch and our
friends around the world about telecom infrastructure. We said
there is a right way, and there is a Huawei. Yet, other technologies
before 5G showed that there is always a country that launches an
innovation first is not always the one that wins. Rather, it is the
economy that has got the economic system to transform those tech-
nological advances into winning new products and services result-
ing in economic and productivity gains.

I open with this example of 5G because, in the broader context
of our economic and geopolitical rivalry with China, it is often ne-
glected. Instead, narrow questions end up taking an existential im-
portance. One day, it is the race to 5G; the next day, it is concern
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over a trendy Chinese app like TikTok; or, today, it is DeepSeek’s
ability to answer a question in more or less time than a U.S. com-
petitor.

Of course, these things merit our close attention but if these are
the trees, then Congress must really still see the forest. For exam-
ple, if we edge out China in artificial intelligence, but Washington
prevents our companies from commercializing it, what happens? If
we secure a 1-year lead in hypersonics, but a defense procurement
obstacle course makes its deployment a pipe dream? What if we at-
tract to our shores the greatest technical minds in the world, but
our tangle of red tape regulations means that their startups being
taken public is out of the question? In short, winning a race is no
substitute for choosing a better way of life with a better political
and economic system.

At our hearing today, we will examine tools to counter China.
Make no mistake, those tools are embedded in an American sys-
tem, and it is the health of our thriving system that ultimately de-
cides who will prevail.

We will use sanctions, for example, but sanctions did not build
a $30 trillion economy. We can use export controls, but it was not
export controls that created eight American exceptional technology
companies, each worth more than a trillion dollars. We can use the
Committee on Foreign Investment in the United States (CFIUS),
but CFIUS did not make the dollar the world’s premier reserve cur-
rency.

Today’s hearing is based on the idea that beating China means
doubling down on American strengths. First, we must ensure that
our Federal budget, our fiscal house, is in order and on a sustain-
able path. Next, we must lead a global financial system where like-
minded economies reject nontransparent, predatory lending, and
mercantilism while crafting and enforcing rules that safeguard eco-
nomic growth and stability.

Second, our investors, our markets, our institutions, both large
and small, must be able to nurture cutting-edge ideas and help
take them from friends-and-family backed startups to an initial
public offering.

Third, we must ensure that access to capital is coupled with ac-
cess to energy. That means the United States must champion an
all-the-above energy strategy, offering real alternatives to failed
Chinese lending and white elephants.

Last but not least, our strength depends on prioritizing Ameri-
cans’ health and safety of our hometowns and our cities, which
have been so devastated by an opioid surge that China has helped
unleash.

Each of these elements is key to any real China strategy, and it
is critical that they are all addressed today.

I yield back, and the chair now recognizes the ranking member
of the committee, the gentlewoman from California, for a 4 minute
opening statement.
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OPENING STATMENT OF HON. MAXINE WATERS, RANKING
MEMBER OF THE COMMITTEE ON FINANCIAL SERVICES, A
U.S. REPRESENTATIVE FROM CALIFORNIA

Ms. WATERS. Thank you, Mr. Chairman, for this hearing. This is
very important.

Good morning, everyone. I and committee Democrats have long
recognized the national security concerns and threats to our econ-
omy from the Chinese Communist Party. We are very supportive
of efforts to prevent Wall Street from investing Americans’ hard-
earned savings in the Chinese military. I have also pressed for the
United States to use an influence at the IMF—that is the Inter-
national Monetary Fund—the World Bank, and other multilateral
institutions to stop the worst lending, contracting, and other indus-
trial practices of China.

Mr. Chair, while I would love to work with you in a bipartisan
way to advance efforts to stop China’s aggression, I am concerned
that our efforts would be meaningless as President Trump and his
unelected billionaire Co-President, Elon Musk, destroy the U.S.
Government and our alliances. In just the past month, Trump has
imposed import taxes on our closest allies, frozen aid for impover-
ished nations, illegally shuddered U.S. Agency for International
Development (USAID) and Consumer Financial Protection Bureau
(CFPB), and threatened to illegally seize Greenland, Canada, and
the Panama Canal. Inexplicably, he has also sided with Russia’s
President Putin over allies in Ukraine and Europe, withholding
military assistance and blaming Russia’s murderous invasion on
the victims of its war.

As Trump tears up treaties and alliances, embraces dictators,
and abandons America’s global leadership role, he has given China
a free pass to fill the void left by his retreat. We are here to talk
about China and discuss bills about countering Chinese Govern-
ment aggression, all while Trump, Musk, and congressional—
some—congressional Republicans give China the green light to
seize other of our allies—such as Taiwan. Trump and Musk have
so eagerly sold-out America’s values and workers to China because
they are singularly focused on billionaire tax cuts and amassing
more personal wealth.

As it stands, Elon Musk makes billions in China, where more
than half of Tesla vehicles are produced. Nearly 40 percent of
Tesla’s battery supply relies on Chinese companies, and Chinese
buyers represent Elon Musk’s largest markets. While Tesla’s sales
continue to collapse in the United States, last year, there was a 90
percent increase in China, and Trump is ready to forcibly remove
Gazans to build golf courses for Trump and his billionaire friends
and investors, just as the CCP—that is the Chinese Communist
Party—forced removal of Uyghurs from their land.

Racist nationalism, antidemocratic activity, and even genocide
and war are not a concern if it means power and wealth for them
and their billionaire class. While this is to be expected from people
like Musk and Trump, I am deeply disappointed that my Repub-
lican colleagues, many of whom have previously been outspoken
about the important role the United States plays as a beacon of
freedom and defender of democracy around the globe. Republicans
did not even speak up when the Trump Pentagon refused to allow
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one of its trafficking experts to join us today to speak about Chi-
nese fentanyl precursors and Chinese money laundering.

Committee Democrats believe that together we can solve the
world’s greatest problems. To counter China, we must stand with
our allies and fight for a vibrant, effective democracy with re-
spected civil servants who carry out our foreign policy. Democrats
will not rest until we stop the unlawful effort to dismantle our gov-
ernment here and overseas. Hopefully, our Republican colleagues
will come to their senses and join us in this effort.

Thank you for the additional time, Mr. Chair.

Chairman HiLL. The gentlewoman yields back. Today we——

Ms. WATERS. I yield back.

Chairman HILL [continuing]. we welcome the testimony of John
Miller, Senior Vice President of Policy, Trust, Data, and Tech-
nology, and General Counsel, Information Technology Industry
Council; Nicholas McMurray, the Managing Director of Inter-
national and Nuclear Policy, ClearPath; John Cassara, a retired
Special Agent formally with the U.S. Treasury Department; Martin
Miihleisen, a Nonresident Senior Fellow at the GeoEconomic Cen-
ters at the Atlantic Council; and Dr. Rush Doshi, the Cornelius
Vander (C.V.) Starr Senior Fellow For Asian Studies, and Director
of the China Strategy Initiative at the Council on Foreign Rela-
tions, and an Assistant Professor at Georgetown University.

We thank each of you for taking time with us today. Each of you
will be recognized for 5 minutes to give an oral presentation of your
testimony.

Without objection, your written statements will all be made part
of the record.

Mr. Miller, you are now recognized for 5 minutes.

STATEMENT OF JOHN MILLER, SENIOR VICE PRESIDENT OF
POLICY, TRUST, DATA, AND TECHNOLOGY, AND GENERAL
COUNSEL, INFORMATION TECHNOLOGY INDUSTRY COUNCIL

Mr. MiLLER. Chairman Hill, Ranking Member Waters, and dis-
tinguished members of the committee, on behalf of the Information
Technology Industry Council, or ITI, thank you for the opportunity
to testify today on examining U.S.’” policies to counter China.

This is a timely topic, and I commend the committee for its
thoughtful and sustained engagement in this area.

ITI is a global policy and advocacy organization representing
eighty of the world’s leading tech companies. I lead ITI’s Trust
Data and Technology Policy Team, including our work on security,
artificial intelligence, and data policy in the United States and
globally.

ITT’s members represent every vertical of the tech ecosystem
from cloud and artificial intelligence (AI) to consumer electronics,
from semiconductors and data centers to cybersecurity. Our mem-
bership represents around 10 percent of the U.S. Gross Domestic
Product (GDP), directly employs 9 million Americans, and accounts
for roughly 32 percent of the market capitalization of the 500,
Standard and Poor’s (S&P) 500.

As of 2024, there were seven companies that had reached or ex-
ceeded global market cap of $1 trillion. Six of those seven are U.S.
tech companies who are ITI members. Policymakers should recog-
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nize the preeminence of these companies and the innovation econ-
omy they anchor as an asset and the envy of other nations.

Indeed, the strength of the innovation economy bolsters the
broader U.S. economy and drives the U.S. competitive advantage in
tools and capabilities that underpin U.S. national security, such as
semiconductors, Al, quantum and advanced manufacturing.

Do not take for granted the current U.S. technology lead over
China. China’s longstanding disregard for international norms gov-
erning free trade and market access and its theft of information
technology (IT) has been well established and must be addressed.
However, regardless of whether China plays by the rules, we
should be clear eyed that, over the past two decades, China has im-
proved in technological development, innovation, and growth, and
that these gains have not been achieved simply by virtue of steal-
ing U.S. technologies.

Make no mistake, ITI and the companies we represent take seri-
ously the U.S. Government’s obligation to protect national security.
Successful policies to counter China’s technological rise must en-
able companies to better compete globally—not wall the United
States off from competing with China or inadvertently erect hur-
dles to U.S. tech, innovation, and investment.

U.S. investments, supply chain, tax and trade policies, and regu-
lations must be crafted to maintain the current asymmetric advan-
tage as a key driver of U.S. economic security. We believe the gov-
ernment and industry must work together to achieve these objec-
tives in a way that supports the innovation, investment, and eco-
nomic growth that are foundational elements of economic security.

This morning, ITI released a paper offering our members’ con-
sensus policy recommendations for U.S. economic security. Our
paper defines economic security as encompassing elements of the
economy that affect the stability, technological competitiveness,
and resilience that enable the government to better protect na-
tional security. The ideal policy environment to foster U.S. eco-
nomic security is one in which the global success of American and
multinational companies operating in the United States supports
technological leadership and innovation, and the government and
private sector work side by side to safeguard critical technologies.

Our paper, which is incorporated as part of my written state-
ment, offers ten recommendations, three of which I will highlight
now. First, in the area of financial policy, investment and trans-
action reviews should strengthen economic ties with allies by estab-
lishing clear and targeted national security criteria for what is re-
viewable.

Capital investments, both inbound and outbound, are
foundational and help companies in the United States diversify the
supply chain, engage the research and development ecosystem,
gain access to global talent, and gather global market intelligence.

Overly broad investment restrictions, whether through CFIUS or
the Outbound Investment Security Program, will impede domestic
and overseas investment in and by U.S. companies and con-
sequently decrease economic security.

Second, reinvigorate U.S. trade leadership and open new markets
to optimize for both trade and economic security. ITI encourages
the U.S. Government to negotiate robust finding commitments that
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facilitate trade through new strategic and targeted bilateral and
multilateral market access agreements to enable U.S. companies to
compete on an even playing field.

Third, continue to incentivize innovation and investment in
foundational and emerging technology. One near-term priority
should be restoring the immediate tax deduction of research and
development (R&D) expenses to drive innovation and create high-
wage jobs in the United States. Another should be maintaining and
improving the Creating Helpful Incentives to Produce Semiconduc-
tors (CHIPS) program by pursuing meaningful permitting reform
and streamlined reporting requirements. Doing so will help pro-
mote these multibillion-dollar investments in semiconductors, the
building blocks of the modern digital economy, as a strategic eco-
nomic security asset.

Thank you again for the opportunity to testify today. I look for-
ward to your questions.

[The prepared statement of Mr. Miller follows:]
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Written Testimony of
John Miller
Senior Vice President of Policy and General Counsel
Information Technology Industry Council (ITI)

Before the
Committee on Financial Services
United States House of Representatives

Examining Policies to Counter China
February 25, 2025

Chair Hill, Ranking Member Waters, and Distinguished Members of the Committee on
Financial Services, thank you for the opportunity to testify today. | am John Miller,
Senior Vice President of Policy and General Counsel at the Information Technology
Industry Council (IT1)."

| lead ITI’s Trust, Data, and Technology policy team, including our work on security,
data privacy, artificial intelligence (Al) and other emerging technologies, and related
policy issues in the United States and globally. | have worked for the technology
industry for nearly two decades, including deep experience working on policy and legal
issues at the intersection of technology, national security, and global trade. | also have
extensive experience working with the U.S. government in a leadership and expert
capacity in public-private partnerships focused on security and technology. This
experience includes serving as the current Co-chair of the Information and
Communications Technology Supply Chain Risk Management Task Force (ICT SCRM
Task Force), the preeminent public-private partnership entrusted with the critical
mission of developing strategies and actionable tools to enhance the security and
resilience of the global ICT supply chain, and on the Executive Committee of the
Information Technology Sector Coordinating Council (ITSCC), the principal IT sector
partner to the Department of Homeland Security and other federal partners on critical
infrastructure protection and cybersecurity policy (after previously serving consecutive
terms as ITSCC Chair). | have also previously served as a principal IT sector

" The Information Technology Industry Council {ITl} is the premier global advocate for technology, representing the
world's most innovative companies. Founded in 1916, ITl is an international trade association with a team of
professionals on four continents. We promote public policies and industry standards that advance competition and
innovation worldwide. Our diverse membership and expert staff provide policymakers the broadest perspective and
thought leadership from technology, hardware, software, services, manufacturing, and related industries. Visit
https://www.itic.org/ to learn more.

6 ITI Promoting Innovation Worldwide @ itic.org
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representative to the Enduring Security Framework, a public-private partnership that
works to address risks to the security and stability of U.S. National Security Systems
and critical infrastructure, and on multiple National Security and Telecommunications
Advisory Committee (NSTAC) panels, including most recently to study and issue a
report on Addressing the Abuse of Domestic Infrastructure by Foreign Malicious
Actors.

I am honored to testify before your committee today on the important topic of
Examining Policies to Counter China, and | commend the committee for its thoughtful
and sustained engagement over the past several Congresses in examining the
complex China relationship and its impact on U.S. national and economic security.
Today’s hearing is particularly timely coming at the beginning of the Trump-Vance
administration and a new Congress, as U.S. policymakers seek to evaluate the
dynamic set of issues at the nexus of China, technology, security, and trade, including
to evaluate the effectiveness of recently advanced policies in this space and whether
they effectively address the government’s national and economic security objectives
without undermining U.S. technology leadership.

ITI represents 80 of the world’s leading information and communications technology
(ICT) companies.? ITI’s membership comprises innovative companies from every
vertical of the information technology ecosystem, including hardware, Al, software,
digital services, semiconductors, network equipment, cloud, consumer electronics,
and other internet and technology-enabled companies that rely on ICT to evolve their
businesses. Most of ITI’'s members service the global market via complex supply
chains inwhich technology is developed, made, and assembled in multiple countries,
and service customers across all levels of government and the full range of global
industry sectors, such as financial services, healthcare, and energy.

Our membership represents around 10% of the U.S. Gross Domestic Product (GDP),
directly employs nine million Americans, and accounts for roughly 32% of the market
capitalization of the S&P 500. As of 2024, there were seven companies that had
reached or exceeded a global market capitalization of $1 trillion dollars. Six of those
seven companies are U.S. companies, all of which are technology companies and ITI
members. Policymakers should consider the preeminence of these companies and
the innovation economy they anchor as an asset and recognize their leadership
position is envied by other nations. The strength of the innovation economy bolsters
the broader U.S. economy and drives the U.S.’ competitive advantage in tools and

2 see ITI membership list at: https://www.itic.org/about/membership/iti-members

6 ITI Promoting Innovation Worldwide @ itic.org
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capabilities that underpin U.S. national security, such as semiconductors, artificial
intelligence (Al), quantum technologies, and advanced manufacturing.

| encourage policymakers not to take the current U.S. technology lead over China or
other competitors for granted. China’s longstanding disregard for international norms
governing free trade and market access and its theft of IP has been well-documented
and must be addressed. Regardless of whether China plays by the rules or not,
however, we should be clear-eyed that over the past two decades China has improved
in technological development, innovation, and growth, and that these technological
gains have not been achieved simply by virtue of stealing U.S. technology. Therefore,
efforts to wall the U.S. off from competition with China or even to preclude U.S.
companies from competing there will not solve the problems associated with China’s
technological rise. U.S. investment, trade, supply chain, and tax policies as well as
regulations must be crafted to maintain the current asymmetric advantage of U.S.
companies as a key driver of U.S. economic security.

Maintaining and expanding this advantage requires policies that enable companies to
better compete globally, not policies that may inadvertently erect hurdles to U.S.
technology innovation and investment. Make no mistake - our organization and the
companies we represent respect and take seriously the U.S. government’s obligation
to protect national and economic security. We believe the government and industry
must work together to achieve these objectives in a way that supports the
competitiveness, innovation, investment, and economic growth that are in fact
foundational elements and drivers of economic security.

I. ITP’s Policy Recommendations for U.S. Economic Security

This morning, ITl released a paper representing a consensus across our member
companies of how to tackle this issue - ITI’s Policy Recommendations for U.S.
Economic Security. This paper is attached to and incorporated as part of this written
statement. Our paper defines U.S. economic security as encompassing elements of
the economy that affect the stability, technological competitiveness, and resilience
that enable the government to better protect national security, identifies what U.S.
economic security policy can and should achieve, and provides recommendations for
policies that will foster U.S. economic security. Our paper posits that the ideal policy
environment to foster economic security is one in which the global success of
American and multinational companies operating in the U.S. supports technological
leadership and innovation, while working with the private sector to safeguard critical
technologies.

6 ITI Promoting Innovation Worldwide @ itic.org
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While the balance of my written testimony will highlight just a few of the key
recommendations from our paper which speak directly to the topic of today’s hearing,
I refer to and encourage the members of the Committee to read our full paper which
contains a total of ten recommendations, all of which are relevant to today’s hearing.

A. Ensure that Financial Policy - Especially Investment and Transaction Reviews -
Strengthens Ties with Allies by Establishing Clear and Targeted National Security
Criteria for What is Reviewable. Capital investments, both inbound and outbound,
are foundational to promoting U.S. economic security, as they help companies in the
United States diversify the supply chain, engage the research and development
ecosystem, and gather intelligence on global market conditions. Overly broad
investment restrictions, whether through CFIUS or the Outbound Investment Security
Program, will impede domestic and overseas investment in and by U.S. companies
and consequently decrease U.S. economic security. Policymakers should be mindful
of the economic security value of outbound investments, such as knowledge
acquisition of the current state of the technology, insights into competitor activities,
strengthened economic ties with allies, and access to global talent.

B. Reinvigorate U.S. Trade Leadership and Open New Markets to Support
Economic Security and Competitiveness. ITl encourages the U.S. government to
optimize for both trade and economic security by negotiating robust, binding
commitments that facilitate trade through new strategic and targeted bilateral and
multilateral market access agreements to enable U.S. companies to compete on an
even playing field. Securing market access allows U.S. exports to reach a global
marketplace, further strengthens supply chains by making them more resilient, and
increases U.S. exports. Trade commitments should aim to reduce tariffs, secure non-
discriminatory treatment of goods and services, promote acceptance of international
certification and conformity assessments (instead of requiring country-unique
reviews), and counter local content requirements.

C. Incentivize Innovation and Investment in Foundational and Emerging
Technology. ITI recommends that the government continue to incentivize innovation
and investment in foundational and emerging technology. One near-term priority
should be restoring the immediate tax deduction of research and development
expenses to drive innovation in areas such as Al and quantum and create high-wage
jobs in the United States. Another should be maintaining and improving the CHIPS
program by pursuing meaningful permitting reform and streamlined reporting
requirements to help facilitate these multi-billion-dollar investments in
semiconductors, the building blocks of the modern digital economy and a strategic

G ITI Promoting Innovation Worldwide o itic.org
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asset for any country’s economic and national security. Since the enactment of the

bipartisan CHIPS and Science Act, itself a product of the discussions during the first
Trump Administration - total public and private investment in the U.S. has exceeded
$300 billion, supporting over 115,000 jobs in direct manufacturing and construction.

Conclusion

Members of the Committee, ITI and our member companies once again commend you
foryour leadership and continued focus on this complex set of issues. Technology
sector investments are fueling an American manufacturing renaissance, innovating
new means of productivity and efficiency with artificial intelligence, and will continue
to serve as the cornerstone of long-term US economic security. We appreciate your
approach to engaging with stakeholders to ensure =we strike the right policy balance
that keeps the U.S. in the lead.

ITl stands ready to provide the Committee with any additional input and assistance as
it seeks to ensure that the U.S. approach to economic security policy achieves its
multiple important objectives of protecting national security while promoting U.S.
economic and investment competitiveness alongside continued technological
leadership. The paper attached to my testimony, ITI’s Policy Recommendations for
U.S. Economic Security, is intended to help policymakers develop smart, balanced
policies to address the topic of today’s hearing and realize an environment in which
the global success of American and multinational companies operating in the U.S.
strengthens domestic manufacturing, job growth, technological development, and, by
extension, national security.

I would like to again thank the Chair, Ranking Member, and Members of the Committee
for inviting me to testify today and for your interest in and examination of these
important issues. | look forward to your questions.

Thank you.

6 ITI Promoting Innovation Worldwide @ itic.org
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[The information referred to can be found in the appendix.]

Chairman HiLL. Thank you, Mr. Miller.
Mr. McMurray, you are now recognized for 5 minutes.

STATEMENT OF NICHOLAS McCMURRAY, MANAGING DIRECTOR,
INTERNATIONAL AND NUCLEAR POLICY, CLEARPATH

Mr. MCMURRAY. Good morning, Chairman Hill, Ranking Member
Waters, and members of the committee. Thank you for the invita-
tion to testify today. My name is Nicholas McMurray. I am the
Managing Director of International and Nuclear Policy at
ClearPath.

At ClearPath, we believe in markets over mandates and innova-
tion over regulation. When it comes to energy, we want to make
it here, sell it globally, and compete with China. The global energy
landscape is rapidly evolving. Demand growth is skyrocketing——

Chairman HiLL. Could you pull your mic a little closer please?

Mr. MCMURRAY. Supply chains are shifting, and we are in a
global competition. Countries want more reliable, affordable, and
cleaner energy to fuel their economies. This is a major opportunity
for U.S. companies to lead. Strategic financing tools can help the
United States strengthen its energy leadership, open new markets,
and counter China.

Let me put this into context: China currently has 57 operating
nuclear reactors and 28 reactors under construction. While the
United States has 94 operating reactors, it currently has no com-
mercial reactors under construction, but several demonstrations
are close.

The world’s electricity consumption is at an all-time high. The
International Energy Agency says global electricity demand could
increase up to 76 percent, and we could see double in U.S. elec-
tricity demand by 2050.

American private sector innovation is the key, and it extends be-
yond domestic borders. Take advancements in liquefied natural gas
(LNG), for example. In 2023, the United States surged its LNG ex-
ports. As a result, Russia’s market share in the EU, European
Union, was reduced from 40 percent in 2021 to 8 percent in 2023.
There is also a huge economic opportunity for American companies
and other technologies.

If the United States does not act now; the world will choose
cheap options from China. China is already taking an all-of-the-
above energy approach. For example, last year, China started con-
struction on about 94 gigawatts of coal capacity and also invested
$940 billion in clean energy. Without a focused effort to expand do-
mestic energy production, U.S. companies risk being sidelined in
global markets.

To level the playing field, the United States must strengthen its
trade and development finance toolkit. Export and development fi-
nancing plays a pivotal role in advancing America’s strategy for
global energy dominance. Export-Import Bank (EXIM), and Devel-
opment Finance Corporation (DFC), can strengthen U.S. leadership
in global energy markets. America must take a more agile ap-
proach using financing tools to derisk projects and attract private
capital.
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Export and development finance prioritizes investments in infra-
structure, manufacturing, energy security, and economic partner-
ships. EXIM Bank and DFC provide loans and guarantees that
must be repaid, ensuring taxpayers dollars are used efficiently
while expanding opportunities for U.S. businesses. This approach
creates American jobs, strengthens economic ties, and positions the
United States as the global energy partner.

Both the EXIM Bank and DFC are due for reauthorization this
Congress, creating a prime opportunity to refine America’s foreign
policy toolkit. While EXIM Bank is one of the best tools for increas-
ing export competitiveness, its current capabilities limit the Bank
from achieving energy dominance.

The following five recommendations could bolster U.S. energy
leadership, enhance energy security, and create domestic jobs.
First, create a national interest account to consider the geostrategic
value of investments. Second, expand the China and Trans-
formational Exports Program to include broader technologies.
Third, increase the default cap rate for nuclear projects. Fourth, re-
inforce the U.S. jobs mandate. Fifth, bolster domestic manufac-
turing and overall modernize the bank’s mission.

I would be remiss if I did not mention DFC’s reauthorization this
year. Created during the first Trump Administration to counter
China’s Belt and Road Initiative, DFC has established itself as an
effective tool in countering China. For example, it now supports nu-
clear projects after removing its nuclear moratorium in 2020.

The World Bank also plays a critical role, but its outdated poli-
cies have left a gap that China has eagerly exploited, particularly
its self-imposed restrictions on financing nuclear power. In order to
achieve energy dominance, the government must provide a predict-
able environment for developers to attract private investment. The
work in this committee will be critical to providing stability for
companies seeking to raise capital and compete globally.

In conclusion, the United States must build domestically and sell
globally to compete with China. Meeting growing energy demand
and strengthening global energy leadership requires bold action.

Finally, Congress has a unique opportunity to strengthen Amer-
ican solutions by modernizing export and developing financing to
support nuclear, LNG, geothermal, and other technologies.

I look forward to today’s discussion. Thank you.

[The prepared statement of Mr. McMurray follows:]



15

Testimony of Nicholas McMurray
Managing Director of International and Nuclear Policy
ClearPath, Inc.

U.S. House Committee on Financial Services
“Examining Policies to Counter China”
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Good morning Chairman Hill, Ranking Member Waters, and Members of the Committee. Thank
you for the opportunity to address the Committee today on the imperative of American energy
dominance around the world to ensure our national security at home and leadership abroad.

My name is Nicholas McMurray. | am the Managing Director of International and Nuclear Policy
at ClearPath, a 501(c)(3) organization that works to accelerate American innovation to reduce
global energy emissions. Industry-informed but philanthropically funded, ClearPath runs like a
business — we seek out the top private sector innovators, determine the barriers to their
success, and help cultivate the environment that allows them to scale up.

The global energy landscape is rapidly eveolving, shaped by growing demand, shifting supply
chains, and heightened competition among major energy producers. For example, China
currently has 57 nuclear reactors in operation and 28 reactors under construction.” In contrast,
while the U.S. has 94 reactors in operation, it currently does not have any commercial reactors
under construction? although several of the advanced reactor demonstrations supported by
public-private partnerships are close. China also continues to finance and construct large-scale
energy infrastructure in nations like Pakistan® and Argentina.® Nations around the world are
seeking more reliable, affordable, and cleaner energy solutions to fuel their economies while
breaking dependencies on predatory suppliers like China. This presents a significant opportunity
for American energy dominance as U.S. companies lead in innovation across nuclear, natural
gas, and other cutting-edge energy technologies. Strategic financing tools and pro-growth
policies can help the U.S. strengthen its energy leadership, open new markets and counter
adversaries.

The Global Energy Landscape

The world's energy consumption is at an all-time high. Some estimates show the demand for
electricity generation in the U.S. will double by 2050.° Similarly, the International Energy Agency
(IEA) notes that global energy demand is accelerating its growth rate.®

! hitps:fipris.iaea.org/pris/CountryStatistics/CountryDetails aspx 7ourrent=CN

“ hitps:/ipris.iaea.org/PRIS/CountryStatistics/CountryDetails.aspx 7current=US

3 https:ifwww.cnn.com/2023/06/20/asia/pakistan-china-nuclear-power-plant-deal-intl-hnk/index._html
* https:/iwww.cfr.org/backg ina-infl lati ica-argentina-brazil ity gy-bri
* hitps:/iftoff. energy.gov/demandgrowth/

® hitps:/iwww.iea ports/electricity-2024/ ti y
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American private sector innovation is the key to meeting today’s rising energy demand while
ensuring that the U.S. remains the global leader in clean, reliable, and affordable energy
solutions. By rapidly scaling the deployment of cutting-edge energy technologies — such as
advanced nuclear, clean hydrogen, long-duration storage, and carbon management — the U.S.
can drive down costs and establish itself as the premier exporter of these solutions.

This kind of commitment to innovation extends beyond domestic borders. The U.S. has
demonstrated its ability to address international energy challenges. For decades, the European
Union (EU) relied heavily on Russian natural gas imports, which grew in share even after the
invasion and annexation of Crimea in 2014. In one year, the U.S. surged its Liquified Natural
Gas (LNG) exports,” driving Russia’s market share in the EU down® from 40 percent in 2021 to 8
percent in 2023. The economic opportunity for America’s clean energy innovators is immense,
with some estimates suggesting a potential $10 trillion in domestic market and export
opportunities reaching $330 billion annually by 2050.° More importantly, widespread adoption of
these American technologies can strengthen U.S. economic and geopolitical influence while
significantly reducing global emissions.

Meeting these historic energy needs at home and abroad demands a strategic approach. While
the U.S. remains a leader in key areas like nuclear power operations and energy innovation,
America’s competitors are rapidly scaling up their domestic and international investments. China
and Russia aggressively expand their influence in global energy markets by financing and
constructing large-scale projects, extending their geopolitical reach. Their strategies include
nuclear, oil and gas infrastructure, renewable projects, critical minerals, and others that entrench
reliance on their state-backed enterprises. For example, in 2024, China started construction on
about 94.5 GW of coal capacity,’® which is just shy of total U.S. nuclear energy capacity. In
addition, China also invested $940 bilfion in clean energy" last year. Without a concerted effort
to expand American energy production at home and exports abroad, U.S. companies risk being
sidelined in rapidly expanding global markets.

The past few years have exposed vuinerabilities in global energy markets, underscoring the
need for reliable, market-driven alternatives. Supply chain disruptions from COVID-18, Russia’s
invasion of Ukraine, and China’s tightening grip on clean energy supply chains have forced
many countries to reassess their energy partnerships. Some nations, such as Finland, have
already backed away from Russian projects, and others, from the Philippines to Panama, are
seeking alternatives to avoid excessive debt burdens associated with Chinese financing.

China and others have leveraged their financial institutions to provide generous, long-term
financing to developing countries, securing energy deals that come with diplomatic strings
attached. Russia, for example, has funded a majority of Egypt’'s'? and Bangladesh’s™ nuclear

7 hitps:/Awww.eia.gov/todayinenergy/detail php?id=61483

® hitps://www.consilium europa eu/en/infographics/eu-gas-supply/

¢ hitps://www.bcg.com/publications/2022/usa-competitive-advantage-in-key-emerging-clean-tech

® hitps:/www. reuters.com/business/energy/chinas-2024-coal-power-construction-hits-10-year-high-researchers-say-2025-02-13/
T hitps://www.reuters. com/world/china/chinas-clean-energy-investments-nearing-scale-globai-fossil-inve stments-2025-02-19/

2 hitps:/fwww.reuters.com/article/us-egypt-russia-nuclear-idUSKCNOYA1 G5/

* hitps:/iworld-nuciear.org/information-tibrary/country-profiles/countries-a-fibangladesh
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projects. By offering full-service packages ~ including financing, construction, and long-term
operational support — China and Russia are creating decades-long dependencies on their
technologies and fuel supplies. This strategy not only strengthens their economic and political
influence but also undermines energy security in regions critical to U.S. interests.

The U.S. can contend by providing competitive financing and export support for diverse energy
technologies, ensuring nations seeking long-term energy solutions turn to America over giobal
competitors. U.S. innovators are already leading in these technologies, and while federal
support exists, it needs modernization to stay competitive. With the right focus, America can
seize this moment.

eveling the Playing Field for U.S. Energy Dominance

U.S. government export and development financing plays a pivotal role in advancing America's
strategy for global energy dominance. By providing financial support to expand innovative
American energy technologies abroad, agencies like the Export-import Bank (EXIM) and the
U.S. International Development Finance Corporation (DFC) can help solidify U.S. leadership in
international energy markets. Working alongside interagency partners at the Departments of
Energy, State, Commerce, the U.S. Trade and Development Agency (USTDA) and others to
level the playing field for America’s private sector leaders both strengthens U.S. energy security
and promotes the adoption of innovative American solutions worldwide.

The U.S. government will not — and should not — attempt to match China dollar-for-yuan in
state-backed subsidies. Instead, America must take a more agile and strategic approach, using
targeted financing tools to de-risk projects, attract private capital, and create market conditions
that empower U.S. innovators and manufacturers to compete and lead globally without relying
on government subsidies to prop them up.

Trade and development finance prioritizes investment in infrastructure, manufacturing, energy
security, and economic partnerships that benefit both the U.S. and its trading partners. EXIM
and DFC provide loans and guarantees that must be repaid, ensuring taxpayer dollars are used
efficiently while expanding opportunities for U.S. businesses. This approach creates American
jobs, strengthens economic ties, and positions the U.S. as the preferred energy partner for
nations seeking reliable, long-term energy solutions.

An interagency effort in 2019 exemplifies the influence that the U.S. has in leveraging its
financing agencies to compete with China and advance international American energy
dominance. To counter China’s growing influence in Romania’s nuclear sector, the U.S.
launched a multi-pronged strategy, including a Department of Energy (DOE) Intergovernmental
Agreement™ and an EXIM Memorandum of Understanding,* signaling long—term U.S.
commitment. This diplomatic push resulted in the cancellation of China’s negotiations to build

' hitps://www.energy.gov/articles/us-and-romania-announce-initial-agreement-cooperation-cernavoda-nuclear-power-projects-and
' hitps:/iwww.exim.govinews/exim-signs-7-billion-memorandum-understanding-romanias-ministry-for-economy-energy-and
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Units 3 and 4 of the Cernavoda nuclear plant in Romania - an estimated $7.4 billion project.”® In
2023, EXIM approved a $57 million loan for pre-construction studies at Cernavoda by Fluor
Enterprises, supporting 200 American jobs.” Further, EXIM signed a letter of interest for $3
billion™ towards the deployment of the project, set to be operational by 2031.%

In addition to the Cernavoda example, the U.S. is continuing to expand its nuclear financing
activity in Eastern Europe. EXIM and DFC expressed letters of interest for multiple projects,
including the NuScale small modular reactor (SMR) deployment in Romania,? the GE-Hitachi
SMRs in Poland®' as well as the Westinghouse AP1000 nuclear plants in Poland.??

Beyond nuclear energy, EXIM and DFC are proven valuable tools for exporting American
technology abroad. In late 2024, EXIM approved a loan for over $500 million to support a
natural gas project in Guyana, which will double the nation’s installed electricity capacity, drive
an annual emissions reduction of over 460,000 tons of carbon dioxide and generate 1,500
American jobs.” In the same year, DFC committed $126 million to a 31 MW geothermal plant in
indonesia® with the U.S.-based Ormat Technologies® as a part owner and developer.
Additionally, both agencies are working to diversify and secure critical minerals supply chains,
reducing reliance on China.

These efforts highlight the strategic value of sustained U.S. financial engagement in building
energy partnerships, advancing U.S. clean energy technologies and countering adversarial
influence across the globe. And these aren’t handouts, they are commercially oriented efforts
that earn a return on investment — $80 million back to taxpayers in 2024.%°

Sharpening America’s Toolkit

Both the EXIM Bank and DFC are due for reauthorization this Congress, creating a prime
opportunity to sharpen and enhance America’s foreign policy toolkit to benefit U.S. national,
economic, and energy security. Other countries are bringing enormous resources to bear in an
effort to dominate global energy markets, which requires the U.S. to be more agile and strategic
in order to advance its long-term goals.

As America’s official export credit agency (ECA), EXIM is one of the best tools for increasing
export competitiveness. An increasingly competitive trade finance landscape has transformed
ECAs worldwide from lenders of last resort into proactive partners, building capacity and
creating business opportunities for their domestic exporters.? This shift is largely aimed at

' hitps://www.world-nuclear-news org/articles/ec-approves-completion-of-romanian-reactors

*7 hitps:/fwww.exim.gov/news/export-import-bank-united-states-board-directors-unanimously-approves-financing-for-three

*® hitps://energyindustryreview.com/power/big-milestone-for-cernavoda-nuclear-power-plant-over-eur-6bn-funding-for-units-3-and-4/
¢ hitps:/fwww.world-nuclear-news. org/articlesikey-cemavoda-3-and-4-enginsering-contract-signed

* hitps://www.world-nuclear-news.org/articles/us-exim-bank-approves-loan-for-romanian-smr-project

2 nitps:/iwww.energypolicy.columbia edufthe-road-to-us-nuclear-energy-revival-may-run-through-warsaw/

2 piips/www.world-nuclear-news org/articles/us-development-bank-considers-investing-in-polish-ptant

2 hitps:/Avww.exim.gov/inews/export-import-bank-united-states-board-directors-approves-more-526-million-for-guyanese-energy
# https:/iwww.dfc.gov/imedia/press-releases/united-states-announces-new-126-million-commitment-ambitious-indonestan

= hitps:/iwww.dfc.govisites/default/files/media/documents/9000104747 pdf

2 hitps://www.exim.gov/inews/export-import-bank-united-states-marks-90th-anniversary-84-billion-fy 24-deals-supporting-38000
7 nitps:/img.exim.govis3fs-public/documents/exim_2024_competitiveness_report.pdf
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countering China’s non-market tactics, designed to eliminate competition in strategic markets
and control geostrategic supply chains such as clean energy. China offers financing at favorable
terms and conditions non-compliant with the Organization for Economic Cooperation and
Development (OECD) Arrangement on Export Credit and Trade Related Support, which binds
nations like the U.S. to acceptable terms for global trade.®® While China’s practices are a
primary concern, other countries have already begun adapting their ECA policies to promote
domestic industries, underscoring the potential for EXIM to set the pace in modernizing trade
finance and reassert American giobal leadership.

While EXIM has made strides in the energy sector, its current capabilities limit the Bank from
achieving energy dominance. Not only is China offering significantly higher levels of overall
export credit than the U.S.,% but it is also shifting from its use of export credit to financing from
state-owned commercial banks.® This poses an issue as these forms of financing are often
more covert and difficult for the U.S. to track and compete against. Strategically tailored reforms
can position the U.S. fo advance national interests by improving its global export competition in
critical sectors. The following recommendations outline key opportunities to bolster U.S. energy
leadership and domestic jobs while enhancing energy security in partner countries:

1. Create a National Interest Account (NIA):

EXIM’s current mandate does not account for the geostrategic value of investments, but
Congress can fix this by creating a National Interest Account that prioritizes projects
related to U.S. national interests. An NIA would cement EXIM’s role in the Trump
Administration’s America First Trade Policy®' by leveling the playing field for U.S.
companies against countries who already use similar tools®? to work against American
interests and American businesses.

2. Expand the China & Transformational Exports Program (CTEP):

The CTEP program, created in 2019, was a strong first step to countering Chinese
influence over advanced technologies. The NIA could prioritize similar technology areas
while expanding beyond a narrow focus on renewables to support a balanced strategy
for clean energy technologies such as nuclear energy, carbon management, clean
manufacturing and grid infrastructure to reinforce an ali-of-the-above energy dominance
approach.

3. Default Rate Cap Exclusion for Nuclear Projects:

EXIM’s current 2% default rate cap is a unique requirement placed on the Bank that
other countries do not face® and discourages EXIM’s staff from meeting congressional

* nitps:/iwww.oecd.org/enftopics/sub-issues/arrangement-and-sector-understandings.hitmi

* hitps:/fimg.exim.gov/s3fs-public/documents/exim_2024_competitiveness_report.pdf

*® ptips://docs.aiddata.orgireports/belt-and-road-rebootexecutive-summary.htmt

3 hittps:/fiwww whitehouse . gov/presidential-actions/2025/01/america-first-trade-policy/

* htips//www.exportfinance gov.au/our-organisation/our-governance/support-services/

* https:/img.exim.gov/s3fs-public/documents/exim-oig_eca-evaluation_oig-ev-23-04_final_0.pdf
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mandates.® Modifying the cap to support high capital costs technologies, like nuclear
energy, would align the Bank with OECD norms and provide flexibility. This requirement,
created over a decade ago and linked™ to an outdated lending limit, is an unnecessary
obstacle.

4. Reinforce the U.S. Jobs Mandate:

EXIM’s current standard to support its jobs mandate has not changed significantly since
1987 and is internal policy rather than Congressionally directed.® In a memo to the
Board, EXIM reported that its current standard was the largest obstacle to the Bank’s
competitiveness and that it was the least flexible policy among all ECAs globally.* To
account for globalized supply chains, Congress could authorize a forward-looking metric
to modernize EXIM’s mission to support U.S. jobs through exports. This incentivizes
companies with globalized supply chains to shift to U.S. exporters in strategic industries.

5. Bolster Domestic Manufacturing:

EXIM's Make More In America Initiative (MMIA) finances export-oriented U.S.
manufacturers. This unique financing tool builds manufacturing capacity while working to
improve America’s trade position. With a clear tie to national interests, reauthorization
could codify and strengthen the MMIA by including it in the NIA. Building domestic
industrial strength in strategic areas like critical minerals could allow U.S. clean energy
manufacturers to establish a leadership stake in securing supply chains.

6. Modernize the Mission:

EXIM could update its mission to support American jobs and advance U.S. national
interests. EXIM’s U.S. jobs mandate remains critically important and could be reinforced
with the recommendation above. However, an additional provision to consider national
interests could strengthen the Bank’s direction to proactively develop a project pipeline
aligned with U.S. national security objectives, fostering a clear understanding that global
competitiveness is a core priority.

EXIM’s 2026 reauthorization is a crucial opportunity to strengthen the Bank’s ability to compete
and advance American national interests. However, in the short term, Congress can work with
the Administration to confirm at least two additional board members to restore the Bank’s
quorum. Without a board quorum, EXIM cannot approve transactions over $25 million, hindering
its ability to support American businesses competing in the global marketplace. The
consequences of a non-functioning EXIM are significant, particularly when we consider the
economic opportunities and job growth potential lost between 2015 and 2019 when the Board
last lacked a quorum. During the three fuil fiscal years (FY 2016-2018) when EXIM lacked a

Mhttps:/iselectc itteeontheccp.house govi/sites/evo-subsi lectcommitteeontheccp.house.gov/files/evo-media-document/Davi
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quorum, it supported only 125,000 U.S. jobs and $22 billion in U.S. export sales.® In contrast,
during the three prior fiscal years when EXIM was fully operational, it supported 624,000 U.S.
jobs and $115 billion in U.S. export sales. This highlights the stark difference a fully functioning
EXIM can make for American businesses and workers.

Itis crucial that the Bank signals its long-term reliability and commitment to supporting American
businesses, especially as it looks ahead to its 2026 reauthorization. A fully operational EXIM is
not just good for business; it's good for America. It supports American jobs, strengthens our
manufacturing base, and enhances our competitiveness in the global economy. It is important
the President and Senate prioritize filling the vacant EXIM Board seats and restoring its quorum
without delay.

Finally, the DFC — created during the first Trump Administration — already established itself as a
key player in the United States’ national interests for global energy leadership and in countering
China. The DFC has already made notable geostrategic clean energy investments and in 2020,
removed its moratorium on funding nuclear energy projects. Through DFC’s reauthorization this
year, Congress has the opportunity to make targeted, critical improvements to further enhance
DFC’s capabilities and efficiency, including 1) fixing the current budgetary scoring system DFC’s
equity stakes; 2) increasing the DFC's lending authority to provide the financial flexibility needed
to engage in large-scale energy infrastructure projects; 3) and broadening the DFC's country
eligibility criteria to invest in more strategically significant countries and regions, aligning with
U.S. foreign policy objectives.

Aligning International Financial Institutions with U.S. Foreign Policy

International Financial Institutions (IFis) like the World Bank also have a critical role to play in
advancing firm, clean, and affordable energy infrastructure worldwide. Yet, they have been siow
to align their financing with both energy security and geopolitical realities. These institutions
were originally designed to support economic development and stability, but their outdated
policies ~ inciuding self-imposed restrictions on financing nuclear power and other firm energy
sources — have left a gap that China has eagerly exploited. QOver the past decade, China has
dominated energy project financing, investing more than ali major Western-backed development
banks combined.®

Without reform, IFls risk becoming passive enablers of China's broader geopolitical strategy to
make developing countries dependent on Chinese technology and supply chains. To prevent
this, the U.S. should push for reforms at IFls not only to lift restrictions on nuclear energy
financing but also to pursue broader procurement reforms that are essential to ensuring U.S.
companies — not just Chinese state-backed firms — can compete fairly for IFl-backed energy
projects. The United States, as a leading shareholder in these institutions, has the influence to
drive these reforms. A more assertive U.S. approach would not only counter China’s intentions

* hitps./Awww.exim.gov/news/reports
*hitps://www.bu.edu/gdp/2022/12/1 4/chart-of-the-weeik-energy-finance-commitments-by-major-development-finance-institutions-201
6-2021/
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but also ensure that developing nations have access to a wider range of market-driven, secure,
and clean energy solutions that align with American national security interests.

Additionally, the Chinese Communist Party continues to benefit from developing nation status at
the World Bank, amongst other international institutions, despite running the world’s
second-largest economy. Due to this status, China continues to receive over one billion in World
Bank financing each year, which would be better used to contribute to economically developing
democracies.”

Another near-term step that Congress and the Administration can take is o establish a Nuclear
Energy Trust Fund at the World Bank. The World Bank is one of the largest funders of energy
infrastructure in the developing world, with an active portfolio of roughly $40 billion active
projects in energy and extractives.”' The Bank is also an advisor to developing countries
working to select partners and technologies. Despite this, the World Bank has no nuclear energy
expertise and, by internal policy, refuses to build internal capacity. Russia and China have filled
this role by exporting reactors with exploitive state-backed financing. Trust Funds are managed
by the World Bank on behalf of funding partners, and complement core activities of the Bank. A
Nuclear Energy Trust Fund would build analytical capacity to assess the viability of nuclear
projects in Bank shareholder countries, giving the Bank expertise it could tap into when
requested.

The global demand for nuclear energy is intensifying as countries aim to meet rising energy
needs while curbing emissions. Over 30 countries have committed to tripling nuclear power.*?
Relatedly, 14 major banks support this goal.®® To meet this interest, the World Bank needs to
modemize its stance on nuclear energy, starting with building internal expertise that will allow
the Bank to provide advisory services and assess nuclear projects. A trust fund could be the first
step toward the Bank supporting nuclear energy, opening a major new financing source for U.S.
companies fooking to export, and providing objective expertise to buyer countries as they
evaluate technology options.

American Innovation Will Power the Administration’s Goals

The Trump Administration has a bold vision for a reindustrialized America that leads the world in
everything from manufacturing to Al. As energy-intensive industries grow, so too will the
demand for power — a trend already evident nationwide. To meet this ambitious agenda, the
nation must prioritize developing abundant, reliable, and affordable energy. This means building
on longstanding leadership in traditional energy sources like natural gas, while also expanding
into new energy technologies. American expertise in oil & gas sectors can be leveraged to
capitalize on burgeoning opportunities in LNG, geothermal, and carbon capture, driving

“ https:/ffinancesone worldbank org/summaries/ibrd-ida?countries=CN

! hitps://crsreports.congress.gov/product/pdf/iF/IF11361
“htips:/iworid-nuclear.org/news-and-media/press-statements/six-more-countries-endorse-the-declaration-to-triple-nuclear-energy-by
-2050-at-cop29

“hitps:/iworld-nuclear.org/news-and-media/press-statements/1 4-major-global-banks-and-financiatinstitutions-express-support-to-tri
ple-nuctear-energy-by-2050-23-september-2024
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significant economic gains. The U.S. will also need to build out supply chains to match this
ambition, ensuring that whatever next-generation technologies succeed, whether nuclear
fission, fusion, geothermal, long-duration batteries, or anything else, that they will be made here
in America.

America’s greatest asset is its unmatched capacity to innovate. The U.S. is home to a vibrant
private industry aiming to demonstrate market-competitive advanced technologies. Tech
companies like Google, Amazon, Microsoft and Meta signaled this commitment through major
nuclear energy investments,* complemented by groundbreaking geothermal technologies from
companies like Sage Geosystems® and Fervo Energy.® Furthermore, Form Energy’s iron-air
battery project in Maine is set to deliver the highest energy capacity of any battery system in the
world. ¥

At ClearPath, we believe in markets over mandates. But in order to achieve energy dominance,
the government must provide a predictable environment for developers — one where long-term,
stable policy frameworks help unlock private investment. Congress has made significant efforts
{0 modernize permitting at Agencies like the Nuclear Regulatory Commission, and at a broader
scale through changes to the National Environmental Policy Act (NEPA) in the Fiscal
Responsibility Act. These efforts should increase investor confidence by creating clear and
consistent pathways to market.

Additionally, the government has provided support to the private sector through targeted tax
credits and demonstration programs like those created by the first Trump Administration under
the Energy Act of 2020. These programs provide financial stability and encourage the scaling of
new technologies like nuclear, carbon capture, geothermal, and more that can deliver reliability,
affordability, and substantial emissions reductions. Maintaining an all of the above approach to
supporting new technologies is necessary to ensure American energy dominance, which is
fundamental to our national security but aiso to the Administration’s goal of reindustrializing
American industry. The work of this Committee will be critical to providing certainty and
predictability for companies seeking to raise capital and compete on a global stage.

Conclusion

The scale and urgency of building new energy infrastructure to meet America’s growing demand
and strengthen our energy leadership globally requires bold action. The U.S. must focus on
making these technologies here and selling them abroad. Ensuring American leadership in
energy means having financial tools that are properly designed for U.S. companies to compete
with aggressive state-backed financing from China and Russia.

“ nitps//ciearpath.org/our-take/five-states-to-watch-for-new-nuclear/
*https:/iwww.sagegeosystems.com/sage-geosystems-and-meta-announce-agreement-for-next-generation-geothermal-power-gener
ation/

“ hitps//blog.google/outreach-initiatives/sustainability/google-fervo-geothermal-energy-partnership/
“https://formenergy.com/massachusetts-new-england-states-selected-to-receive-389-million-in-federal-funding-for-transformationai-t
ransmission-and-energy-storage-infrastructure/
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Congress has a unique opportunity to strengthen American solutions by advancing
commonsense policies, including modernizing development and export financing to support
nuclear, LNG, and other critical energy technologies that align with our strategic national
interests. By advancing smart reforms, the U.S. can unlock private-sector investment, reduce
reliance on adversarial nations, and reinforce its role as the world's energy leader.

ClearPath looks forward to working with this Committee to advance these priorities, and | look
forward to today's discussion.

10
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Chairman HiLL. The gentleman yields back.
Mr. Cassara, you are recognized for 5 minutes.

STATEMENT OF JOHN CASSARA, SPECIAL AGENT, UNITED
STATES DEPARTMENT OF TREASURY (RETIRED)

Mr. CASSARA. Good morning, Chairman Hill, Ranking Member
Waters, and distinguished members of the Financial Services Com-
mittee. It is an honor for me to testify.

Communist China is an ideological, military, economic, commer-
cial, high tech, intelligence, and diplomatic rival of the United
States and the West. The People’s Republic of China has a growing
exploitative presence in the developing world.

While these threats are known, the Chinese Communist Party’s,
involvement in transnational crime and money laundering is gen-
erally not recognized, understood, or investigated. My most recent
book is “China—Specified Unlawful Activities: CCP Inc.
Transnational Crime and Money Laundering.” I found in writing
that book the criminal activity has seemingly become part of the
CCP’s overall strategy to grow its power.

Regarding fentanyl, the Mexican cartels are still dependent on
Chinese precursor chemicals and manufacturing expertise.
Fentanyl and fentanyl-laced products are smuggled into the United
States. In calendar year 2023 alone, the Drug Enforcement Admin-
istration (DEA) seized more than 77 million fentanyl pills and
nearly 12,000 pounds of fentanyl powder. This is the most fentanyl
the DEA has ever seized in a single year and more than enough
to Kkill every single American. As it is, in 2023, more than 107,000
Americans lost their lives to drug overdose with 70 percent of those
deaths attributed to opioids such as fentanyl. Each death a trag-
edy. Each individual that died has a story. Families and commu-
nities are devastated. This scourge affects every one of the Mem-
bers’ districts and our country as a whole. Of course, it all comes
back to the money.

Fentanyl production generates enormous proceeds, and the Chi-
nese are becoming the money launderers of choice for the cartels.
They leverage an underground banking system that has long
served China’s immigrant diaspora. They have developed other
Chinese-centric money laundering methodologies that enable the
laundering of their illicit proceeds, not only in the United States
but around the world.

In my written statement, I give an overview of some of the most
pernicious enablers as they relate to fentanyl trafficking, such as
trade-based money laundering, black market exchanges, under-
ground financial systems like Fei-Chien or flying money, and mir-
ror swaps that are facilitated by Chinese mobile phone apps. While
my testimony focuses on U.S. efforts to counter illicit fentanyl traf-
ficking and money laundering, I urge that we do not look at the
fentanyl issue in a vacuum or as an isolated concern. The CCP’s
business model that fuels the fentanyl crisis is also active in many
other sectors of crime, including counterfeit goods, intellectual
property theft, human trafficking, illicit tobacco, and trade fraud.
In fact, data indicates that China leads the world in 11 of the 12
largest categories of transnational crime. Each of these categories
are also specified unlawful activities or predicate offenses to charge
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money laundering. CCP Inc.’s involvement in these crimes is ap-
proximately $2 trillion a year. To put that in perspective, $2 tril-
lion is very roughly half the estimated $4 trillion that is laundered
annually around the world.

I call corruption a great enabler for money laundering. CCP Inc.
has taken their domestic corruption and exported it overseas. They
excel in so-called influence operations, which is probably a major
reason for the lack of focus on CCP Inc.’s criminality and money
laundering. Once again, these specified unlawful activities, meth-
odologies, and enablers cannot be viewed in isolation. Rather, they
are intertwined and must be addressed collectively. CCP inter-
national law breaking makes them exposed; it makes them vulner-
able.

I conclude my written testimony with recommendations that em-
phasize law enforcement and more effectively following the money
and value trails.

Thank you very much.

[The prepared statement of Mr. Cassara follows:]
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Examining Policies to Counter China
Written Testimony
of

John A. Cassara

U.S. House Committee on Financial Services

February 25, 2025

Thank you, Chairman Hill, Ranking Member Waters, and members of the House
Financial Services Committee, for the opportunity to testify today on “U.S. efforts to Counter
Illicit Fentanyl Trafficking and Related Money Laundering by the People’s Republic of China™

at this hearing on “Examining Policies to Counter China.

Communist China is an ideological, military, economic, technical, commercial,
intelligence, and diplomatic rival of the U.S. and the West. The People’s Republic of China
(PRC) has a growing exploitative presence in the developing world. While these threats are
known, the Chinese Communist Party’s (CCP’s) involvement with transnational crime and

money laundering is generally not understood, recognized or investigated.

Yes, there are plenty of news stories about China’s theft of trade secrets and intellectual
property. It is widely reported that China is the number one manufacturer of counterfeit goods.
The average citizen might be somewhat aware that the African elephant and rhinoceros are
endangered because of China’s demand for ivory. Tropical forests are being destroyed to satisfy
the PRC’s demand for wood products. Some might have knowledge of China as the largest
manufacturing source of illicit tobacco products. Others might have experienced being priced out

of their local housing market due to suspicious Chinese capital flight pushing up property prices.

John A. Cassara
www.JohnCassara.com
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China supplies the precursors and the expertise the cartels use to poison American citizens that
have resulted in hundreds of thousands of deaths. But all of these are single issue, focused
stories, that are for the most part recognized and reported. What the U.S. and the West have been
ignoring is the massive totality or the whole of what I call CCP Inc’s transnational crime and
uniquely Chinese-centric money laundering methodologies and enablers that facilitate the

criminality.

My most recent book is China _ Specified Unlawful Activities: CCP/Inc., Transnational

Crime and Money Laundering (Amazon / Kindle Direct Publishing 2023). 1 wrote the book at

the end of my long anti-money laundering career because I am simply staggered by facts and
observations that demonstrate China’s criminal hegemony and how it launders illicit proceeds.
Similar to North Korea, today’s communist China is a corrupt party-state regime with a
significant crime portfolio. Criminal activity has seemingly become part of the CCP’s overall

strategy to grow its power.

The CCP/Inc. subtitle of the book makes clear that I am talking about communist China’s
transnational crime and money laundering - not the Chinese people. In many ways, they are the

biggest victims of the CCP regime.

Simply referring to China alone or the CCP by itself is ambiguous, unfair, and inaccurate.
To be clear, what I am referring to in my book and in this testimony is the centralized autocracy
of the CCP and its heretofore unexamined linkages with illicit crime, corruption, and money
laundering. Although I will use the term ‘China,” and ‘Chinese’ in this testimony, that is solely
in reference to the Party’s dominance of the PRC’s governance apparatus, and should not be
misconstrued to be a condemnation of Chinese culture or the Chinese people, who have no
choice in what regime they live under. The “Inc.” is a term that signifies how the Chinese state
has leveraged its industrial, high tech, global trading, manufacturing might, and illicit
connections to turn the country into an economic superpower. So, I will use “CCP Inc.” as a

general descriptor of the subject under discussion.

John A. Cassara
www.JohnCassara.com
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Specified Unlawful Activities

In my book, I examine the 12 most significant sectors of transnational crime. In 11 of the

12 categories, CCP/Inc. is the world’s leading criminal actor. The 11 categories of crime are:

e Counterfeit goods

» Intellectual property theft and trade secrets

e Human trafficking, smuggling and forced labor
*  Wildlife trafficking

o Illegal logging

o lllegal fishing

e lllicit tobacco

e Trade fraud

e Arms trafficking and WMD proliferation

e Organ harvesting

e Corruption

Each of the above categories of crime are also “specified unlawful activities” (SUAs) or
predicate offenses to charge money laundering. Using SUAs and the estimates of illicit funds
generated is not an ideal way of assessing money laundering. Measuring the scale of illicit funds
derived from criminal or illegal activity is challenging. Likewise, estimating the magnitude of
international money laundering in general is fraught with difficulties. By definition, money
laundering is opaque and hidden. The Financial Action Task Force (FATF) states, “due to the
illegal nature of the transactions, precise statistics are not available and it is therefore impossible
to produce a definitive estimate of the amount of money that is globally laundered every year.” !
With that caveat in mind, the International Monetary Fund (IMF) has estimated that money
laundering comprises approximately two to five percent of the world’s gross domestic product
(GDP) every year." Recognizing the IMF approximation as imperfect is probably the best we
can do. Money laundering experts frequently use the IMF estimate when they need to discuss the

magnitude of money laundering.

In 2024, global GDP was approximately $110 trillion USD. So, in very round numbers,

the total amount of money laundered worldwide annually is somewhere in the vicinity of roughly

John A. Cassara
www.JohnCassara.com
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$2 to 35 trillion. Of course, the estimate could be far higher depending on what is included in
the count. For example, I don’t believe the IMF estimate includes tax evasion, forms of trade
fraud, or underground financial systems. Capital flight is another category which could be

considered money laundering but is generally ignored.

Putting things in context, let’s use $4 trillion as a rough estimate of the annual magnitude
of international money laundering. Using recognized estimates'™ put forward by the Washington
D.C.-based non-profit Global Financial Integrity (GFI) and other sources, a solid argument can
be made that by examining China’s leading role in the above listed transnational SUAs, China is
responsible for introducing and laundering approximately $2 trillion dollars of illicit proceeds
into the world’s economy every year." (Full disclosure: T am proud to sit on the Board of
Directors of GFI). In other words, China is responsible for approximately one-half of the money

laundered throughout the world every year as measured by SUAs.

The number is staggering. It bears repeating. As measured by the largest categories of
SUAs for transnational crime, CCP Inc. and its associated actors are responsible for about half of
the money laundered internationally each year. No other country even comes close — not even the

United States.

My book, China — Specified Unlawful Activities, examines each of the above listed SUAs

and quotes recognized sources estimating the amount of illicit proceeds generated.

Having worked in the U.S. government as well as at one time being actively involved in
the Financial Action Task Force (FATF), I understand the political hesitation to officially make
the charge that CCP Inc. could be considered an ongoing criminal enterprise and the largest
money laundering actor in the world. Generally speaking, both the international community and
the U.S. government is silent on the magnitude of China’s involvement in transnational crime

and money laundering.

We shouldn’t be silent. In my view, targeting CCP Inc. via coordinated and
comprehensive law enforcement action, both within the United States and overseas, is where

China is most vulnerable.

John A. Cassara
www.JohnCassara.com
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Narcotics Trafficking and Fentanyl

The twelfth category of transnational crime and SUA for money laundering that I discuss
in my book is CCP Inc.’s involvement in narcotics trafficking. As opposed to the other 11
SUAs, China probably does not lead the world in narcotics trafficking. However, it is a very

significant player. CCP Inc. is the world’s largest producer of synthetic drugs.

According to the China National Narcotics Control Commission (NNCC), China’s
economic prosperity has turned recreational drug use into more than an $80 billion annual
domestic business." The estimate dates from approximately 2015. T have not been able to find
more recent numbers. In all likelihood, the situation today is much worse. The NNCC also
announced that over the last few years synthetic drugs—primarily methamphetamine and
ketamine—have surpassed heroin and other opioids as the PRC’s primary illicit drugs used in the
PRC.™ As this hearing makes clear, China excels in the manufacture of synthetic drugs and

precursors.

However, we should be skeptical of all official statistics put forward by CCP Inc.
Communist regimes have always used government statistics as a propaganda and disinformation

tool. CCP Inc. wants and produces numbers that reflect well upon the state. Truth is relative.

The government of China does not, as a matter of government policy, encourage illicit
drug production or distribution, nor is it officially involved in laundering the proceeds of the sale
of illicit drugs. However, some senior government officials have been severely punished for
taking bribes and laundering illicit profits related to drug trafficking. In fact, in recent years,
China has initiated an aggressive campaign of cracking down on narcotics trafficking that affects
domestic consumption, There is no doubt that China faces growing and significant drug

consumption challenges.

China shares borders with drug source countries in both Southeast Asia and along
Mekong’s Golden Triangle and remains a major destination and transit country for heroin
produced in these areas. Its numerous coastal cities with high-volume seaports and its vast
network of major international airports make China an ideal destination and transit country for
illicit drugs, as well as a major source of synthetic drugs, new psychoactive substances (NPS),
and precursor chemicals used to produce illicit drugs. Unsurprisingly, the production of these

John A. Cassara
www.JohnCassara.com
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drugs and the manufacturing of precursor chemicals is strongly linked to the country’s developed
and dynamic chemical and pharmaceutical industries. Domestic Chinese criminal organizations
traffic illicit drugs within China. And in recent years Chinese authorities have noted the presence
of international drug trafficking organizations originating from Africa and Mexico operating

within the country through joint criminal ventures with Chinese syndicates.

Some may ask: “Since the U.S. is the largest consumer of drugs in the world, how can it
be said that China is perhaps the most significant actor?” I am definitely not discounting the
insatiable U.S. demand for illegal drugs and readily acknowledge that demand is the catalyst for
international narcotics trafficking. For generations, the U.S. drug habit has been a national
disgrace. But make no mistake, China is a leading global producer of NPS and related illicit

drugs.

As imprecise as they are, let’s examine some numbers. According to the GFI report
referenced earlier, worldwide drug trafficking is estimated at about $426 billion to $652 billion
per year. According to a 2014 study prepared for the U.S. Office of National Drug Control
Policy (ONDCP), the U.S. illegal drug habit is approximately $100 billion a year." That
number has also probably increased over the years, particularly due to opioids and other
synthetic drugs flooding the U.S. market—more on that below. But in law enforcement and
policy circles, $100 billion continues to be used as the most common estimate of illegal drug
consumption in the United States. Per the above, according to China’s own estimate, recreational
drug use in that country is about $80 billion annual domestic business. The Chinese estimate was
released in the same time frame as the U.S. study. Without a doubt, U.S. demand is greater than
China’s and the U.S, population is not as large. Per capita illegal drug consumption in the U.S,
far exceeds that of China’s. But it appears the illicit proceeds gap is not as pronounced as

thought.

What differentiates China from the U.S. and other Western countries that are large
consumers of illegal drugs is Chinese actors’ direct and indirect involvement in facilitating
international narcotics trafficking and laundering the proceeds. And in some instances, CCP Inc.
tacitly supports aspects of the international drug trafficking by looking the other way as it does

with the fentanyl trade.

John A. Cassara
www.JohnCassara.com



33

In addition to domestic drug trafficking, Chinese organized crime groups increasingly
traffic in international markets. Chinese triads were involved in narcotics trafficking long before
it became a global phenomenon; the groups have grown as the trade has expanded. Chinais a
major source of NPS and other synthetic drugs, including fentanyl and methamphetamine that

are flooding into the U.S., Canada, and increasingly other Western countries.

Fentanyl is similar to morphine but is 50 to 100 times more powerful. Fentanyl is often
reported as a single drug, but it is often mixed with other drugs such as heroin, cocaine,
methamphetamine, and even processed into counterfeit pills under brand names such as Xanax,
Percocet, Adderall, and Oxycontin. It takes very little fentanyl to produce a high, making it not

only an addictive, cheaper option, but often times, a more deadly drug.

In 2023, more than 107,000 Americans lost their lives to a drug overdose, with nearly 70
percent of those deaths attributed to opioids such as fentanyl.* Each individual death and
overdose is a tragedy. To put things in perspective, in the 20-year period from 1955 - 1975
approximately 58,000 Americans died in the Vietnam War. Or, using a more current statistic,
from 2020 - 2021 about 53,000 Americans between the ages of 18 and 49 died of Covid-19. In
the same age group, fentanyl has also claimed more lives than car accidents, suicide, gun

violence, and breast cancer, among others.'

What accounts for the continuing rise in fentanyl deaths despite China’s public claims
that it has cracked down? According to the U.S. State Department, “following the PRC’s
implementation of class-wide controls on fentanyl in May 2019, fentanyl-related overdoses and
seizures have continued to increase in the United States. Traffickers have adapted their
strategies, resulting in the shipment of synthetic opioid precursor chemicals from the PRC to
Mexico [and Canada] as well as greater fentanyl production and shipment from Mexico to the

United States.” *

This is where the “CCP business model fueling the fentanyl crisis™ enters into the
equation. Chinese companies make chemical compounds sold globally for legitimate purposes
in medicine and industrial processes. Opioid vendors shield themselves behind these companies
and layers of other interlinked companies sometimes in related fields such as biotechnology.

Illicit production and distribution are assisted by layer upon layer of traders, brokers, and freight

John A. Cassara
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forwarders that we see in other SUAs briefly discussed above. Moreover, Chinese trafficking
organizations deliberately misuse this labyrinth to transport drugs, precursors, and contraband
through shipping containers that are intentionally mislabeled; however even without the
mislabeling it can be difficult for law enforcement and customs, “to track the origin of precursor
chemicals or clandestinely-produced fentanyl because of the intricate network of freight
forwarding companies commonly employed by criminal groups to conceal the origin of the

product.” ¥

In other words, despite periodic crackdowns by the authorities, some Chinese vendors
created new distribution strategies by producing and selling the precursor chemicals to foreign
clients so they could make fentanyl. Precursors were not banned. Boutique suppliers also
tweaked their formulas taking advantage of regulatory and enforcement loopholes. New transport
and mail routes were developed sending the banned substances into Mexico and sometimes other
third countries. It's a very effective and efficient business model. The U.S. is the final
destination for most of the finished product — although fentanyl distribution is expanding

elsewhere.

Over the last few years, there have been increasing cases involving Mexican and Chinese
criminal groups cooperating in the manufacture of fentanyl and fentanyl-laced products
including candies that target children. They are subsequently smuggled into the U.S. The
fentanyl that still enters the U.S. directly from China primarily arrives in small amounts via

international mail, express mail, and parcel packages sometimes routed through third countries.

In the calendar year 2023, DEA seized more than 77 million fentanyl pills and nearly
12,000 pounds of fentanyl powder. This is the most fentanyl seized by DEA in a single year. It
i

amounts to more than 386 million deadly doses of fentanyl—enough to kill every American.

Almost all (98%) fentanyl seizures are intercepted at our southern border with Mexico.™"

Recently, Canada's financial intelligence agency reported™ that organized criminal
groups within Canada are increasingly involved in the production of fentanyl by importing
precursor chemicals used and lab equipment from China. Some fentanyl is also entering Canada
from the U.S.

John A. Cassara
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Also troubling is that Chinese actors aggressively use the internet and social media
platforms to advertise, market, and ship their products. A report by the Senate Permanent
Subcommittee on Investigations found that Chinese websites selling fentanyl and carfentanil
rapidly and efficiently respond to online orders for the drugs and that they are confident in their
ability to get drugs into the United States. ™! Carfentanil is 100 times more powerful than

xvii

fentanyl and 10,000 times more potent than morphine,

The Chinese criminals use the open worldwide web to market their illegal and dangerous
products in English. They blatantly target Western consumers. In contrast, websites based in the
United States only sell fentanyl on the dark web because of law enforcement vigilance in
tracking the sale of these illegal drugs. It is difficult for host platforms outside the United States
to be taken down. Sometimes crypto-currencies are used for payment. Investigators have found
Chinese online merchants are in some cases willing to accept Western Union, PayPal and even
credit cards for their product. CCP Inc. has also developed its own robust new payment methods

that are web and mobile based.

For example, the Shanghai-based Zheng Drug Trafficking Organization (DTO), run by
Fujing Zheng and his father Guanghua Zheng, sold synthetic narcotics including fentanyl and
advertised their products on multi-language websites. For more than a decade, the Zhengs ran an
agile and sophisticated operation. The Zheng labs manufactured more than 250 different drugs,
which were shipped to at least 25 countries.™ " They were able to quickly modify the formulas

of these drugs—creating an analogue—in order to get around China’s narcotics “controls.”

C4ADS, a nonprofit organization specializing in data-driven analysis and evidence-based
reporting on transnational security issues, reports that various Chinese drug groups operating
online are also using password-encrypted websites. The Chinese DTOs facilitate private groups
on social media and messaging apps and operate platforms or virtual marketplaces that connect

illicit fentanyl consumers and sellers while avoiding detection by law enforcement. ™™

Researchers at Terrorism, Transnational Crime, and Corruption Center (TraCCC) at
George Mason University studied over 350 English language websites advertising fentanyl on
open-web Chinese hosted web platforms. (Full disclosure: T am a proud Senior Fellow at

TraCCC). The TraCCC team primarily used the Chinese search engine Baidu Research. The

John A. Cassara
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following findings are taken from a 2020 paper prepared by Dr. Louise Shelley, University
professor and Omer L. and Nancy Hirst Endowed Chair at the Schar School of Policy and
International Affairs at George Mason University and founder and executive director of

TraCCC.™

TraCCC research identified the registration information of Chinese companies
advertising on the websites. The researchers were also able to recognize the countries where
fentanyl products were shipped and the key hubs for transport. The analysis was possible
because 40% of the websites advertising illicit fentanyl were tied to officially registered Chinese
companies. This TraCCC research is important because it contradicts frequently expressed

statements that illegal fentanyl is produced primarily by rogue producers in China.

The researchers were also able to follow some of the layering involved. For example,
many of the companies in advertisements are fronts, but the use of electronic identifiers and
broader economic context facilitated identification to registered legitimate pharmaceutical
companies. The TraCCC researchers were able to map and identify the global trade relationships

of these chemical and pharmaceutical companies.

One of the prime networks identified through the TraCCC research was the Yuancheng
Group, a Chinese chemical company based in Wuhan, China. The Yuancheng Group is
comprised of at least 34 companies in China and Hong Kong. Studying identifiers from these
companies reveals that the companies have posted advertisements for fentanyl and have
registered at least 112 websites, including some devoted to the advertisement and sale of
steroids. Further records indicate the Yuancheng Group has shipped to 43 countries across North

America, South America, Europe, Africa, Asia, and Australia.

The fact that CCP Inc. allows hundreds of websites advertising fentanyl and its
precursors to remain online is deeply troubling. It is important to remember that the PRC is a
command state. China controls what its citizens can, or cannot, access, on the internet. It
routinely blocks, censors, and takes down sites that do not meet its approval. If the CCP was to
direct its robust censorship apparatus that is very effective in thwarting websites it deems a threat
to its regime, it could easily do the same with companies’ websites advertising fentanyl and other

dangerous and illegal drugs. But the authorities do not act. Rather, they allow it flourish. Why?

John A. Cassara
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While some observers blame Chinese organized crime groups for the international
trafficking of narcotics, CCP Inc.’s refusal to eradicate websites (which, once again, they can do
easily enough) that advertise such poisonous and deadly precursor chemicals and illicit drugs for

foreign sales is a major factor in demonstrating official complicity.

There is another troubling indicator. As Channing Mavrellis of GFI writes, “while much
of China’s response to drug abuse, production, and trafficking could be considered draconian—
such as proactive identification and registration of drug users, compulsory detoxification centers
and labor camps for addicts, and the death penalty for traftickers—the punishment for
mislabeling shipments of precursor chemicals, the most common diversion tactic, is significantly
lighter, typically involving civil penalties and small fines. It is interesting to note the disparity in
punishment between those crimes that directly affect the state internally and those that have

external impact (i.e., on other countries).”™

Further exploration of Chinese involvement in other transnational SUAs for money
laundering also shows that CCP Inc. has different internal and external standards and
enforcement. This necessitates an important question. Is CCP Inc. using or permitting narcotics
trafficking to the West as a form of asymmetric warfare to advance its long-term strategic goals?
As noted, China’s fentanyl trafficking is responsible for the annual death totals of tens of
thousands of lives in the United States, and globally. Related products and precursors sourced
from China are also responsible for countless ruined lives, families, and communities. Chinese-
produced fentanyl and associated products cost the U.S. hundreds of billions of dollars annually
in lost productivity, health care, and criminal justice costs. If China perceives itself tobe in a

silent or cold war with the U.S. these are all very effective and efficient outcomes.

Drug use has long been considered a form of asymmetric warfare. Others have advanced
the premise that CCP Inc. is flooding the U.S. and the West with opioids as payback for the
Opium Wars during the mid-19™ century.

Of course, the ultimate responsibility lies with the user. And without question the U.S.
has failed both in both drug interdiction and treatment, not only with fentanyl but also with
heroin, opium, and other domestic illegal and legal drugs such as OxyContin. But from a law

enforcement perspective, we must examine the source. And according to a 2020 report by the
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DEA, “China remains the primary source of fentanyl and fentanyl-related substances trafficked
through international mail and express consignment operations environment, as well as the main
source for all fentanyl-related substances trafficked into the United States.”™ Moreover,
increasing Mexican-Chinese transnational criminal organizations (TCOs) collaboration on crime

and money laundering are significant national security threats to the U.S. homeland.

Money Laundering Methodologies and Enablers

In my book, China — Specified Unlawful Activities, 1 discuss a number of money
laundering methodologies and enablers with “Chinese characteristics.” (The term Chinese
characteristics is used by the CCP itself). Many examples are given. Collectively, they are
intertwined in the CCP’s business model. Some of the methodologies I explore include Chinese
underground banking or CUBS, capital flight, gambling, real estate, and the use of offshores and
secrecy jurisdictions. Corruption can be both methodology and also a SUA. I also call
corruption “the great enabler” for money laundering. Bribery is part of the CCP Inc. business
model and gameplan. CCP Inc. has taken their domestic corruption and exported it overseas.
The modus operandi abroad is using corruption and “corrosive capital” as instruments of foreign
policy. This is further augmented by “elite capture”™ and sophisticated influence operations. This
occurs in the United States and against American interests abroad. Other enablers I discuss in my
book include Chinese organized crime, espionage, social monitoring, the promotion of Chinese
control of Free Trade Zones (FTZs), lack of Chinese cooperation with international law

enforcement, and poor Chinese money laundering compliance.

Three methodologies that are part of the CCP business model and directly impact the
trafficking of fentanyl are trade-based money laundering, black- market exchanges, and fei-chien

or flying money. I will provide brief explanations of each.

Trade-based money laundering (TBML)

Perhaps the most extensive or widespread form of Chinese (and global) money
laundering comes from “trade-mis-invoicing” or trade fraud. Trade fraud or customs fraud is a

John A. Cassara
www.JohnCassara.com



39

13

SUA for money laundering. Depending on its form, it can also be a money laundering
methodology. In fact, I believe it is the largest and most widespread methodology for both China

and the world at large. It is also the least understood, recognized, and enforced.

For a detailed examination of TBML, please see my book Trade-Based Money

Laundering: The Next Frontier in International Money Laundering Enforcement, Wiley, 2016

Most forms of trade mis-invoicing revolve around invoice fraud and manipulation.
Generally speaking, invoice fraud means the contents, description, and/or the value of goods is
deliberately misrepresented. Sometimes this is done to facilitate simple customs fraud, i.e.,
minimize the payment of taxes and duties, avoid currency controls, or move capital or value
offshore. International trade via invoice manipulation is also a very common means used by

criminals and criminal organizations to illegally transfer value across international borders.

TBML is defined by the FATF as “the process of disguising the proceeds of crime and
moving value through the use of trade transactions in an attempt to legitimize their illicit
origins.” ™ The key word in the definition is value. Instead of following the money trail via
cash or the electronic bits and bytes of a bank-to-bank wire transfer, with TBML we examine the
shipments of commodities and trade goods. Their sale and transfer—real and fictitious—very
effectively launders money, evades taxes and tariffs, and transfers value between cooperating

parties in the transaction(s).

TBML is very broad. It includes customs fraud, tax evasion, export incentive fraud,
value-added tax (VAT) fraud, capital flight or the transfer of wealth offshore, evading capital
controls, barter trade, underground financial systems such as hawala and fei-chien (the Chinese
“flying money™ system), black market exchange systems, and even forms of commercial TBML

such as trade diversion, transfer pricing, and abusive trade mis-invoicing.

For money launderers and terrorist financiers, transferring value via trade goods is
particularly attractive because it generally does not trigger financial transparency reporting
requirements or the filing of financial intelligence or, as it is commonly called in the U.S., “Bank
Secrecy Act data.” Financial intelligence promotes a degree of financial transparency and is our
primary AML/CFT countermeasure.

The most common forms of trade mis-invoicing are:

John A. Cassara
www.JohnCassara.com



40

14

. Over and under invoice pricing
. Multiple invoicing for the same goods

. Falsely described goods

. Mis-representation of the quantity being shipped
. Mis-representation of voyage to disguise origin from sanctioned countries
. Mis-representation of shipment origin and voyage to evade customs duties

Most of the above are self-explanatory. But I do want to briefly explain how over and
under invoicing is used to transfer value and launder money, because I will refer to this below

when I discuss the Chinese underground “flying money” system.

The key element of this technique is the misrepresentation of trade goods to transfer
value between the importer and exporter or settle debts/balance accounts between the trading
parties. When an importer and exporter are working together, they can easily manipulate the
invoice to reflect a price that does not adhere to true market value. The shipment (real or
fictitious) of goods and the accompanying documentation provide cover for the transfer of
money. Invoice fraud is generally considered customs fraud. And customs fraud is the primary

predicate offense or specified unlawful activity in TBML cases.

What are the most common invoice scams? First, by under-invoicing goods below their
fair market price, an exporter is able to transfer value to an importer while avoiding the scrutiny
associated with more direct forms of money transfer. The value the importer receives when
selling (directly or indirectly) the goods on the open market is considerably greater than the

amount he or she paid the exporter.

For example, Company A located in China ships one million widgets worth 32 each to
Company B based in Mexico. On the invoice, however, Company A lists the widgets at a price
of only $1 each, and the Mexican importer pays the Chinese exporter only $1 million for them.
Thus, extra value has been transferred to Mexico, where the importer can sell (directly or
indirectly) the widgets on the open market for a total of $2 million. The Mexican company then

has several options: it can keep the profits; transfer some of them to a bank account outside the

John A. Cassara
www.JohnCassara.com



41

15

country where the proceeds can be further laundered via layering and integration; share the
proceeds with the Chinese exporter (depending on the nature of their relationship); or even
transfer them to a criminal organization that may be the controlling interest behind the business

transactions.

To transfer value in the opposite direction, an exporter can over-invoice goods above
their fair market price. In this manner, the exporter receives value from the importer because the

latter’s payment is higher than the goods’ actual value on the open market.
Here is a simple way of looking at things:
To move money/value out:
. Import goods at overvalued prices or export goods at undervalued prices
To move money/value in:
. Import goods at undervalued prices or export goods at over-valued prices

Unfortunately, the magnitude of TBML has never been systematically examined by the
FATF, international financial institutions (IFIs) —e.g., IMF or World Bank—or the U.S.
government. Trade-based value transfer is also not closely examined by intelligence, law
enforcement, and customs services. But some academics and non-profits have done very useful

work examining TBML and estimating the extent of the challenge.

In the United States, Dr. John Zdanowicz, an early pioneer in the study of TBML,
conducted research that identified glaring anomalies in U.S. trade data. For example, he found
plastic buckets from the Czech Republic imported with the declared price of $972 per bucket!
Toilet tissue from China imported at the price of over $4,000 per kilogram. Bulldozers shipped
to Colombia at $1.74 each! Why are non-industrial diamonds being exported to France for $2.32
per carat but imported from South Africa for $929,390.82 per carat? Dr. Zdanowicz compares
the declared value of the trade good or commodity against true market value. By examining 2021
U.S. trade data, Dr. Zdanowicz found that approximately $784 billion was moved into the U.S.
via over-valued exports and under-valued imports. China was the trading partner for about $85
billion of the total. Approximately $640 billion was moved out of the U.S. via undervalued
exports and over-valued imports. Approximately $70 billion was moved out to China via suspect
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trade. He then compared those numbers to the overall value of U.S. imports and exports. He
found (depending on import or export) approximately 14 to 17% of U.S. trade could well be

tainted by customs fraud and perhaps TBML. ™"

(The above has serious fiscal ramifications. Examining 2021 U.S. trade anomalies, per
the above, Dr. Zdanowicz estimates that the U.S. Treasury lost about $640 billion of taxable
profits due to trade-based tax evasion and TBML.™ The same type of trade fraud revenue loss

occurs in every country.)

China is the world’s largest trading nation. In 2021, according to CCP Inc.”s own
numbers, even factoring in the worldwide pandemic, China's foreign trade volume hit a record
high of $6.05 trillion. ™! China's total trade volume was approximately $5.87 trillion in 2023,
based on figures from the General Administration of Customs (GAC). So, if we use a very
conservative estimate that only ten percent of trade is suspect, mispriced, or related to forms of
trade fraud, that could mean that suspect and possibly illicit Chinese trade is approximately $600

billion a year and could very easily be much higher than that!

By its volume and sheer dominance of international trade, Chinese actors are assuredly
involved with a massive amount of trade fraud. In addition, trade also masks money laundering
methodologies and value transfer schemes that are instrumental in the trafficking of fentanyl and

other forms of contraband.

Black Market Exchanges

Illicit proceeds are the catalyst driving the tragedies surrounding the unsecured U.S.
border. Yet few realize the quiet ascendency of Chinese money launderers. They are displacing

Colombians and Mexicans.

Although various schemes are used to launder illicit proceeds from the sales of narcotics
in the United States, for years the preferred methodology has been the Black-Market Peso
Exchange (BMPE). It is arguably the largest and most effective money laundering methodology

in the Western Hemisphere. The evolution of the BMPE is an excellent case study of how
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international criminal networks adapt and how CCP Inc. has incorporated this form of TBML

into its business model.

Ironically, the BMPE was not created to launder drug money. In 1967, Colombia
enacted regulations that strictly prohibited citizens” access to foreign exchange. Colombian
merchants who wanted to import U.S. trade goods — for example, John Deer tractors, Bell
helicopters or Marlboro cigarettes — through legitimate banking channels had to pay stiff
surcharges above the official exchange rate. To avoid these steep add-on costs, importers often
turned to Colombian underground peso brokers, from whom they could buy U.S. dollars on the

black market for less than the official exchange rate to finance their legitimate trade.

By the 1980s, the underground peso situation was taking on a new dimension. As U.S.
cities found themselves awash in Colombian cocaine, narco-traffickers and cartels were faced
with a logistical problem. They had to devise ways to launder and repatriate approximately 20

million pounds of U.S. currency they annually accumulated in North America.

The criminal organizations found a partial solution in the first law of economics. Supply

met demand in the form of the BMPE.

Consider a Colombian drug cartel that has sold $3 million of cocaine in the United States.
A representative of the cartel sells these accumulated dollars to a Colombian peso broker at a
discount. The cartel is now out of the picture, having successfully sold its drug dollars in the

United States and, in return, obtains pesos back in Colombia.

To complete the BMPE cycle, the peso broker must take two more steps. First, he directs
his representatives in the United States to “place” the purchased drug dollars into U.S. financial
institutions, using a variety of techniques designed to avoid arousing suspicion or triggering

financial intelligence reporting.

Second, he takes orders from Colombian businesses for U.S. trade goods, arranging for
their purchase using the laundered drug money he owns in the United States. Some businesses
should know better. Via “willful blindness,” they don’t ask the questions they should. The

broker has laundered the $3 million in drug money he purchased from the drug cartel.
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This money laundering methodology was so successful that the Colombian BMPE
became the premier money laundering methodology in the Western Hemisphere in the 1980s,
1990s, and the first decade of the 2000s.

In 2014 there was a turning point. A large law enforcement investigation called Operation
Fashion Police showed how Los Angeles—based garment dealers took U.S. drug money and

exported their product not to Colombia but to Mexico.

In addition, some of the clothing exporters mixed customs fraud into the BMPE
conspiracy. “Made in China” labels were removed from thousands of imported garments. The
fraud saved the co-conspirators from paying taxes on the “Made in China” imports because on
paper they appeared to be “Made in the USA,” and exempt from customs duties under the North
American Free Trade Act (NAFTA).

Once again, with the Mexican BMPE, the proceeds from narcotics trafficking stay on the
U.S. side of the border. The same is now true with the cartels’ U.S. involvement in human
trafficking, trade in opioids, kidnapping, stolen cars, and other illegal activities. In return, trade

goods are shipped to Mexico.

About five to ten years ago, the BMPE shifted focus once again. Now, investigators are
finding that Chinese manufactured goods are becoming favored instruments in the BMPE and

that similar BMPE financial systems are found around the world.

In 2000 bilateral trade between China and Mexico was about 1 billion dollars. By 2023,
trade between China and Mexico topped 114 billion dollars. Mexican authorities have said that
the surge has allowed drug cartels and their money launderers to piggyback on this burgeoning

trade relationship. ™ Some of the piggybacking includes TBML, value transfer, and the BMPE.

Fronts for Mexican drug trafficking organizations use illicit proceeds to buy container
loads of cheaply made Chinese goods. Using the TBML technique of over-invoicing discussed
above, low-quality Chinese manufactured items are made to appear on paper as being worth

significantly more. Payment for the goods is sent out of the country. That’s the wash.

We see the result of this in our cities and towns but we don’t recognize or understand

what is going on. Massive quantities of cheaply manufactured Chinese goods including
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counterfeits are found in black markets as well as souks, bazaars, marketplaces, dollar stores,
Mom and Pop shops, swap meets, street kiosks, “China shops,” and warehouse stores around the

world.

In some cases, brokers under-invoice Chinese products. A variety of goods including
electronics, garments, small household appliances, are purchased, imported, and sold in many
“China shops™ and on the black market in countries around the world. Via this form of value
transfer, funds are used to buy contraband including drugs, ivory, endangered and illegal wildlife
and their parts, and heavily regulated flora and food items that are later shipped to China. This is
why I noted earlier in my testimony that the CCP business model and its involvement with

various SUAs are intertwined and cannot be examined in isolation.

The BMPE has evolved further still as Mexican and other foreign national buyers and
brokers travel directly to China to place orders for the goods or they avail themselves of e-
commerce brokers to purchase consumer products that are made in China. Generally speaking,
Chinese merchants also practice willful blindness. They do not conduct customer due diligence

and do not care if they are being paid with illicit proceeds.

Over the past five years, Chinese money laundering rings have been increasingly moving
the drug proceeds of the Mexican cartels. Since China’s financial regulators limit private
individuals from handling more than $50,000 in foreign currency, there is massive Chinese
demand for U.S. dollars. This pent-up demand for dollars from China and the cartels’ need to
unload U.S. dollar proceeds creates this unholy alliance between Chinese money launderers and
the Mexican cartels. They engage in a broad spectrum of mechanisms to move and obfuscate the
origins of drug proceeds such as bulk cash smuggling, trade-based money laundering, mirror
swaps, cryptocurrencies, and digital payment platforms like WeChat Pay and Alipay, shell

companies and real estate.

Chinese actors working with the Mexican cartels have pioneered the growing use of

“mirror accounts” or “mirror swaps” to launder the proceeds of crime.

With “swaps,” Chinese brokers often working with Chinese organized crime groups and
the cartels identify Chinese/American cash intensive businesses that are willing to cooperate.

They often use Chinese social media apps.
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How do the swaps work? The Chinese/American businessperson receives the drug cash
from the Chinese broker working with the cartels. The business later “places” the proceeds of
crime into its revenue flow and represents the drug cash as legitimate proceeds from the
business. Or, the cash is used to assist other Chinese that want to circumvent Chinese capital

flight restrictions and, for example, purchase U.S. property, housing or other high-ticket goods.

Meanwhile, these complicit businesses are asked to transfer a designated amount of
money through Chinese phone apps to accounts based in China. Using a currency converter app
on a smartphone, the participants agree on the exchange rate between the U.S. dollar and the
Chinese yuan. Once the money is offshore in China, the value can be further re-routed to

Mexico or elsewhere per the instructions of the cartels.

It's called a “swap™ because the participating businessperson takes possession of the drug
cash, while simultaneously transferring the equivalent in Chinese yuan from his/her account in
China to the account provided by the broker. Of course, the Chinese/American businessperson

also receives a commission.

During the original Colombian BMPE, the average commission for the black-market peso
broker was about 15%. The Chinese are doing it for 1 to 2% on average. ™! And the speed is
almost instantaneous. For the traffickers, the big plus is that the Chinese organized crime groups

involved absorb all the risk. The cartels know they will get paid.

Communications are generally accomplished via Chinese apps such as WeChat. Law
enforcement is reportedly challenged to monitor the communications and monetary transactions.
Yet the same transactions are easily monitored by the platforms involved as well as Chinese
intelligence entities. Mirror swaps also avoid U.S. financial intelligence reporting requirements

— our primary anti-money laundering countermeasure.

I discuss Chinese espionage and Chinese organized crime in my book China — Specified
Unlawful Activities. 1believe China’s 2017 National Intelligence Law is pertinent to “swaps”
and the use of Chinese/American businesses. The Law requires Chinese organizations and
citizens, wherever they are in the world, to support, assist, and cooperate with PRC intelligence

services.

John A. Cassara
www.JohnCassara.com



47

21

Fei-Chien or Flying Money

Chinese underground finance or alternative remittance systems are primarily used to
remit wages from the Chinese diaspora back to the homeland. Authorities have no wish to
interfere with hard-working immigrants sending money “back to the home country™ to help
support extended family in China. Most of these money transfers are perfectly benign.
Unfortunately, these low-cost and highly efficient financial systems are also abused by criminals
to move, transfer, and launder illicit proceeds. Increasingly, the transfers are multi-directional.
The system is very attractive to criminals because by its very nature it is opaque. Generally
speaking, U.S. law enforcement does not understand or recognize Chinese underground finance.
There are few trails for authorities to follow. Chinese underground finance or alternative
remittance systems also avoid government scrutiny, taxes, and traditional countermeasures such
as the filing of financial intelligence reports. Chinese flying money is used primarily in the

layering stage of money laundering,

It is believed that fei-chien, sometimes known as “flying money,” was started during the
T’ang Dynasty (618 to 907 AD).™* At the time, there was a growing commodity trade within
China. Some historians believe it was the rice trade and others the tea trade that were the
catalysts for this new financial system. Ironically, as opposed to modern day practices, the
transfer schemes were not invented as underground methods of payment transfers, but were
rather systems devised by the government to facilitate taxation. Merchants sold their goods and
then brought their revenues to provincial “memorial offering courts.” The government collected
taxes. In turn, the merchants were issued certificates for the remaining value of the commodity
sales. When the merchants returned to their home provinces, they would present the certificates
to the provincial government for payment. Interestingly, some scholars believe these certificates
were the forerunner of the paper banknotes that appeared during the Song dynasty (960 — 1279
AD). The fei-chien system became an efficient way of payment. Completing transactions in this
way spared both the merchants and government the risk of transporting large sums of money and

ensured all parties to the transaction would get paid.

Over the centuries, the fei-chien system continued to evolve. Chinese workers
increasingly began to migrate to remote provinces, and then overseas. The Silk Road trade

between China, Central Asia, and Europe created a demand for brokers at the ends of the major
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trade routes who were prepared to settle each other’s debts. Negating the need for physical
currency or gold to travel was an important security consideration. In addition, families back
home needed financial support to maintain their livelihoods. Expatriate Chinese businesses
began to develop side businesses of remitting money back to China. The international Chinese
diaspora spread this indigenous financial system further still. Today, modern Chinese businesses
as well as “Chinatowns” and “China shops™ and Chinese organized criminal groups are found
around the world. So too is Chinese flying money. Chinese underground banks are a new
iteration of an age-old financial system, re-purposing informal value transfer techniques for

today’s world.

Strong Chinese family bonds are incorporated into “guarnxi, " which is an overarching
social system of rules that govern relationships and social behavior. Guanxi is the guarantor of
both secrecy and the integrity of the parties to the transaction. Those who violate its prescriptions
find themselves as social outcasts, essentially shunned in all circles. Guanxi is an integral
component of fei-chien. In other words, similar to hawala and other better known indigenous
informal value transfer systems, an essential element is trust. The trust is based on family, clan,
social mores, friendship, and culture. As a result, it is very difficult for outsiders to penetrate the

fei-chien underground financial networks.

Let’s use a simple scenario to illustrate how Chinese flying money works: Wang in
Guangdong province wants to send 200,000 Chinese renminbi (RMB) to his brother in New
York City. Wang wants to protect his hard-earned money by investing in dollars and the United
States. He uses a series of underground flying money transfers to avoid the PRC’s tight capital
restrictions. Wang gives the Guangdong “flying money” broker the RMB and in turn receives a
code number, He trusts the broker as they have a familial relationship. The “flying money”
broker in Guangdong directs his counterpart in New York (perhaps a member of the same
family) to pay the equivalent in U.S. dollars (approximately $28,000) upon presentation of the
code. The code could be transferred in a telephone call or a message contained in an e-mail or
perhaps the Chinese messaging system, WeChat. Not many years ago, a playing card or a portion
of a currency note with a specific chop, marking, wax seal, or other physical sign would be
presented to the broker as a sign of authentication. If it is a recurring transaction, codes aren’t

necessary. Upon receipt, the New York “flying money” broker pays Wang’s brother in New
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York City. The RMB did not physically leave China. The dollars were already in the U.S.
Similar to hawala, the system can be described as “money transfer without money movement.”
% Wang’s brother safeguards the $28,000 and following transfers. His brother’s capital is now

in the United States and authorities are none the wiser.

Money and value are also sent back to China. Like all immigrant groups, Chinese send
money back home to help support their families. The same fei-chein brokers are involved. Even
though “flying money™ largely operates on trust and community ties, the brokers are in business
to make money. Occasionally they have to settle accounts. Transactions are multi-directional.
Using the above example, the New York broker might be running a deficit or a surplus with his
counterpart in Guangdong. Various methods are used to settle accounts including banks, cash

couriers, online payment services, mirror accounts, and trade-based value transfer.

Surplus credits could also be used by a client unrelated to the original transaction(s). For
example, credits could be used for the purchase of foreign real estate. For a fee, the client that
wants money outside China pays RMB in China to a flying money broker and receives credit in

the desired foreign location in local currency.

One of the most popular methods of getting RMB or yuan out of China involves finding a
willing foreign contact who would like to set up a private exchange for Chinese RMB. Flying
money networks are sometimes used but so are informal personal networks and business
associates. For instance, the overseas person puts their dollars into an account in Hong Kong or
Singapore belonging to the Chinese individual. The Chinese individual in China puts the Chinese
RMB in an account in Beijing that is connected with the overseas investor who wants the money

in China.

What is often overlooked in hawala, flying money, and other informal underground
financial systems is that historically and culturally trade is most often used in the settling of
accounts between brokers. Recall the discussion of trade fraud, value transfer, and TBML. Of
particular relevance is the section on over-and-under invoicing. Trade-based value transfer has
been used as an efficient and effective settlement system for thousands of years. Most “flying
money” brokers are directly involved or associated with trading companies - especially now that

China is a global economic and trade power
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How do the “flying money” brokers profit? Although commissions are paid to the
brokers at both ends of the transaction, the fees are less than banks or traditional money remitters
such as Western Union charge. In comparison to large brick-and-mortar banks and money
transfer chains, expenses are small. Often the brokers use legitimate businesses as fronts. The
businesses include restaurants, “China shops,” and trading companies. Of course, in the
underground remittance segment of their business they skirt regulations and taxes. In the United
States, the flying money brokers are technically classified as a money service business (MSBs)
for the purposes of registration, licensing, and reporting financial intelligence. They must
register with FinCEN and be licensed in 48 of the 50 states. They are also supposed to file

financial intelligence. They do not comply.

After the September 11 attacks in the United States, law enforcement and intelligence
agencies began to focus on hawala and its links with terror finance. As a result, hawala has
received much worldwide attention and notoriety. There have been a number of successful
investigations into how hawala is misused by criminals and terrorists. Because of the worldwide
Chinese diaspora, I believe the magnitude of “flying money” is larger than hawala. Together,
underground remittance systems could be valued at over $1 trillion per year. ™ The important
point to note is that both of these culturally-based systems are efficient and historically and

culturally rely on trade-based value transfer.

I have the utmost admiration and respect for these underground financial systems. They
are fast, efficient, reliable, functional, and provide much needed low-cost financial and
remittance services for millions of people around the world. The primary drawback, of course, is
that criminals take advantage of the systems’ opaqueness and anonymity. Flying money is used
to launder the proceeds of crime. These “underground,” “parallel,” or “alternative remittance
systems” are very difficult for law enforcement and intelligence services to monitor. Most law
enforcement at the federal, state, and local levels are not even aware of the existence of flying

money. There are very few investigations.
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Recommendations

CCP Inc.’s criminal activities are increasingly exposed. Ibelieve CCP Inc. is vulnerable
via a systematic and coordinated law enforcement approach. The following suggestions are
offered in no particular order or priority. Most of them focus on law enforcement and related
topics. I have made recommendations for combatting individual SUAs and money laundering

methodologies elsewhere. >
Investigate, Prosecute, and Convict Criminals
It all comes down to enforcement.

There are a large number of academic, think-tank, non-profit, and journalistic exposés of
CCP Inc. criminality. As noted previously, they generally examine one case or perhaps study one
SUA but do not examine the totality of CCP Inc. transnational crime and the corresponding CCP
Inc.-centric money laundering methodologies. Nevertheless, these studies educate diverse
communities around the world and are helpful. Unfortunately, scholarship does not solve the

problem.

With a few exceptions, we have the laws, rules, and regulations that are necessary to
investigate, prosecute, and convict CCP Inc. actors involved with transnational crime and money
laundering. U.S. federal criminal investigators have the resources to make cases that
meaningfully target China’s corruption and criminality by investigating, prosecuting, and
convicting criminals. We have the ability to follow the illicit money and value trails and take
away the criminals’ proceeds of crime. The civilized world is predicated on the rule of law, equal
justice and holding wrong-doers accountable. Unfortunately, when it comes to CCP Inc. what is
missing is political will, policy, consensus, mandate, and an articulated mission. Enforcement is

the key.
Develop a U.S. Law Enforcement Strategic Plan Focused on CCP Inc. Crime

Every U.S. government department and agency has a mission statement, They have a
number of strategic plans, five-year plans, performance goals, etc. Most importantly, the plans
are used to allocate funding and resources. (Unfortunately, these five-year plans are seldom

reviewed five years later. The failures in achieving the articulated goals are rarely noted and
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those responsible for the failures are never, I repeat, never held accountable.) Having a strategic
plan is simply how government bureaucracies work. We do not have an all-encompassing law
enforcement-oriented strategic plan to confront PRC-focused crime in the United States and

abroad. We need one.

An effective strategic plan should not fall under the purview of one government
department or bureau. CCP Inc. criminality is extensive and wide ranging. There are multiple
SUAs that demand attention. Crimes should be looked at as parts of a whole. The target should
be considered an on-going criminal enterprise. The totality of CCP Inc. transnational crime and
money laundering needs to be understood. These transnational crimes cut across the mandates of
several U.S. intelligence, law enforcement, and regulatory agencies. The Department of State
needs to become engaged. Perhaps Congress could mandate a U.S. government-wide law
enforcement oriented strategic plan that investigates and holds accountable those involved with

CCP Inc. transnational crime and corruption.
Establish CCP Inc. Task Forces

In the United States, the FBI has the mandate to pursue most of the CCP Inc.’s SUAs,
money laundering methodologies, and enablers found in the United States. The criminal
networks also have overseas ties. Fortunately, the FBI has 63 legal attaché offices—commonly
known as legats—and more than two dozen smaller sub-offices around the world, providing
coverage for more than 180 countries, territories, and islands. Other federal agencies and
departments as well as state and local law enforcement offices have roles to play as well. Some,

like the DEA and ICE, also have a large overseas presence.

According to former FBI Director Christopher Wray, China poses the biggest threat to

oo

the U.S., more than any other nation, Wray made numerous statements about the dangers of
Chinese espionage and IPR theft. The wide variety of other SUAs do not receive enough
attention by the Bureau. There is also a general lack of understanding within the FBI of TBML
and how it impacts so many crimes including China-centric money laundering methodologies.
All of the above, and many other methodologies and enablers with “Chinese characteristics” are

part of the CCP Inc. business model.
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Over the last decades, U.S. law enforcement has enjoyed considerable success
establishing task forces comprised of federal, state, and local law enforcement. There may be
concurrent jurisdiction when, all at the same time, a crime is a violation of federal, state, and
local law enforcement. Task forces typically focus on terrorism, organized crime, narcotics,
gangs, and human trafficking. Some of the best-known national task forces are the Organized
Crime Drug Enforcement Task Forces (OCDETF) and the Joint Terrorism Task Forces (JTTFs).
The Director of National Intelligence and other U.S. intelligence agencies often assist the task

forces in gathering and analyzing intelligence related to national security threats.

I propose establishing new task forces comprised of federal, state, and local law
enforcement that specifically target the CCP Inc. threat domestically. And, understanding and
adhering to the constraints posed by venue and jurisdiction, investigate the Chinese criminal
presence overseas. This must be done in concert with our partners. Foreign investigations should
include Chinese triads” involvement in illicit trade in ports, FTZs, BRI projects, transnational
crime of all sorts, cross-border money laundering operations, and corruption. Per the above,
certain CCP Inc.-backed crimes are currently being investigated—for example, espionage and
IPR theft. But, once again, we need an understanding of the “totality” of what is going on
including the relationships between criminal networks and their enablers engaged in a variety of
SUAs. We need to focus on uniquely Chinese ways of laundering money and transferring value.
We have to better understand the relationship between the government of China, its intelligence
services, and organized crime. An isolated FBI field office or even a task force dedicated, for

example, solely to narcotics trafficking is not going to be able to do that.

The new China Inc. task forces should be directed by Assistant U.S. Attorneys that have

an aggressive approach but fully adhere to the law and respect and safeguard civil liberties.
Really, Truly, Finally Go After the Money

U.S. law enforcement has consistently talked about the importance of “following the
money” and taking away the proceeds of crime from criminals and criminal organizations. Yet in
practice those self-evident goals have not been emphasized. To take just one notorious example,
in our “War on Drugs” our efforts have been concentrated on interdicting the participants and the

products. Another strategy the DEA and other law enforcement organizations pursue is to go
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after the “kingpins” or the leaders or heads of criminal organizations. The strategy is to
decapitate the boss of bosses and kill the organization. A further tactic is to go after the low-level
participants—the street-level dealers and the mules and follow them to the top of the
organizational structure. However, the most common counter measure of all is to go after the
product, from bags of fentanyl and opioid products smuggled across the border to tons of cocaine
seized on the high seas. The history of the drug wars over the last 30 years has shown that none

of these tactics have been effective.

Having been in federal law enforcement, I'll tell you the truth: We go after the
participants and the product because it is far easier than going after the money. Also, the product
is not just drugs. It similarly holds true for human beings in trafficking networks, counterfeit
goods, illicit tobacco, wildlife trafficking, etc. All of the above and many more are SUAs for
CCP Inc. money laundering. Criminals do not traffic in drugs for the sake of drugs or any other
illegal good or service. They engage in crime for the money. Following the money trail and
taking away proceeds of crime will hurt the criminal organization far more than a prison term or
a seizure of contraband. Our emphasis on product and participants has led to failure. But the law
enforcement bureaucracies persist in their efforts primarily because of careerism, bureaucratic
culture, and lack of imagination. In order to change that paradigm, we need to emphasize the
money and value trails including in the trade, cyber, and digital arenas. In other words, we must
target and prioritize the proceeds of crime. To make that happen, we have to change the
incentives and the culture of the law enforcement bureaucracies. I have written about this

AV

important topic elsewhere.
Money Service Businesses

Require that PRC-based applications possibly involved in money laundering and the
fentanyl trade should be required to register as money services businesses (MSBs). Moreover,
only a tiny fraction of informal money remitters such as hawaladars and fei-chien brokers have

actually registered with Treasury’s FinCEN.
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Cryptocurrency

We need to update and strengthen anti-money laundering (AML) requirements for
cryptocurrency transactions and require all crypto exchanges to comply with KYC regulations

and report high-risk transactions perhaps related to fentanyl trafficking and other SUAs.
Civil Forfeiture

I have little expertise in international law. I am not an attorney. So, the following is
simply an idea that could be explored by victims of CCP Inc. criminal actions including the

trafficking of fentanyl,

Sovereign immunity is a long-standing doctrine that grants immunity to a foreign country
against the jurisdiction of the courts in another country. There have not been many exceptions to
this principal, yet there may be one that is relevant to our situation with China. The 1976 Foreign
Sovereign Immunities Act, or FSIA for short, presents the legal context that allows individuals or
organizations to bring a civil lawsuit against foreign states or their representatives as well as
foreign organizations. FSIA lists procedures to be followed when suing a foreign country as well
as how assets are to be attached for international debt recovery purposes. It is still quite difficult
under FSIA and international law to hold foreign countries liable for criminal offenses; however,

there are exceptions. Some of these include: ™

. When a foreign state conducts commercial activities in, or when those activities directly
affect the United States

. When there’s a dispute over property taken in violation of international law

. When monetary damages against a foreign country are sought for loss of or damage to

property, death, or personal injury resulting from its tortious conduct in the United States

For example, fentanyl and its precursors are produced in China. CCP Inc. could seriously
crack down on the production, advertising, sales, and distribution of fentanyl and other opioids
and their precursors. It chooses not to. An aggrieved plaintiff in the United States, perhaps the
parent of a son or daughter that is a victim of fentanyl, working with an aggressive attorney,
could bring a case against the PRC under the FSIA exceptions. Perhaps it could be a class action
lawsuit. The same reasoning could hold under CCP Inc.’s peddling of dangerous counterfeit
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goods in the United States as well as IPR theft, toxic foods and medicines, and possibly other

crimes.

The evidence is becoming increasingly clear that Covid-19 was developed in a lab in
Wuhan. At the time of the time of Covid-19’s release, domestic flights in and out of Wuhan
were shut down. International air travel was allowed to continue. The policy spread Covid-19
around the world. Perhaps, one day China could even be held accountable for the development

and intentional international spread of Covid-19.

It's currently impossible to go after China-based assets of criminal actors involved in
illegal trade. However, there are plenty of Chinese assets in the United States. According to FBI
Director Christopher Wray, “Effectively all Chinese companies are in the pockets of the Chinese
Communist Party (CCP). . .those [companies] that aren't owned outright are effectively beholden
to the government all the same, as Chinese companies of any size are required to host a
Communist Party cell to keep them in line.... almost like silent partners."**"1 Therefore, since
CCP Inc. is an authoritarian state and ultimately all assets belong to the government that
condones criminality, in theory, CCP Inc. assets could be subject to civil asset seizure and

forfeiture.
Formulate Intelligence Collection Taskings

I am out of the U.S. intelligence and law enforcement communities now, but it appears
the concerned bureaus, agencies, and departments are for the most part ignorant about the totality
of CCP Inc. transnational crime and, in particular, money laundering methodologies. This will
only change when policymakers make it a matter of import. I urge the President of the United
States to task the Office of Director for National Intelligence to include in the National
Intelligence Priorities Framework (NIPF), and through Intelligence Community directives, to
have the Central Intelligence Agency (CIA), National Security Agency (NSA) and other
applicable intelligence agencies develop intelligence reporting requirements for HUMINT and
SIGINT and other collection means that target Chinese transnational crime and money
laundering globally. I further urge the release of unclassified overlays of global illicit markets

with significant Chinese corruption and criminality (e.g., BRI). Within classification guidelines,
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criminal investigators should be given access to the finished intelligence products to assist them

in their targeting and investigations,
The FATF Should Name and Shame China

In the world of anti-money laundering/counter-terrorist financing (AM/CFT), it is the

Financial Action Task Force (FATF) that makes things happen.

The FATF was created in 1989 by the G-7 to combat international money laundering.
The FATF is an international AML/CFT policy making-body. It does so primarily through its 40
recommendations and periodic mutual evaluations that ensure countries adhere to the
internationally accepted AML/CFT guidelines. I have been directly involved with the FATF in
its annual plenary meetings and the mutual evaluation process serving as a law enforcement
“expert.” While the FATF, and FATF-style regional bodies, have done much good and have
been highly successful in bringing attention to the scourge of international money laundering, the
FATF has simply not fulfilled its original mission—curtailing international money laundering.
What is not openly discussed is that by the “metrics that matter,” i.e., money laundering
convictions and asset forfeiture, over the last 30 years our efforts have been disappointing. As
Raymond Baker, the Founding President of Global Financial Integrity said, “Total failure is just
a decimal point away.”*"# Money laundering enforcement has failed both in the U.S. and

around the world. The reasons are many and I have written about them elsewhere, **H

Internationally, one reason for failure is that the FATF 40 Recommendations and mutual
evaluation process have evolved into a procedural box checking exercise. The boxes reflect
debate about whether or not a country is “compliant” with a recommendation/s. What’s lost in
the discussion is the original founding intent of the FATF and the effectiveness of AML/CFT as
measured by the metrics that matter. Moreover, countries are afraid of being put on the FATF
“blacklist” (something that doesn’t really exist) because of bad publicity and international risk,
ratings and credit concerns. So, in response to FATF pressure, countries often pass legislation or
create rules or make promises to get the FATF off their back. This is all well and good.
Unfortunately, I have seen in my career that after the evaluation process and the checking of
boxes some countries soon go back to business as usual. Countries posture and make promises.

However, they don’t have the political will to use their own initiative and truly combat
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AML/CFT. And, unfortunately in the arena of combating international money laundering, we are
only as successful as the weakest link. The Peoples Republic of China is a classic example of a

very weak link. There are others.

In the most recent 2019 FATF mutual evaluation of China, none of the issues raised in
this testimony were addressed. In my opinion, the mutual evaluation was simply another box
checking exercise with political overtones if not unspoken pressure (China held the presidency of
the FATF during the evaluation process) that did nothing to confront CCP Inc.’s involvement

with transnational SUAs and money laundering.

As I state in my book China — Specified Unlawful Activities, measured by SUAs and
China-centric money laundering methodologies and enablers, CCP Inc. represents the greatest
money laundering threat in the world, Thus, despite China’s latest mutual evaluation report, 1
urge the U.S. FATF delegation to build consensus within FATF to “name and shame” China.
Other like-minded delegations should join the call. The same should happen in the FATF-style
regional bodies of which China is a member — the Asia Pacific Group and the Eurasian Group on

Money Laundering.
The FATF Should Create a New Recommendation that Specifically Addresses TBML

I have written about this elsewhere, ™ and have also addressed it in previous
Congressional testimony, but the international community will never seriously make progress
against trade-based money laundering (TBML) and associated crimes such as black-market
exchanges and flying money unless and until the FATF creates a new recommendation that
specifically addresses the issue. Trade fraud is a very significant SUA for money laundering,
Depending on its varied forms, TBML can also act as a money laundering technique or
methodology. I believe it is the largest and most prevalent of all the money laundering
methodologies. Moreover, trade fraud and TBML are inextricably intertwined with many of the
CCP Inc. criminal activities and money laundering discussed. It has become part of CCP Inc.’s
business model. It is time the FATF addressed the issue and create a specific anti-TBML

recommendation.

Control the Border
John A. Cassara
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Controlling the border is the single most important countermeasure to combat the scourge
of fentanyl, human trafficking, money laundering and other related criminal activity,
Controlling the border with a border wall will also assist law enforcement interdicting

southbound bulk cash smuggling, weapons, and other contraband.
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Chairman HiLL. The gentleman yields back.
Mr. Miihleisen, you are recognized for 5 minutes.

STATEMENT OF MARTIN MUHLEISEN, NONRESIDENT SENIOR
FELLOW, GEOECONOMICS CENTER, ATLANTIC COUNCIL

Mr. MUHLEISEN. Thank you, Mr. Chairman, Ranking Member
Waters, and members of the committee, thank you for inviting me
today. My name is Martin Miihleisen. Before joining the Atlantic
Council’s GeoEconomics Center, I retired from the International
Monetary Fund in 2021, having served as chief of staff and director
for strategy policy and review, among others. The following are my
personal views and not those of the Atlantic Council or any other
organization.

On the topic of multilateral institutions, I would like to focus on
three recommendations. First, China should be held responsible for
its bad lending decisions. Chinese loans have contributed to rising
debt vulnerabilities in low-income countries. In several cases, their
unsustainable debt put a hold on new loans by multilateral lend-
ers. The speed of debt workouts has picked up in recent years, but
China remains unwilling to provide haircuts to restore solvency
when needed.

The United States should encourage the IMF to make full use of
its debt policies when countries need deeper debt restructuring. For
example, under certain conditions, the IMF’s Lending Into Official
Arrears Policy allows programs to proceed even if a country is in
default to another IMF member. A more robust application of this
policy could strengthen the negotiation position of debtor countries,
eliciting more ambitious debt relief from China.

Second, focus on quality, not quantity, of multilateral programs.
The World Bank and other development banks have been
leveraging their capital base to increase lending to low-income
countries who also benefited from a $650 billion issue of IMF spe-
cial drawing rights. These efforts are intended to meet large financ-
ing needs of poorer countries, often with relatively little condition-
ality. Higher debts to multilateral institutions, however, can drive
Oclflt private lenders, resulting in the end in higher dependence on

ina.

To attract private capital, the institution’s main focus should
therefore be on raising countries’ long-term growth prospects, in-
cluding through loan conditionality, but stepped-up lending by mul-
tilateral organizations alone will not win the struggle for hearts
and minds in the global south.

The United States should work with multilateral lenders to
incentivize needed reforms. If multilateral programs were flanked
by cofinancing, investment funds, specific trade preferences, or pri-
vate capital, they would have a larger chance of succeeding. Espe-
cially in Africa and Southeast Asia, with their growing populations,
this could unlock important markets for U.S. exports in the future.

Third, protect the dominant role of the dollar. Large emerging
markets have exhibited a remarkable degree of economic stability
in recent years. Countries among this group are still vulnerable to
external shocks. However, in case of severe crisis, some might need
access to U.S. dollar sources to avoid sharp devaluations, and their
financing needs could be large.
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In this case, the IMF could deploy its lending capacity, its full
lending capacity of around $1 trillion to avoid contagion and pre-
serve global financial stability. This amount leverages the U.S’
contribution to the IMF by a factor of more than 5 to 1. In the ab-
sence of this safety net, countries would either have to acquire ad-
ditional foreign exchange reserves, putting upward pressure on the
U.S. dollar, or they would need to seek help from China, which
could become a factor in undermining U.S. dollar dominance over
the long term. It would, therefore, be in the U.S. interest if Con-
gress ratified the increase in IMF quotas agreed last year, which
would provide a stronger capital cushion and make loans available
at short notice, if needed.

Thank you, Mr. Chairman.

[The prepared statement of Mr. Miihleisen follows:]



64

House Committee on Financial Services
Hearing Entitled: “Examining Policies to Counter China”
February 25, 2025
Witness Statement
Martin Miihleisen
Introduction

Mr. Chairman, Ranking Member Waters, and Members of the Committee, thank you for
inviting me as a witness to today’s hearing.

My name is Martin Mihleisen. Before joining the Atlantic Council’s GeoEconomics Center
as a Nonresident Senior Fellow, | retired from the International Monetary Fund (IMF) in
2021. I was Chief of Staff under Managing Director Christine Lagarde, and | served as
Director for Strategy, Policy and Review between 2017 and 2020. The following are my
personal views, not those of the Atlantic Council.

Multilateral financial institutions

International Financial Institutions (IFls), such as the IMF, the World Bank, and regional
Multilateral Development Banks (MDBs), have been important tools for the United States to
exert its global leadership. Unlike the United Nations with its “one country, one vote”
system, these institutions are shareholder-owned, and voting power is determined by
shareholdings. The United States, in almost every circumstance, owns the largest share
and, especially in the case of the IMF and World Bank, is the only country that holds a veto
over changes to the institutions’ fundamental governance arrangements and lending
capacity.

The institutions are chartered for specific, narrow purposes. The World Bank and MDBs
borrow in global capital markets to finance economic development in emerging and
developing countries. The IMF’s mandate, financed by issuing reserve assets to its member
countries, is to preserve global economic stability by addressing external imbalances and
serving as a lender of last resort to prevent balance of payments crises.

China’s role in the IFls

The People’s Republic of China assumed China’s seat at the IMF and World Bank in 1980,
and it joined other MDBs over the course of the following decades. It has broadly supported
the mandates of these institutions and, like many other shareholders, contributed
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supplementary resources to help fund training, technical assistance, or interest rate
subsidies for the poorest countries.

As China’s economy has grown to rival that of the United States, its voting share in the IMF
and World Bank has not risen accordingly. Relative to its size, China is now significantly
underrepresented in these institutions, along with a number of other emerging markets.
This has been the subject of intense debates about IFl governance arrangements in recent
years. Nevertheless, China joined a broad consensus last year to increase the IMF's capital
( “quotas”) without any realignment of voting shares.

China As a Sovereign Lender

As it grew in size, China has also become the largest sovereign lender to emerging and
developing countries over the past two decades, spurred on by President Xi's Belt-Road
Initiative (BRI) that started in 2013. China’s lending volume since 2000 is estimated at

$1.3 trillion, approaching the total amount provided by the G7 over the same period.” More
recently, the People’s Bank of China has also acted as a lender of last resort, offering about
$600 billion worth of bilateral renminbi swap lines to some 30 countries.?

China did not grown its loan portfolio out of altruistic motives. It has used its creditor
relationships with emerging markets and developing countries to export construction and
other services; to obtain access to naturals resources, ports, and other facilities; and to
attract diplomatic support for its geopolitical objectives. For example, about 70 countries,
many of them in the Western Hemisphere, have officially endorsed China’s sovereignty
over Taiwan.?

What This Committee Could Encourage
Hold China responsible for bad lending decisions

As a large and relatively new international lender, China has repeated many of the mistakes
of other countries that went before it, including in the design of its lending programs and in
the way that it manages relations with distressed borrowers.

BRI loans and the associated projects have been plagued by quality problems, lack of
transparency, and quasi-commercial financial terms. Many loans have become distressed
as a result, contributing to rising debt vulnerabilities in low-income countries. * In a number

'Gregory Makoff, Théo Maret, Logan Wright, “Sovereign Debt Restructuring with China at the Table: Forward
Progress but Lost Decade Risk Remains,” Harvard Kennedy School, January 27, 2025,

2 International Monetary Fund, External Sector Report: Imbalances Receding, July 2024,

3The Economist, “China’s stunning new campaign to turn the world against Taiwan,” February 9, 2025,
#International Monetary Fund, “Debt Vulnerabilities And Financing Challenges In Emerging Markets And
Developing Economies—An Overview Of Key Data,” IMF Policy Paper 2025/002, February 20, 2025.
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of cases, this has put an effective stop to lending by multilateral lenders, who cannot lend
to countries with an unsustainable debt burden.

A number of borrowers have remained in limbo for several years because China refused to
participate in collective debt restructuring exercises, preferring instead to bilaterally extend
maturities or modify interest rates rather than providing comprehensive debt relief.

Since China has joined the G20 Common Framework for Debt Restructuring in 20200, the
speed of debt workouts has picked up somewhat. Nevertheless, there is still a lack of
coordination among China’s state lenders, and there is a fundamental unwillingness to
agree to loan write-downs that are sometimes necessary to restore countries’ solvency (not
unlike under Chapter 11 of the U.S. Bankruptcy Code), resulting in long workout periods
that put an undue burden on debtor countries and other lenders.®

The United States should use its voice in the IMF to adopt a more forward-leaning approach
when it comes to the restructuring of Chinese loans. Besides insisting on improved
transparency, the U.S. Treasury should encourage the IMF to adopt a more forceful
approach in cases where China's reluctance to engage in meaningful restructuring
effectively grants it a hold over IMF program loans.

For example, the IMF’s “Lending into Official Arrears” (LIOA) policy allows the institution to
resume lending to borrower countries that are in default to one of its members, provided
they engage in good faith negotiations and other loan conditions are met.® At the moment,
the burden on countries to benefit from this policy is relatively high, given the risks for them
to default on one of their largest lenders and trading partners. A more robust application of
the LIOA policy, however, could strengthen the negotiation position of debtor countries and
provide for more ambitious debt relief from China.”

Focus on quality, not quantity, of IFl programs

Following the Covid epidemic, and in order to help countries respond to global climate,
food, and energy crises in recent years, the World Bank and MDBs have been looking to
leverage their capital base to step up climate and development loans, including with
private capital, and the IMF issued $650 billion of Special Drawing Rights (SDRs) to its
membership in 2021 to boost global liquidity. At the same time, the fund has channeled
some of the newly created SDRs of its richer members into its concessional loan programs.

S Makoff, Maret, and Wright (2025), op.cit.

¢ International Monetary Fund, “Reviews of the Fund's Sovereign Arrears Policies and Perimeter,” IMF Policy
Paper 2022/023, May 18, 2022,

7 Sean Hagan, “The |MF's arrears lending policy: Just Use |t", FT Alphaville blog, September 29, 2022,
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These efforts were intended to meet emergency financing needs of poorer countries, often
involving little or relatively weak conditionality. There is a risk, however, that an increase in
debt owed to multilateral institutions, who enjoy preferred creditor status, could worsen
the overall debt situation of recipient countries as it may drive away private creditors.
Moreover, the increase in global interest rates from the zero rate-environment a few years
ago also implies that programs and projects need to meet a higher standard to help
countries escape from debt distress.

To attract private capital and decrease their reliance on Chinese lenders, recipient
countries need to improve their long-term growth prospects, which should be reinforced
through strong loan conditionality focused on improving legal systems, streamlining
regulations, and limiting government involvement in the economy, among others.

At the IMF, the United States should insist on prioritizing "upper-credit tranche" (UCT)
programs, where a country must undertake necessary economic reforms to qualify for
disbursements. At the World Bank, this could involve some rebalancing of its focus on
global public goods toward more ambitious growth objectives.

Given the still strong demographics in Africa and Southeast Asia, investing in these regions
will open up market opportunities for U.S. exporters in the future. However, stepped-up
lending by multilateral organizations alone will not be enough to win the struggle for hearts
and minds in the Global South.

The United States and other large shareholders should therefore work with multilateral
lenders to incentivize critical reforms and boost growth prospects in partner countries. If
multilateral programs were flanked by bilateral co-financing, investment finance, specific
trade preferences, or other forms of (geopolitical) incentives, they would have a larger
chance to succeed.®

Protect the dominant role of the dollar

| have so far focused mostly on low income and developing economies, in part because
large emerging market (EM) countries exhibited a remarkable degree of macroeconomic
stability in recent years. Many EMs tightened monetary policy early in 2021 in the face of
inflationary pressures, and they were able to relax policies quickly after the shock receded.

In most cases, there was no need for full-fledged IMF/World Bank programs during this
period, as there has not been for several years, although some countries in the Western

& Martin Muhleisen, The Bretton Woods Institutions Under Geopolitical Fragmentation, Atlantic Council,
October 9, 2023.
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Hemisphere made good use of the precautionary credit lines offered to IMF member
countries with high-quality policies and a strong economic track record.

Two factors contributed to this positive outcome. First, many EMs acquired large foreign
exchange reserves in the wake of the Asia and Global Financial Crises, making them more
immune to speculative attacks; and second, countries pursued orthodox macroeconomic
policies, with a focus on strong institutions, responsible fiscal policy, and flexible exchange
rate management.

In principle, however, many EMs are still vulnerable to external shocks, especially under a
combination of financial market volatility and rising tariffs and trade barriers. Most are not
benefiting from dollar swap lines offered by the Federal Reserve, nor are they members of
powerful regional currency arrangements.® In case of a severe crisis, these countries would
need access to U.S. dollar sources to supplement their own reserves in order to avoid
sharp currency devaluations.

In this case, the IMF could deploy its lending capacity of around $1 trillion to stabilize
countries’ balance of payments, avoid wider contagion, and thereby preserve global
financial stability. These funds are available through IMF programs or precautionary lines at
relatively short notice, leveraging the United States’ financial contribution to the IMF by a
factor of more than 5:1.

Absent the safety net provided by multilateral institutions, countries would only have two
viable alternative to protect themselves against larger shocks. They would either have to
acquire additional foreign exchange reserves, putting upward pressure on the U.S. dollar, or
they would need to seek help from China with its large currency reserves, which could in
the long run be a factor in undermining the dominant role of the U.S. dollar.

Itwould therefore be in the U.S. interest if Congress were to ratify the IMF quota increase
agreed last year, shifting a good part of the funds already contributed to the IMF's New
Arrangements to Borrowing fully into its permanent capital.

A final word

When talking about the multilateral institutions, the focus usually lies on their finances and
program activities. What is often overlooked is that these institutions are at the center of a
worldwide network of country officials, financial market participants, and policy experts
who are committed to market-based economics, global trade, free capital flows and
responsible macroeconomic policies.

?In South-East Asia, the Chiang Mai Initiative (CMIM) provides for some regional support, but this is largely
tied to IMF programs.
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Itis therefore no accident that emerging markets have become more stable in recent years.
While this is an achievement on the part of each individual country, in many cases it has
been spearheaded by officials that spent some years during their career working at
multilateral institutions and/or continuing to benefit from close interaction with them. The
transmission of knowledge through these contacts, as well as the large amount of
technical assistance and training provided by multilateral institutions, are a public good
that benefits the United States in many ways, and is unlike anything that China has to offer.
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Chairman HIiLL. The gentleman yields back.
Dr. Doshi, you are recognized for 5 minutes.

STATEMENT OF DR. RUSH DOSHI, C.V. STARR SENIOR FELLOW
FOR ASIA STUDIES, AND DIRECTOR OF THE CHINA STRAT-
EGY INITIATIVE AT THE COUNCIL ON FOREIGN RELATIONS,
AND ASSISTANT PROFESSOR, EDMUND A. WALSH SCHOOL
OF FOREIGN SERVICE, GEORGETOWN UNIVERSITY

Dr. DosHI. Chairman Hill, Ranking Member Waters, distin-
guished members of the committee, thank you very much for the
opportunity to testify at today’s hearing. I will focus my remarks
on four questions related to China. First, what are Beijing’s eco-
nomic and technology ambitions? Second, what is its strategy to
achieve them? Third, how is the strategy working? Finally, what
should we do about it?

First, what are Beijing’s ambitions? The People’s Republic of
China (PRC) has a grand strategy to displace U.S.-led order. It
seeks to catch up and surpass the United States technologically, to
reduce dependence on others while increasing their dependence on
China economically, and to acquire the capability to defeat U.S’
forces militarily.

Beijing believes economic and technology competition is about
power—not prosperity. It believes there have been four industrial
revolutions that determine the fate of nations. The first was steam
power, which led to British dominance. The second and third were
electrification and mass manufacturing, which led to American
dominance. Now we are in the fourth, AI, quantum computing,
smart manufacturing, biotechnology, which China aims to win.

Second, what is Beijing’s economic and technology strategy?
There are three parts. First, Beijing acquires technology. It buys
foreign companies to get it, it forces them to transfer it in exchange
for market access, or it steals it outright through human intel-
ligence and cyber espionage. Second, Beijing protects its companies.
It uses tariffs, nontariff barriers, and exchange rate manipulation
to keep out foreign competition. Third, Beijing wields industrial
policy. It uses massive industry support, subsidies, tax breaks,
R&D, support, cheap credit, State investment so that its companies
can undercut rivals on price.

Taken together, PRC companies will lose money in their home
market. They will lose money in foreign markets, but they will use
that win in both their home and foreign markets, and eventually
they know they can stay solvent longer than foreign rivals that do
not have similar State backing. Dominance in one sector helps
them climb the ladder to the next rung.

The scale of China’s industrial policy efforts is breathtaking. Bei-
jing likely stole more than a trillion dollars’ worth of U.S.” intellec-
tual property. Its industrial support is about 2 percent of the PRC
economy every year. That is a conservative estimate, but it is more
than any other country around the world. It is twice as much as
U.S. support. It is probably about $400 billion a year. That is more
in comparison with the CHIPS and Science Act, which is about $50
billion over multiple years.

Third, is this strategy working? In short, yes. In the last two dec-
ades after China joined the World Trade Organization (WTO), the



71

U.S. share of global manufacturing fell by half, from 30 percent to
15 percent. That so-called China shock cost millions of jobs and
shuddered thousands of factories. Meanwhile, in the exact same pe-
riod, China’s share of global manufacturing quintupled from 6 per-
cent to 30 percent. China is a manufacturing superpower. Its ca-
pacity exceeds that of the next nine countries combined, and it can
leverage that manufacturing dominance to innovate and to gain
military advantage.

Take innovation, China is at the leading edge of fields like robot-
ics, Al, and quantum computing. It leads the United States in
high-impact patents and scientific papers. It accounts for half of all
industrial robot installations worldwide, 60 percent of all global
electric vehicle production, 75 percent of global battery production,
and over 90 percent of solar panel, rare earth, and antibiotic pro-
duction.

Then take the military competition, the PRC has 200 times the
shipbuilding capacity of the United States and is leading in new
technologies like hypersonics.

Now Beijing’s economy has problems. It is slowing. Its population
is aging, but we should not feel confident. Beijing is pouring money
into industry and exports to find growth. That strategy is causing
a second China shock that is de-industrializing economies around
the world, including our own.

Fourth and finally, what do we do about it? First, we cannot go
it alone. China surpasses the United States on some industrial
metrics, but the United States combined with its allies and part-
ners has three times China’s GDP, half of all global manufacturing,
more than twice China’s likely military spending, twice China’s
patents and top-cited publications, and massive market power. If
we pull our markets, protect our technology, coordinate our re-
search, and create defensive barriers to PRC excess capacity, we
can handily weather the second China shock and reindustrialize
and lead in technology.

Second, we need new institutions. The United States could ben-
efit from a Federal industrial investment bank that can make long-
term loans, take equity in strategic industries, and, most impor-
tantly, coordinate with private capital. That could allow us to also
fund reshoring from China to the United States or to allied coun-
tries.

Third, we need a change in incentives. China can play the long
game while our companies focus on quarterly earning cycles. We
can consider tax policies to change that. We also need to invest
more in basic science research where China outspends the United
States now.

Finally, we have to play defense. That involves calibrated tariffs
to protect our industry from excess capacity from China. It requires
stronger export controls, research protection, and regulation of in-
bound and outbound investment to maintain our lead.

The United States has never faced an adversary quite as formi-
dable technologically and industrially as China. We have every-
thing that we need to succeed. We just have to make different
choices in some cases.

I want to thank you for your time, and I look forward to your
questions.
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[The prepared statement of Dr. Doshi follows:]



73

COUNCILon February 25, 2025
FOREIGN
RELATIONS

GEORGETOWN_ UNIVERSITY
Walsh School of Foreign Service

China as a Manufacturing Superpower:
For the Hearing “Examining Policies to
Counter China”

Prepared statement by
Dr. Rush Doshi

Assistant Professor of Security Studies, Georgetown University Walsh School of Foreign Service
C.V. Starr Senior Fellow and Director of the China Strategy Initiative, Council on Foreign Relations

Before the

U.S. House Committee on Financial Services
United States House of Representatives

1+ Session, 119" Congress

The following represents Dr. Doshi’s prepared oral testimony:

Chairman Hill, Ranking Member Waters, distinguished members of the Committee, thank you very much
for the opportunity to testify at today's hearing.

1 will focus my remarks on four questions related to China.
1. First, what are Beijing's economic and technology ambitions?
2. Second, what is its strategy to achieve them?
3. Third, how is its strategy working?
4. Fourth, what should we do about it?
First, what are Beijing’s ambitions?
The PRC has a grand strategy to displace U.S.-led order.! It seeks to “catch up and surpass” the .S,

technologically; to reduce dependence on others while increasing their dependence on China
economically; and to acquire the capability to defeat U.S. forces militarily.

no affiliation wi
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Beijing believes economic and technology competition is about power, not just prosperity. It believes
there have been four industrial revolutions that determined the fate of nations. The first industrial
revolution was steam power and it led to British dominance. The second and third were electrification
and mass manufacturing which led to American dominance. And now we are in the fourth - which
includes Al, quantum, smart manufacturing, biotechnology, and which China aims to win.?

Second, what is Beijing's economic and technology strategy?

There are three parts. First, Beijing acquires technology. It buys foreign companies to access it, forces
them to transfer it in exchange for market access, or steals it outright through human intelligence and
cyber espionage. Second, Beijing protects its companies. It uses tariffs, non-tariff barriers, and exchange
rate manipulation to keep out foreign competition. Third, Beijing wields industrial policy. Beijing uses
massive industry support - subsidies, tax breaks, R&D support, cheap credit, state investment - so its
companies can undercut rivals on price.?

Taken together, PRC companies will lose money but win their home market, then leverage that domestic
market dominance to win foreign markets. PRC companies can generally stay solvent longer than foreign
rivals without similar state backing. Dominance in one sector helps them reach the next rung of the
ladder.

The scale is breathtaking. Beijing has likely stolen more than $1 trillion worth of U.S. intellectual
property.* Its industrial support is conservatively estimated at two percent of the PRC economy every
year, more than any other country around the world, and twice as much as U.S. support.® Beijing probably
spends at least $400 billion every year to support industry; in comparison, the U.S. Chips and Science Act
was approximately $50 billion across multiple years.®

Third, is this strategy working?

In short, yes. In the two decades after China joined the WTO, the U.S. share of global manufacturing fell by
half from 30% to 15%.” That “China shock” cost millions of manufacturing jobs and shuttered thousands
of factories.? Meanwhile, in the exact same time period, China's share global manufacturing quintupled
from 6% to 30%. China is a manufacturing superpower whose capacity exceeds that of the next nine
countries combined.? It can leverage that manufacturing dominance to innovate and gain military
advantage.

With respect to innovation, China is at the leading edge in fields like robotics, Al, and quantum
computing.'® It leads the United States in high-impact scientific papers and patents.}! And it accounts for
half of all industrial robot installations worldwide, 60% of global EV production, 75% of global battery
production, and 90% of solar panel, rare earth, and antibiotic production.t? And with respect to military
advantage, the PRC has two hundred times more shipbuilding capacity than the United States and is
leading in new technologies like hypersonics.13

Beijing's economy is slowing, and its population is aging. But to address these challenges, Beijing is
pouring money into industry and exports to find growth and to reduce reliance on its dwindling supply of
cheap labor. This approach may not return China to high-level GDP growth, but it is causing a “second
China shock” deindustrializing economies around the world.1*
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Fourth, what do we do?

First, and most importantly, we cannot succeed on our own. China surpasses the US on many metrics. But
the United States - combined with its allies and partners - has three-times China's GDP size, half of all
global manufacturing, more than twice China’s likely military spending, twice as many patents and top-
cited publications, and massive market power. If we pool our markets, protect our technology, coordinate
our research, and create defensive barriers to PRC excess capacity, we can handily weather the “second
China shock,” reindustrialize, and lead in technology.

Second, we need new institutions. The United States would benefit from a federal industrial investment
bank that can make long-term loans and possibly equity investments in strategic industries and
coordinate with private capital markets. This kind of bank could even fund reshoring from China to the
United States or to allied countries.

Third, we need to change incentives. China can play the long game while our companies focus on
quarterly earning cycles. We could consider tax policies that encourage shareholders to hold equity
positions for longer.

Fourth, and of particular relevance to this committee, we need to improve our defenses. A number of
general proposals follow below:

The United States needs stronger controls on outbound investment to ensure it does not fund PRC
companies that support the PRC military or come at the expense of American competitiveness. Congress
or the Administration could close existing gaps, expand the scope to industries like biotechnology,
strengthen penalties so they are not seen as the cost of doing business, and improve enforcement
capability.

The United States needs to strengthen CFIUS too. The Trump Administration has taken some actions that
may limit PRC investment in sensitive sectors through the America First Investment Policy National
Security Memorandum, but more needs to be done. Congress or the Administration should consider
broadening CFIUS review to passive non-controlling investment as well as preventing mitigation
agreements with the PRC that are unlikely to be effective given the PRC's policy of integration between he
civilian and military sectors. Closing key loopholes is also essential. For example, the PRC only has to pre-
disclose a planned investment if it is into export-controlled technology. The statutory definition of
technology that requires such pre-disclosure should be widened so that the PRC cannot make an
investment into any sensitive technology (e.g. in the semiconductor industry), transfer the intellectual
property, and then notify CFIUS after the fact, at which point remedy is effectively impossible.

The United States requires calibrated tariffs to protect industry from PRC excess capacity, as well as
regulatory instruments that restrict the import and sale of PRC products that may pose national security
risks. The Information and Communications Technology and Services Supply Chain Executive Order is
particularly important in this respect, and the office that administers it will need adequate funding given
growing threats.

The United States needs stronger export controls, significant improvements to the export licensing
system to expedite the process while cracking down on circumvention, and a greatly enhanced ability to
monitor compliance with and enforce controls. This will require adequate funding at the Bureau of

3
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Industry and Security. The United States also needs to strengthen research protection to maintain its
technological lead as well as to increase funding for scientific research rather than cut it. The PRC likely
exceeds US government spending on research.

The US has never faced an adversary as formidable economically, technologically, and militarily as China.
But we have everything we need to succeed if we make the right choices.

Thank you for your time, and | look forward to your questions.

! Rush Doshi, The Long Game: China's Grand Strategy to Displace American Order (Oxford University Press, 2021).
2 Ibid.

# Gerard DiPippo, llaria Mazzocco, Scott K dy, and Matt} Good Red Ink: Estimating Chinese Industrial Policy
Spending in Comparative Perespective (Center for Strategy and Economic Studies, 2022); Joe Weisenthal and Tracy Alloway,
“Almost 10 Years Later, China's ‘Made In 2025’ Has Succeeded,” Bloomberg, October 31, 2024,

https:/ /www.bloomberg.com/news/articles/2024-10-31 /almost-10-years-later-china-s-made-in-2025-has-succeeded; Office
of Senator Marco Ruh]o. The WoHdChmn Made: 'Mn'd'e in China 2025 N'me Years Lﬂter. May 18, 2024,

+ Estimates vary, but all align around roughly at least $1 trillion in losses is conservative. See, Commisson on the Theft of
Amerlcan ]ntellectual Properly, Updace to L‘ae !P Commission Report, February 27, 2017,

7.pdf; Nicole Sganga, “Chinese Hackers Took Trillions in
Intel]ectual Property I'mm About 30 Mult]natlorlal Cumpames. CBS News. May 4,2022,

5 One conservative estimate comes from DiPippo et al, Red Ink.; see also OECD data for sectoral subsidies.

¢ If Red Ink estimates are correct for 2019, and subsidies are roughly two percent of PRC GDP, that would be $360 billion in
2024 not adjusting for purchasing power. With such adjustments, the figure rises dramatically.

7 Estimates for shares of global manufacturing vary. See, U.S. Library of Congress, Congressional Research Service, U.5.
Manufacturing in International Perspective, by Marc Levinson, R42135 (February 21, 2018),

& For a summary of the literature on the China shock see Peter Dizikes, " Q&A David Autor on the Long Aﬂerhfe of the ‘China
Shock," MIT News, December 6, 2021, htlps: ; See also Robert D
Atkinson,” Why Foreign Competition, Not Producuwty, [s More to Blame for ]ob Losses in US. Manufacturmg: A Primer for
Policymakers,” Information Technology and Foundation, February 26, 2018,
https://fitiforg/publications/2018/02 /26/why-foreign-competition-not-productivity-more-blame-job-losses-us,/

? Richard Baldwin, "China is the World's Sole Manufacturing Superpower: A Line Sketch of the Rise,” VoxEU {Column), Centre

for Economic Policy Research, January 17, 2024, https://cepr.org/voxeu/columns/china-worlds-sole-manufa
10 For one assessment, see Robert D. Atkinson, China s Rapidly ing a Leading | in Advanced Industries, Hamilton

Center on Industrlal Strategy Information Technology and Innovation Foundatlon. September 16, 2024,
rapidly-becoming-a-leading-innovator-in-advanced-industries/.

11 “China Has Become a Scientific Superpower,” Economist, June 12, 2024, hit

technology/2024,/06/12 /china-has-become-a-scientific-superpower.




77

12 Atkinson, China Is Rapidly ing a Leading | in Advanced Industries; Brad Setser, “Xi Is Making the World Pay for
China's Mistakes,” New York Times, February 18, 2025, 1/ fwwwonyti 2025/0; ini i I-jinpi

trad, turing-tariffs html; China also produces roughly half the worlds steel, aluminum, and ships. Its exports are
growing three times faster than global trade.

ina’s 200 Times Greater Shipbuilding Capacity,” Warzone, July 11,

13 Joseph Trevithick, “Alarming Navy Intel Slide Warns Of Ch
2023, a Iing- - ide-war
14 Setser, “Xi Is Making the World Pay for China's Mistakes,”




78

Chairman HiLL. Thank you, sir. The gentleman yields back.

The chair recognizes Mrs. Beatty, the Ranking Member of the
National Security, Illicit Finance, and International Financial In-
stitutions Subcommittee, for 1 minute.

STATEMENT OF HON. JOYCE BEATTY, RANKING MEMBER OF
THE SUBCOMMITTEE ON NATIONAL SECURITY, ILLICIT FI-
NANCE, AND INTERNATIONAL FINANCIAL INSTITUTIONS, A
U.S. REPRESENTATIVE FROM OHIO

Mrs. BEATTY. Thank you, Mr. Chairman.

First, let me say, I would like to echo Ranking Member Waters’
comments and note the incredible irony of us holding this hearing
while Team Trump-Musk are presiding. It is—and they are demol-
ishing the U.S. leadership on the international stage. The White
House and Department of Government Efficiency (DOGE) are ille-
gally deleting entire agencies in violation of the Constitution, sid-
ing with adversaries, calling our allies dictators, and abruptly and
ruthlessly rescinding U.S. aid that fosters global goodwill and ad-
vances our national security goals—all of which unquestionably al-
lows China to fill the void and hands them the prize of global lead-
ership on a silver platter, all while colleagues across the aisle who
have a long record in Congress of loudly supporting soft power ini-
tiatives, like USAID and assistance for Ukraine, are stunningly si-
lent now. This is unthinkable, and I yield back.

Chairman HiLL. The gentlewoman yields back.

The chair recognizes himself for 5 minutes of questions.

Mr. Miihleisen, the IMF last major report on China comes from
2024 on their economy, and it reads like it is a parallel universe
to me. The report says, “Directors”—meaning IMF directors—posi-
tively noted that China is a key player in addressing global chal-
lenges and welcomed its constructive role in supporting sovereign
debt restructuring and low-income in vulnerable countries in tack-
ling the global climate crisis. That is a quote from the report. They
also emphasize China’s important role in strengthening multilat-
eral trading system in close cooperation with international part-
ners. That sounds preposterous to me.

Mr. Mihleisen, what is your view on that.

Mr. MUHLEISEN. Thank you, Mr. Chairman.

I think—and I am not speaking for my colleagues. I want to just
emphasize that for my former colleagues. I think that the staff re-
port wanted to point out that China did make some progress on the
debt restructuring issue. There have been improvements, as I men-
tioned earlier, because China is participating under the Group of
Twenty (G20), common framework for debt restructuring, and some
country cases have been resolved.

Chairman HIiLL. You would not argue that the common frame-
work has been successful, would you?

Mr. MUHLEISEN. It has been a difficult effort to get China to con-
tribute. It is not like the Paris Club, but it has some of the same
principles.

Chairman HILL. Should not China belong to the Paris Club?
Should they not participate in the Paris Club?

Mr. MUHLEISEN. I would welcome them if they did.
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Chairman HiLL. Wouldn’t that make all of this a lot easier? We
would not have to have a made-up framework like the common
framework from the G20.

Mr. MUHLEISEN. I think I pointed out in my statement that I
think there are still shortcomings in the way China does handle its
loans to troubled countries. I would agree that having them in the
Paris Club would make them play with the rules that are well es-
tablished and functioning, but, obviously, this is China’s own deci-
sion. I think at some point they considered it, but it was then re-
jected within China.

Chairman HILL. Yes, I agree with you. I think it was a mistake,
and I think the IMF and the IMF members should put more pres-
sure on China to participate through the Paris Club.

What should the IMF be doing now as it relates to this past 4
years of effort that really has not been very successful?

Mr. MUHLEISEN. As I mentioned, I think the only real tool that
the IMF has is Lending Into Official Arrears Policy.

Chairman HiLL. Do they have the right information from the
countries they are trying to lend to if the terms that China has are
not transparent and are not disclosed?

Mr. MUHLEISEN. There has been some improvement in disclo-
sure. Again, I do not want to put my hand in the fire and say that
everybody knows exactly what China is doing in member countries.
That improvement has helped, especially to bring private creditors
on board because now there is more of a level playing field. Now
people understand more what the mass of loans is and how to ne-
gotiate that restructuring, but there is still a long way to go.

Chairman HiLL. Thank you.

Mr. McMurray, I was pleased to be sponsoring in this Congress
a bipartisan bill with Mr. Torres of New York that would support
nuclear energy financing through the World Bank and the Euro-
pean Bank for Reconstruction and Development. This legislation
would not only help lift the World Bank’s prohibition on same fi-
nancing, but it would kickstart a trust fund to add in the assist-
ance that you referenced in your good testimony.

I would like to insert in the record two articles I have written
on the importance on nuclear financing, “Build Back Nuclear” from
2021, and “Our Energy Future” from January 2025.

Without objection, it will be added to the record.

[The information referred to can be found in the appendix.]

Chairman HiLL. Mr. McMurray, can you help us understand why
funding for nuclear and other energy projects is so critical in coun-
tering China’s influence in the world?

Mr. McMURRAY. Thank you, Chairman, and thank you for your
leadership on this issue.

China is actively building almost 30 nuclear reactors today,
poising them to prepare to export and build their technologies else-
where. The World Bank has a really important role to fund large
global infrastructure projects so, by them not supporting nuclear,
that limits the effectiveness of the World Bank and cedes that lead-
ership to China.

As you mentioned, the trust fund is actually an excellent tool for
the World Bank to do two things: One, build that internal expertise
so it can start educating its own staff as well as its members; and
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then, two, lay out some of those early stage projects so ultimately
entities like the EXIM Bank can start funding and support addi-
tional projects globally.

Chairman HiLL. Thank you very much. My time has expired

I now yield to the Ranking Member of the full committee for 5
minutes.

Ms. WATERS. Thank you very much, Mr. Chairman.

Dr. Doshi, in the Caribbean, nations increasingly disillusioned by
the U.S.” unpredictability are turning to what is known as BRICS—
that is Brazil, Russia, India, China, South Africa—including of
course both in a very, very real way China and Russia for invest-
ment and financial support. China’s Belt and Road Initiative have
brought investments to the region, from ports and energy resources
to hotels and highways, although often with predatory loan ar-
rangements. In light of these developments, what strategic actions
should the United States take to counterbalance China’s growing
influence and provide a more reliable, attractive alternative for
Caribbean nations and other regions? I just want you to know that,
when any of us participate in activities with our Caribbean coun-
tries, that is all we hear: “What are you guys doing? Cannot you
help us to avoid what China is doing in the Caribbean?” What do
you know about this?

Dr. DosHI. Thank you very much, Ranking Member Waters. Let
me just say this is a very important issue. Every great power ad-
versary the United States has ever faced has wanted a role in the
Caribbean, whether that was Germany, even the First World War,
but especially the Second, with the Soviet Union and the Cold War.
China is no different. They also want a role in the Caribbean be-
cause they know it is a weak spot for us potentially. They know
about our reliance on the Panama Canal. The history here shows
that China will want to be involved and if looking at their own
statements, you know it.

I would add a few things. China’s involvement picked up really
in the early 2000s. They have accelerated their involvement in re-
cent years. As you correctly noted, they are focused on a whole-of-
government approach in the Caribbean. That means military as-
sistance in some cases to a Caribbean country. That means law en-
forcement and military assistance. It also means investment, sig-
nificant investment in Jamaica, investment in port infrastructure,
including the operation of ports in the Caribbean, so they are there.
They are present. In many ways, their economic relationship is
growing rapidly. Tourism is another component.

What do we do about it? There are a few things. First, a little
bit of support from us goes a long way. These are not large econo-
mies. Taken together, the entire GDP of the region is about the
GDP of Kansas, maybe a little bit less. We can do more by being
present and by increasing our aid activity.

Second, Caribbean countries, as you know well, want commercial
engagement with the United States. We should find ways to make
it easier, whether that is through EXIM Bank, DFC, or other insti-
tutions, for our businesses to be involved in the Caribbean.

Finally, we should remember that we have an asymmetric ad-
vantage. Those countries, as you noted, they want to be with us—
not with China. They are not happy about the corruption that
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China sometimes brings to their economies. Transparency and sun-
light are the best disinfectants. We should fight in the information
space that people know that we stand for anti-corruption and that
the Chinese stand for corruption.

Finally, we have to worry about the military role that China is
building there, and we should make sure that our Department of
Defense is doing everything it can to strengthen military diplomacy
with our Caribbean friends.

Ms. WATERS. Thank you very much and speaking about what
more we can do. Some of our Caribbean Island states do not receive
foreign aid because they say they make a little too much money.
They are hit with storms, and they are in great debt as they try
to reconstruct and renovate and all of that. Is this an area that we
could help them in because of the debt that is incurred with all of
these Mother Nature events?

Dr. DosHI. Thank you very much, Ranking Member Waters. You
brought an important point up, which is debt. Many of these coun-
tries are heavily indebted to China, increasingly indebted. Jamaica
is another good example of that. In many cases, Suriname is an-
other recent example. In many cases, they cannot pay back the
debt, so that is a problem. It speaks to the previous discussion ear-
lier about China’s nonparticipation in the Paris Club, but I would
just add that, yes, storm relief, we can do more there. Finally, very
quickly, we might want to consider changing the thresholds for aid
for some of these countries so that we can make sure that we can
be more useful to them.

Ms. WATERS. Thank you very much. Quickly, do we have a secu-
rity problem with China getting so much influence in the Carib-
bean and being so close to us, should we be concerned about that?

Dr. DosHI. We should, in my opinion. It has somewhat com-
promised some of the activities that we undertake in the Carib-
bean. We have U.S. Southern Command (SOUTHCOM) operations
and others that are worried about this. In particular, I would note
just two things: First, that the PRC operates out of Cuba a number
of sensitive sites, and we should worry about those and their abil-
ity to collect on our operations in the Caribbean. Second, I would
also add to that the PRC’s ownership of port infrastructure in the
region, including on the Panama Canal, can pose security threats
as the Trump Administration and the Biden Administration have
identified.

Ms. WATERS. Thank you. I yield back.

Chairman HiLL. The gentlewoman yields back.

The gentleman from Michigan, the vice chair of the full com-
mittee, Mr. Huizenga, is recognized for 5 minutes.

Mr. HUIZENGA. Hey, everybody. I want to get to IMF reform and
some other things but, Dr. Doshi, I want to very, very quickly hit
on this. I learned a new phrase recently, which is the lie-flat gen-
eration in China. My question is, can China survive economically
from the downturn that they are seeing? It seems to me, as a child
of the Cold War, in that era, the difference between our space race
and the Cold War race that we had with Russia is they had a much
smaller economy. I am very curious, very quickly, your view on
China with that.
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Dr. DosHI. Thank you, Congressman. It is a very important ques-
tion. Very quickly, I would say that, yes, they can survive. We have
generally underestimated China’s ability to compete. Very impor-
tantly, China has scale, and every rising power that has scale
tends to do pretty well.

The Soviets did not have the scale that China does. Happy to go
into more detail.

Mr. HUIZENGA. Okay, all right. Mr. Miihleisen, I want to turn to
you about your work at IMF and your views from the IMF, not nec-
essarily your particular work there. According to the Wilson Cen-
ter, 80 percent of China’s government supported loans are to coun-
tries that are in some sort of debt stress. The IMF has failed to
convince China to work on restricting this debt, which some esti-
mate is in excess of a trillion dollars. To me, having worked with
IMF and World Bank and others over the years, I would argue it
seems to be a strategy, not a coincidence, that oftentimes they are
lending into these countries that have a debt strain and then they
are then utilizing the loan documents and the profile of that to
then flip that into an asset that they either control or own. My
question is, what roles should these International Financial Insti-
tutions (IFIs) play here? Should they simply just back away from
countries when that sustainability is unclear?

Mr. MUHLEISEN. Thank you, Congressman.

I would put it this way, I do not see China engaging in some
kind of debt trap, if that is what you meant, where they entrap
countries.

Mr. HUIZENGA. I think a clear-eyed look at what is happening in
Africa and the rest of Asia would contradict that.

Mr. MUHLEISEN. What I would rather look—how I would rather
look at it is they are getting a lot of benefits out of that engage-
ment because what they do is, of course, they have these trade re-
lations also with countries

Mr. HUIZENGA. I am sorry, are you saying that they have a high-
er risk profile than the rest of the world does?

Mr. MUHLEISEN. To some extent, I think China was not even
aware of the risks they got into. I could speak to that in a second,
but what I meant is the strategic advantage is they are getting ac-
cess to ports and access to other facilities

Mr. HUIZENGA. Including in Latin America and other places now.

Mr. MUHLEISEN. Exactly and Caribbean. That is, I think, the
main benefit. It is not like they would kind of own a port that a
country has to hand over because they cannot pay their debt.

Mr. HUIZENGA. Staying with you, in your testimony, you men-
tioned that the United States should insist on, “improved trans-
parency” at the IMF. I am also curious, what can the U.S. Treasury
do to encourage the IMF to adopt a more forceful approach, includ-
ing that transparency?

Mr. MUHLEISEN. I did not mean to say that the United States
should push the IMF to be more transparent. It is actually the debt
transparency of China that needs

Mr. HUIZENGA. Yes, I understand that, but the IMF is the tool
for that, correct?

Mr. MUHLEISEN. Yes. I myself——
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Mr. HUIZENGA. Is the IMF doing enough to push that trans-
parency and to push a country like China to give that trans-
parency?

Mr. MUHLEISEN. I myself have worked with Chinese officials in
my formal capacity to help them understand how much actually
countries are owed to China because, within China, their facilities
as lenders of all these different institutions that are lending are
kind of not as far developed as we in the West would have it. They
are not kind of set up to do that. They are only slowly getting into
the business of lending.

Mr. HUIZENGA. I have got 45 seconds. I think the Chinese are far
better businesspeople than what you seem to be implying, but—the
latest shareholder review at the IMF did not increase China’s vot-
ing power. They were pushing to do so. What conditions should the
IMF insist on in the future if China lobbies for more shares would
be a question, but I am going to actually get that in writing be-
cause I do have to hit this, Mr. Chairman. I previously introduced
a bill, the IMF Reform and Integrity Act, that would prevent any
shareholder increase at the IMF for a country such as the PRC
that does not meet basic obligations codified in the organization’s
articles of agreement. I believe, and this goes back to my time
working with Madame Lagarde, when she was there, the IMF
needs to get tougher and tighter about enforcing its own rules. I
would like to include—submit a copy of my bill.

Chairman HiLL. Without objection.

[The information referred to can be found in the appendix.]

Mr. HUIZENGA. I yield back.

Chairman HiLL. The gentleman yields back.

The chair recognizes the gentlewoman from New York, the Rank-
ing Member of the Small Business Committee, Ms. Velazquez, for
5 minutes.

Ms. VELAZQUEZ. Thank you, Mr. Chairman.

Let me start off by saying that I am glad we are having this
hearing discussing the rising threat of China, but holding this
hearing is not enough. If we want to talk about countering China,
then we need to be discussing how President Trump and his
unelected President, Elon Musk, are the biggest threat to the
United States in countering China. President Trump has aban-
doned our closest allies in favor of cozying up to dictators, illegally
closed down USAID, and cutting off aid for needy nations, de-
stroyed our national security apparatus, and installed conspiracy
theorists, like Kash Patel, at the top levels of our government. Dis-
mantling this institution that has helped keep our Nation and the
world safe since World War II opened the door for China. Countries
across Africa and Latin America are turning to China for financing
and leadership, a geopolitical move China is facilitating and ex-
ploiting.

Mr. Cassara, by hollowing out the government through illegal
firings and layoffs, Elon Musk and DOGE are making Americans
less safe from financial scams coming from China and encouraging
corruption both home and abroad.

An article printed in The Wall Street Journal, not exactly a bas-
tion of liberal media, last week describes how illegal proceeds from
fentanyl sales are being laundered through China for reinvestment
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in real estate and other vehicles here in the United States. The
proceeds and flow of illegal fentanyl from China is an issue Mem-
bers on both sides of the aisle care about. How can Congress bol-
ster current Bank Secrecy Act (BSA)/Anit-money Laundering
(AML) statutes to reduce the reinvestment of illegal fentanyl pro-
ceeds here in the United States?

Mr. CAssARA. Thank you for the question. Regarding BSA, Bank
Secrecy Act, financial intelligence reporting requirements, I think
one of the best things that could happen to counteract some of the
issues that are developing is for real estate agents, for example, to
not—no longer be exempted from Know Your Customer (KYC), re-
porting requirements, and to follow suspicious activity reports.

I think something else needs to be done that is more efficient uti-
lization of suspicious activity reports in general, which is going to
require additional personnel. It is going to require technology. Most
importantly, it is going to require additional resources on the
ground for agents to work cases.

Ms. VELAZQUEZ. Would not you agree that to reduce the laun-
dering of money from Chinese fentanyl sales, we are going to need
to continue to crack down on anonymous shell companies here in
the United States?

Mr. CASSARA. Absolutely, in money laundering, there are three
stages of money laundering, placement, layering, and integration.
Shell companies, LLCs, Delaware corporations, whatever you want
to call them, are one of the premier tools of choice by money
launderers in the layering stage of money laundering. It makes it
very, very difficult for criminal investigators to follow the money
trail. Same thing with the integration stage. Once the money is
layered and integrated into the economy, we do not know who owns
that shopping center, who owns that yacht, who owns that prop-
erty. We need beneficial ownership information.

Ms. VELAZQUEZ. Thank you for that answer.

Dr. Doshi, how important is it for both the United States and the
allied nations to adopt and enforce transparency measures like
beneficial ownership registries and anti-corruption laws to prevent
bad actors from abusing our financial system.

Dr. DosHI. Thank you, Congresswoman. I think it is incredibly
important. Every step that we want to take, whether on law en-
forcement with anti-money-laundering, with export controls or with
investment restrictions, all of those steps are going to require
knowing essentially the beneficial owner. If we do not have that,
then the PRC can always set up shell companies and get around
our restrictions, and they have been doing that. I think it is indis-
pensable to our competitiveness agenda.

Ms. VELAZQUEZ. Thank you. I yield back.

Chairman HiLL. The gentlewoman yields back.

The gentleman from Oklahoma, Mr. Lucas, the Chair of the Task
Force on Monetary Policy, is recognized for 5 minutes.

Mr. Lucas. Thank you for holding this hearing, Mr. Chairman,
and thank you to our witnesses for testifying today.

As the former Chairman of the Science Committee and rep-
resenting an energy-dominant State, I am particularly sensitive
how China weaponizes energy as a geopolitical tool. The United
States must continue to prioritize targeted investments in clean,
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reliable, and affordable nuclear energy, which will contribute to en-
hanced energy security, geopolitical stability, and emissions reduc-
tions.

Mr. McMurray, can you touch on why maintaining U.S. leader-
ship in energy production is so critical in countering China in en-
ergy security national issues?

Mr. McMURRAY. Thank you, Congressman and thank you for
your leadership on clean energy innovation, especially as the
former Chair of Science, Space and Technology (SST) Committee.

China is activity building projects, and right now, countries
around the world want and need more energy for either energy ac-
cess, as they are just having more manufacturing or as they are
growing. They are going to look at whatever options are cheap and
available. Right now, in many cases, that is China. The United
States has to look at, how does the government support private
companies, which are developing all sorts of innovative tech-
nologies, such as nuclear energy, to be able to make it easier to
compete on an unlevel playing field. Some of the best tools are
EXIM Bank and DFC to kind of help with that financing piece, but,
ultimately, we have to be able to make these technologies here and
build them here. That requires support from the Department of En-
ergy and National Labs so we can demonstrate these technologies
so we can ultimately sell them.

Mr. Lucas. Thank you.

Authorities at the Oklahoma Bureau of Narcotics have identified
transnational criminals that are moving illicit drugs on the black
market and laundering money in China. Mr. Cassara, how can
Congress address the financial streams that are the foundation of
this illegal activity so we can cutoff these very sophisticated crimi-
nal enterprises? I know it is a complex question.

Mr. CASSARA. It is a complex question, but I think to get to the
heart of the matter, I think we have made a mistake over the last
so many years. Our enforcement agencies have been putting em-
phasis on what I call the product, for example, illegal drugs, and
the people, meaning like drug kingpins and those involved with it.
I think what we have been missing is to really truly and finally go
after the money because all of these organizations are motivated by
greed and avarice. The way to hurt these individuals, these organi-
zations, better than anything is to identify their assets and take
them away. The reason we have not been doing this is because
going after the money is hard. Enforcement agencies are statistic-
driven, metric-driven. They want measurements of success. Instead
of going after a meaningful, long-term complex money laundering
investigations that may take 2 years or more, they are content to
go after these quickie little buy-bust cases that really do not make
any difference. We have to change the incentives for law enforce-
ment.

Mr. Lucas. Play chess, not checkers.

Mr. CASSARA. Yes.

Mr. Lucas. Turning back to the EXIM Bank for a moment, Mr.
McMurray, in the most recent re—or authorization of EXIM Bank,
Congress built the China Transformational Exports Program, or
CTEP. That program reserves at least 20 percent of EXIM’s au-
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thority to neutralize China’s export subsidies. How can we improve
on that program and scale it up to match their actions?

Mr. McMURRAY. Thank you, Congressman. CTEP has been an
excellent tool to compete with the very competitive financing that
China is able to offer. Right now, CTEP focuses on only a certain
subset of technologies. One of the best ways to increase the com-
petitiveness of U.S. companies is to expand that, for example, in-
cluding nuclear energy as part of CTEP’s mandate. I would also
want to just mention DFC was also created under the first Trump
Administration directly as a counter to China’s Belt and Road, and
there is an opportunity as well to strengthen DFC to make U.S.
companies, again, more competitive.

Mr. Lucas. I just want to simply note in my closing comments;
we cannot afford to get caught flat footed on the issues we are dis-
cussing today. Outcompeting China in export markets, financing
energy investments must be a top priority. I am thankful to the
chairman for focusing on this in our hearing today.

I yield back, Mr. Chairman.

Chairman HiLL. Mr. Lucas yields back.

The gentleman from California, Mr. Sherman, the Ranking Mem-
ber on our Capital Markets Subcommittee, is recognized for 5 min-
utes.

Mr. SHERMAN. Thank you, Mr. Chairman.

Some of our witnesses seem to be here advocating what they
would advocate in any other committee that was not even talking
about China. If you are paid to convince Congress to let you drill
for oil in Yellowstone National Park, you can then come to a hear-
ing on China and say, “Well, that is the way to take care of China.”

Mr. Chairman, thank you for focusing on the importance of the
U.S.” world reserve currency, and we should remember that the an-
nounced purpose of crypto is to partially displaces the U.S. dollar.
There is a bill in the Senate to make crypto the reserve currency
of the dollar, and I think you understand how important it is that
nothing displace the dollar as the world’s reserve currency.

Likewise, I think it was Mr. Cassara who focused on money laun-
dering. Crypto is advocated by its own supporters as a way to do
massive transactions or large transactions out of the view of the
U.S. Government, and that is perhaps why 100 percent of the
ransomware attacks in recent years have demand payment in
crypto.

Mr. Mihleisen, I would like—I hear what you say about China
debt. Too many small countries are being told, “Well, you borrowed
China’s money, so you have to give us your port.” What we need
to do is say to every lender and every credit rating agency that,
when China makes an unfair loan and you do not repay, that can-
not be used against the country’s credit rating. Countries who face
this circumstance will, instead of giving China their port, they can
give China their middle finger and still borrow from American cor-
porations, banks, and international lending institutions.

We have made some unforced errors, one of those, as The Wall
Street Journal points out, is we should be focused on China, and,
instead, we go to economic war with Canada and Mexico. Second,
we have cut aid in some cases to tiny countries in the Pacific, to
the Cook Islands, to Solomon Islands, to Tonga, where we just have
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million-dollar programs. These are the islands where my father’s
friends gave their blood in the last war in the Pacific, and now we
are turning over control of those islands to China for a few—to
save a few million dollars.

The original sin was giving China most-favored-nation status.
Before then, their economy was tiny. The majority, the vast major-
ity of Democrats voted against that, and we stood up to our own
President. I turn to my Republican colleagues and say, perhaps
your proudest moment this year will be when you stand up to one
of—to a Republican President.

In capital flows, it is nice to say, “Well, we should not send any
capital to China.” Keep in mind, because of that huge trade deficit,
which I might add was much bigger under Trump than it was
under Biden and was even bigger still in the pre-coronavirus dis-
ease (pre-COVID) years of Trump. Trump gave us the worst trade
deficit in history vis-a-vis China. We are dependent for over $1.5
trillion of investment in our debt instruments on China, but we
have got to look at equity flows.

Believe it or—right now, we subsidize Americans who invest in
Chinese stocks. We do so through our tax system and the capital
gains allowance. I am going to ask all witnesses here, please raise
your hand if you believe that we should provide subsidies to Ameri-
cans who choose to invest in Chinese stocks.

Let the record show, no hand went up.

Yet, I have great difficulty—I have only gotten one Republican
cosponsor for the bill that I am going to reintroduce—I hope all of
you join me in cosponsoring this—to say no capital gains allowance
for investment in Chinese stocks. Now, I know that offends the bil-
lionaire class, but you cannot go—you cannot stand up to China if
you are unwilling to offend the billionaire class.

Dr. Doshi—I am not able to read your sign so well, so I might
have mispronounced your name—are there unique risks for Ameri-
cans when they invest in Chinese stocks, such as appropriation,
that should be part of the disclosures they get from the U.S. Secu-
rities and Exchange Commission (SEC)?

Dr. DosHI. Thank you, Congresswoman. I think that there are
significant risks. I am not sure that we have—I mean, that market
itself is highly volatile, unpredictable. There is no adequate audit-
ing of these companies. Our due diligence——

Mr. SHERMAN. The auditing, Senator Kennedy and I did some-
thing about.

Dr. DosHI. Yes.

Mr. SHERMAN. But there is everything else.

Dr. DosHI. And——

Chairman HiLL. The gentleman’s time has expired.

The gentleman from Texas, Mr. Sessions, is recognized for 5 min-
utes.

Mr. SEssIONS. Mr. Chairman, thank you very much. I am de-
lighted we are having this hearing today. I think that the panel is
well positioned to provide a lot of information to us.

Mr. McMurray, I want to go directly to your testimony, and we
are talking about China. China currently has 57 nuclear reactors
in operation and 28 reactors under construction. The United States
has 94 reactors, none currently evidently on the books to replace
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them. What is the major reason why we cannot build economic—
the funding that is necessary for these? Is the market not robust?
Is there not an understanding? What is the reason why America
would not be building at least one or two?

Mr. McCMURRAY. Yes. Thank you, Congressman. China over the
last several years has made a concentrated focus on building new
nuclear, and that has played out in the number of reactors under
construction. I would say, the United States has also done that.
There has been significant bipartisan policy for the past several
years focused along every step to build new nuclear, whether it is
demonstrating early technologies, developing the fuel supply chain,
providing tax credits, improving the regulatory framework. Con-
gress has really focused on this for the last several years.

Mr. SESSIONS. The market has not gathered itself together to
take advantage of this?

Mr. McCMURRAY. Today there are several projects that are very
close to breaking ground. There are two research reactors that are
under construction. There are several reactors through the Depart-
ment of Energy’s Advance Reactor Demonstration Program that are
also nearing construction, as well as several private companies that
are also looking to build, so the United States is close.

Mr. SEssiONS. They are trying to go to next-generation
(NextGen). They are waiting for the newest research in develop-
ment.

Mr. MCMURRAY. There is an interest in all sorts of technologies,
after the Vogtle plants came online in Georgia, pairing that with
the projected demand increases for electricity in the United States.
There is also a renewed interest in large reactors as well. It is im-
portant for policy in the market to kind of recognize all of these dif-
ferent technologies have a role to play domestically because there
is also an interest in all of these technologies internationally.

Mr. SESSIONS. Yes. In Texas, we have a lot of land, but a lot of
that land is being grabbed up 30,000 and 40,000 acres at a time
for solar panels, taking then agricultural ability off that land. We
know, as you alluded to, we are going to double the amount of elec-
tricity that is necessary.

Tell me about the proposed Trump tax cuts. Will that provide
more capital available for these kinds of projects to where they do
not have to come to the Federal Government?

Mr. McMURRAY. Focus on Texas for a moment. There has been
a lot of great work out of the State to build new nuclear, including
through the Governor directing the Public Utilities Commission to
figure out what State policies would help attract new nuclear. I
think, on the Federal level, we have seen significant support going
back to nuclear specific tax credits that have supported the Vogtle
plants, as well as existing policies that support the new tech-
nologies today. I think Congress has the opportunity to continue
that support and continue that focus so it can provide certainty and
predictability for the companies looking to build.

Mr. SESSIONS. Great. We need them, because we cannot continue
to grab 30,000, 40,000, 50,000 acres to meet the needs of not just
the electrical system, electrical grid system, but we need it because
we are going to grow exponentially, and we have that issue.
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I want to thank you. I think that the—if we are going to be a
capitalist nation and we want to grow and meet the demand for all
this, we need to move toward what I would call all of the above,
and that has to be a better reliance upon what we are doing with
nuclear. I want to thank you very much for being here today.

Mr. Chairman, I yield back my time.

Chairman HILL. The gentleman yields back.

The gentleman from New York, Mr. Meeks, the Ranking Member
on the House Foreign Affairs Committee, is recognized for 5 min-
utes.

Mr. MEEKS. Thank you, Mr. Chairman.

As the chairman has just indicated, I now serve as the Ranking
Member of the—and formerly Chairman of the House Foreign Af-
fairs Committee. When we are discussing the topic at hand, I have
to say, I come here gravely concerned about our great country.
China and Russia, both nuclear-armed permanent members of the
U.N. (United Nations) Security Council have a vastly different vi-
sion of the world than we do—at least that used to be the case.

The first month of the Trump Administration, however, has con-
firmed my worst fears, that it has severely undermined American
global leadership, not just for the next 4 years but for decades to
come. Just yesterday, the United States, along with a few other
tin-pot dictators, Russia and Russian satellite states, voted at the
U.N. not to condemn Russia’s aggressive, unprovoked, and unjusti-
fiable invasion into the Ukraine.

Dr. Doshi, just give me a yes or a no, do you believe it is in our
interest to stand with Russia over Ukraine?

Dr. DosHI. To stand with Ukraine.

Mr. MEEKS. I would also ask—just yesterday, I dropped a resolu-
tion. I would ask my colleagues on the other side of the aisle to join
us on this resolution that just basically says we are—because this
is the third year of Russia’s invasion into Ukraine. Join our resolu-
tion. All it says is that we condemn Russia’s invasion of Ukraine,
of which the U.N. tried to pass, and we voted—or the Administra-
tion voted against.

Dr. Doshi, let me ask you another question, this time as you are
an expert on China. Do you believe that China will read into our
failure to stand up to—Ukraine as it thinks about aggressive action
against Taiwan or in the South China Sea?

Dr. DosHI. I am always reluctant to say that credibility transfers
like that. In this case, however, everything I have ever learned
about the Chinese Communist Party tells me two things: First,
they are disproportionately focused on the United States use of
power; that is, if they think we are weakening, they are more bold;
and, number two, if they think domestically we cannot rise to the
occasion against Russia, they will think we would not rise in de-
fense of Taiwan.

If we do not stand for Ukraine, they will be emboldened in the
Taiwan Strait and the South China Sea. That is a strong belief
that I have based on everything I have ever studied about them.

Mr. MEEKS. Thank you for that. All we have to do is let us re-
view our record of our President and his positions on China. Back
in 2017, he signed a deal to let Zhongxing Telecommunications
Equipment Corporation (ZTE) off the hook, despite their record of
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violating U.S. sanctions, which to this very day undermines tele-
communications security around the globe.

In 2020, he repeatedly praised Xi for the job he did regarding
COVID-19 instead of criticizing China’s secretive response and fail-
ure to allow an impartial investigation into the origins of the
coronavirus. Since returning to office, President Trump allowed
TikTok to continue to operate in the United States, despite clear
congressional intent to the opposite effect.

Second, he has severely undermined economic trust in the United
States among allies worldwide by aggressively threatening tariffs
on our allies. This includes tariff threats on semiconductors from
our close Taiwanese partners. He has allowed Elon Musk to deci-
mate USAID, which is the tip of the spear of American soft power
and good will around the globe.

Dr. Doshi, do you think it is in the U.S.” interest to compete with
China for commercial and soft power projects around the globe?

Dr. DosHI. Yes, I do.

Mr. MEEKS. I do, too. Mr. Miller, do you agree?

Mr. MILLER. Yes, absolutely, it is in our interest to compete.

Mr. MEEKS. Mr. McMurray, do you agree?

Mr. MCMURRAY. Yes, we need to make sure we can compete.

Mr. MEEKS. Now I am hearing that the President wants to sign
a big deal with China to get them to buy more of our commodities
while allowing the PRC to build up its military and undercut our
workers. All of this is encouraged by Elon Musk and others who
have enormous business interests there.

Let me be clear, I think we need to continue to trade with China,
and I am not supportive of the trend of stoking xenophobia or un-
dermining our economy just to spite the PRC. The Chamberlain
policy of appeasement coming out of the White House is about self-
enrichment, affinity for dictators, not Americans’ economic growth
or national security, and we should be competing with the PRC
across the globe, not shutting down agencies. We should be crack-
ing down on the China-Russia no-limits partnership, not trying to
join it.

I yield back.

Chairman HiLL. The gentleman’s time has expired.

The gentlewoman from Missouri, Mrs. Wagner, the Chair of the
Subcommittee on Capital Markets, is recognized for 5 minutes.

Mrs. WAGNER. I thank you, Mr. Chairman, for holding this vi-
tally important hearing, and I want to thank our witnesses cer-
tainly for being here today.

Back in my home State of Missouri, it is estimated that three
people lose their lives every single day from an overdose. I have
heard from countless constituents who tell me about a neighbor, a
friend, a family member who has lost their life due to an accidental
overdose of fentanyl. Transnational criminal organizations, many of
them based in China, make millions of dollars off the illegal pro-
duction and trafficking of this deadly narcotic. The CCP knows this
and is allowing it to continue.

There are many different ways in which Federal policy needs to
be strengthened to combat this crisis, but to quote the testimony
of one of our previous witnesses, “Financing serves as the oxygen
for criminal networks. We must coordinate our government re-
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sponse to identify, isolate, and interdict the financing, manufac-
turing, and trafficking apparatus of fentanyl and its precursors
from China through Mexico and into our neighborhoods. We must
cutoff the oxygen to these criminal networks.”

Mr. Cassara, can you describe how Chinese entities exploit both
the Chinese and American financial systems to launder illicit funds
gained through fentanyl trafficking, being mindful of my time?

Mr. CASSARA. Thank you for the question. I think one of the pri-
mary ways they undermine the integrity of our financial system is
they use a lot of methodologies and enablers that are Chinese cen-
tric, and many of these are designed to bypass our financial trans-
parency reporting requirements. Meaning, they use things like
trade-based money laundering, underground financial systems,
value transfers, mobile phone apps. These types of things that we
are not set up to capture from our primarily money-laundering
countermeasures, financial intelligence.

Mrs. WAGNER. In what ways is the Chinese Government
complicit in this illicit financing?

Mr. CASSARA. As you said yourself, China, CCP is its command
State. They are aware of what they are doing. They are aware of
criminal triads and criminal organizations committing crime and
laundering money. If they wanted to shut a lot of this stuff down,
they could. Nothing happens in China, or for that matter, with
their diaspora, without their permission.

Mrs. WAGNER. How does the U.S. Government need to change or
alter its current oversight or enforcement to ensure Chinese enti-
ties are not laundering funds in these illicit ways, as you have out-
lined, through American companies?

Mr. CASSARA. There is a number of things that I put in my writ-
ten statement as far as recommendations, but if you are talking
about underground financial systems, illegal or unregistered money
remitted services; for example, we need to do a much better job of
enforcing the fact that these companies need to be registered with
Financial Crimes Enforcement Network (FinCEN) and, I think, li-
censed in 49 of the 50 States. We are not ensuring that is done.

Mrs. WAGNER. On his first day in office, President Trump issued
an executive order to designate drug cartels as foreign terrorist or-
ganizations. Mr. Cassara, how will terrorist designations affect the
flow of funds between China and drug cartels in Mexico?

Mr. CAssARA. I think we have to wait a little bit to see how this
plays out, but I think it will give the Administration and the execu-
tive branch, including law enforcement and intel, and even our dip-
lomatic corps, more tools to go after these organizations.

Mrs. WAGNER. Clearly, that is the intention. Does this designa-
tion impact any potential U.S. intermediaries that the drug cartels
use to launder funds?

Mr. CassARA. I think it depends on the specifics, but I think this
is focused on those cartel organizations if they use third parties or
whatever. We will see what happens.

Mrs. WAGNER. Are there stronger steps, sir, that Congress can
take to disrupt these financial networks?

Mr. CAsSARA. I would go back, again, to some of the rec-
ommendations I put in my statement, but I think we need to en-
hance and prioritize law enforcement. This is where they are most
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vulnerable, but we are not making cases, and there is a lot—there
is a number of reasons for this. Some of it we are just not aware
of it. We do not have the tools. Most importantly, law enforcement
does not have the resources.

Mrs. WAGNER. I thank you, and hopefully we are going to be get-
ting them, the resources, here soon to dig even deeper now that we
have designated them as terrorist organizations.

My time has expired, Mr. Chairman, and I yield back.

Chairman HiLL. The gentlewoman yields back.

The gentleman from Georgia, Mr. Scott, is recognized for 5 min-
utes.

Mr. ScorT. Ladies and gentlemen, China is taking advantage of
us. They are looking at the United States now as weaker than ever.
Reports now indicate an increase in efforts by Chinese hackers to
infiltrate U.S. Government networks and classified systems with
backing directly from the Chinese Government. Need I look at
fentanyl that is destroying the very fabric of our Nation, our young
people, in record numbers? It is almost like China has declared war
on the United States and, damnit, we need to declare war back. 1
hope this hearing will go far and loud. We are tired of China taking
advantage of the United States. Our young people are too precious.
As you know, CFIUS recently experienced a CCP-backed cyber
breach meant to undermine the committee’s integrity. This is too
significant a threat to our national security and economic secu-
rity—some of you all may remember, I sat right here in this com-
mittee when we let the damn balloon go over there after China had
taken all their data from our farmland, our food, and from our sen-
sitive areas, our military bases, and waited until they got over
there off of Myrtle Beach and the Atlantic Ocean, then we shoot
it down. They take these things as a sign of weakness.

Mr. Miller, let me get to my first question here. How effective
has CFIUS been at reviewing—listen to me carefully—Chinese
companies’ attempts to invest in U.S. businesses, particularly in-
volving critical infrastructure, large amounts of personal data, or
sensitive technologies?

Mr. MiLLER. Thank you for the question, Congressman. I think
that the CFIUS investment review regime has been effective par-
ticularly in recent years at making those types of reviews and par-
ticularly after CFIUS was revised after the, via the Foreign Invest-
ment Risk Review Modernization Act (FIRRMA).

Mr. SCcOTT. Let me just interrupt——

Mr. MILLER. Yep. Sure.

Mr. ScOTT [continuing]. you briefly on that. I have got to get to
this other question. I might have taken too long in the first—Ear-
lier this month, Congressman Frank Lucas and I sent a letter to
Treasury Secretary Scott Bessent signed by both Democrats and
Republicans on this very committee urging him to take a stronger,
more proactive approach to embattling future cyber breaches.

I would like to insert the letter for the record, Mr. Chairman.

Chairman HiLL. Without objection.

[The information referred to can be found in the appendix.]

Mr. ScorT. Now, our letter asks the Secretary to give a firm com-
mitment to CFIUS would continue to move on with longer review
processes and detailed investigations of Chinese Government-
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linked investments. How can Treasury improve the parameters in
oversight necessary in its service providers and refocus training to
better identify potential Chinese cyber threats, particularly those
targeting CFIUS?

Mr. MiLLER. Thank you for that, as well. We need to take all
cyber threats very seriously, and that means starting with getting
full visibility of the networks, including the networks at Treasury
monitoring systems. As always, using a risk-based approach is real-
ly important, and also, just using the tools that we have, the basic
risk management tools such as end-to-end encryption, multifactor
authentication, and logging. It sounds like a broken record

Chairman HiLL. The gentleman’s time has expired.

Mr. MILLER [continuing]. because we say this all the time, but
we need to do this.

Mr. Scort. Mr. Chairman.

Chairman HiLL. The gentleman’s time has expired.

Mr. ScoTT. I just want to end with this; it is very important that
we understand China is targeting our food supply system—and our
national security——

Chairman HILL. The gentleman’s time has expired, and his clos-
ing remarks are so noted. Thank you.

The gentleman from Kentucky, Mr. Barr, the Chair of the Sub-
committee on Financial Institutions, is recognized for 5 minutes.

Mr. BARR. Thank you, Mr. Chairman.

Last Friday, Mr. Miller, President Donald Trump issued an exec-
utive order titled “America First Investment Policy.” He also issued
a national security policy memorandum in which he stated that we
will adopt new rules to stop U.S. companies from pouring invest-
ments into China, stop China from buying up America, and allow-
ing at the same time all of those investments that serve American
interests.

It seems to me this is exactly the right policy. This is the Amer-
ica First policy. It is the policy that says that investments that help
advance our national and economic security should go forward,
green light, and investments that undermine our national security
should not go forward, red light. A red light/green light system.

I appreciate that because it is common sense, and this Congress
has been focused on an outbound screening tool and legislation
over the past several years. I introduced the Chinese Military and
Surveillance Company Sanctions Act, which was a sanctions-entity-
based approach. We also introduced the Comprehensive Outbound
Investment National Security (COINS) Act, at the end of the last
Congress working with the Speaker’s Office. It was a bipartisan ef-
fort and a bicameral effort, and we added an additional focus on
specifically defined technologies.

Now, what I have always said on this committee and on the Se-
lect Committee on the Strategic Competition with the Chinese
Communist Party is that our advantage is that we are capitalists,
and we allocate capital effectively and efficiently. Their disadvan-
tage is that they are Communists, and they misallocate capital.
This is perhaps why Chairman Xi’s crackdown has actually back-
fired on the Chinese economy and why U.S. venture capital deals
have fallen in China by 87 percent, and, by 2023, net foreign in-
vestment into China turned negative for the first time on record.
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It is also true that U.S. investments made in China still are valued
at about $127 billion.

I want you to address specifically this first comment you make
in your written testimony, Mr. Miller, that overly broad investment
restrictions could actually decrease economic security and that pol-
icymakers should be mindful of the economic security value of out-
bound investments. Explain that a little bit.

Mr. MILLER. Thank you for the question, Congressman Barr. Yes,
if—I think that—in my experience anyway companies absolutely
want to and make their best efforts to comply with these regimes,
but if the scope is overly broad or it is not clear and defined as to
what exactly the companies are supposed to be doing, it really does
create some headwinds there in terms of compliance. I think spe-
cifically with respect to the outbound regime that you are talking
about, it is

Mr. BARR. I think one thing that you said that I agree with is
that some outbound investment could provide insights into compet-
itor activities.

Mr. MILLER. Right.

Mr. BARR. Not all outbound investment is bad. I think clarity is
very, very important. That is why I talked about why the Presi-
dent’s approach, green light/red light, is the right approach, and
that is what we tried to do in our sanctions bill. Sanctions do pro-
vide clarity. Companies know how to comply with it and, if prop-
erly defined in terms of these technologies, we can also provide pri-
vate investors with clarity. There are also advantages of
multilateralism with sanctions approach.

Here is the next question. In a post-Chevron world—and this is
for anyone—what is the benefit of having a statute that guides this
policy consistent with executive order as opposed to just relying on
t}f}e Biden executive order or the Trump executive order? Any one
of you.

Mr. MiLLER. I will take that. Yes, you are right, in a post-Chev-
ron world, under Loper Bright, the onus really is on Congress to
write these rules as clearly as possible so that there really is not—
it is not left to executive agency discretion which might be over-
turned by the courts.

Mr. BARR. I think, here is the bottom line in my remaining 30
seconds. Is the President’s approach in his national security memo-
randum and executive order exactly right? It is America First. It
recognizes that some outbound investment actually is in the inter-
est of our country. Some foreign direct investment is in the interest
of the country, but not all of it. We need to provide clarity, and we
need to do it through a statute consistent with the Treasury De-
partment’s guidance here. That is what we are going to be working
on, and we invite the expertise of the panel to work with us on
that, and we look forward to getting this policy exactly right.

With that, I yield.

Chairman HILL. The gentleman’s time has expired.

The gentleman from Massachusetts, Mr. Lynch, the Ranking
Member of the Subcommittee on Digital Assets, Financial Tech-
nologies, and Artificial Intelligence, is recognized for 5 minutes.

Mr. LyNCH. By the time you announce me, I will not have time
to speak. That is a pretty long title. Thank you, Mr. Chairman, and
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I want to thank the Ranking Member. This is a great hearing and
one that is both timely and incredibly important.

I want to thank the witnesses for your very thoughtful testi-
mony, not always in agreement, but always thoughtful.

China has developed extensive cyber capabilities offensively over
the past 10 years or so and now I think is admittedly a world lead-
er in vulnerability exploitation, either directly or through proxies.
The Chinese Government’s targets in the United States have in-
cluded infrastructure, our government agencies, companies, private
organizations, and individuals as well.

They use tools and methods that breach international law. These
malicious acts can be aimed at control or just simply disruption
and exposing vulnerabilities in our electrical grid and critical infra-
structure. It also involves economic espionage and international
property theft. Those are among the most concerning intrusions.

Most recently, China had a state-backed Chinese malicious cyber
group. They hacked the U.S. Treasury Department, and they
gained access to hundreds of workstations and sensitive but unclas-
sified documents from the Committee on Foreign Investments in
the United States, CFIUS, and the Office of Foreign Asset Control.

With that backdrop, we have right now Elon Musk, who has got
massive, massive investments in China. He has this giga factory
that produces two of his most popular cars there. He has billions
and billions of dollars in investment in China. He has employees
there. He is now inside Treasury and has had, at least for a while,
before the judge stopped him, access to U.S. Treasury payment sys-
tems.

It really worries me that he has young kids in there who—I have
a letter here from five Treasury Secretaries that are expressing
concern that these individuals with no training and no ethics re-
quirements and no security requirements are all inside Treasury.
Meanwhile, they work for a guy that has billions of dollars of in-
vestments in China. It just looks like a bad, bad situation.

Dr. Doshi, as Elon Musk and DOGE continue to have access to
personal and payments data inside Treasury, along with sensitive
information about what we are doing with defense contractors and
other initiatives, what sanctions could they potentially open up
holes in our security system and make Americans’ financial infor-
mation vulnerable to attacks from China?

Dr. DosHI. Thank you, Congressman. China is the most capable
cyber actor the United States faces. I think that there is a risk that
efforts to kind of take data off government systems and put them
perhaps even on private systems so they can be run through artifi-
cial intelligence will create additional vulnerabilities that China
will be very happy to exploit.

Mr. LyNcH. What are the strongest measures we can take in
terms of requiring the people who have access to that system to
maintain the integrity of the financial system itself?

Dr. DosHI. Thank you, Congressman. I think that there are a
number of technical steps that have to be taken on the end-to-end
encryption side, on securitization—security essentially for that
equipment, technology, the data. There is also a human element as
well, and I worry about mass firings leading to insider threats par-
ticularly of people with clearances.
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Mr. LYNCH. Should those individuals, if they have access to any
of that, all go through a lengthy and robust security clearance proc-
ess?

Dr. DosHI. My personal view, based on my time working in the
National Security Council (NSC), is that more and more of U.S.
Government work in these sensitive areas should be moved to clas-
sified systems. That does not mean it cannot be democratically ac-
countable, but the unclassified systems are compromised whether
at State Department, Treasury, or the U.S. Trade Rep, which gives
China insight into what we are doing and an advantage in negotia-
tion. We should move that into a more secure system.

Mr. LyncH. All right. Mr. Chairman, that just about wraps up
my time. Thank you. I yield back.

Chairman HiLL. The gentleman yields back.

The gentleman from Texas, Mr. Williams, Chairman of the
House Small Business Committee, is recognized for 5 minutes.

Mr. WILLIAMS of Texas. Thank you, Mr. Chairman, and thank all
of you for being here today. I appreciate it.

The lack of transparency into the Chinese economy is a large
concern of mine and one of the world’s largest creditors. This lack
of insight presents extreme risk to the U.S.’ economy and our na-
tional security. This is why I introduced the China Financial
Threat Mitigation Act, which my colleague, Representative
Gottheimer, and I have joined together. This is a bipartisan legisla-
tion that would require a study on the exposure of the U.S. finan-
cial sector to risks from China. Reliable data is crucial for the U.S.
Government to accurately assess our financial exposure to the Chi-
nese, and through this, we will be able to better protect the U.S.
financial interest and our own national security.

Mr. Miihleisen, how can the United States best hold China ac-
countable for the lack of transparency in their financial system?

Mr. MUHLEISEN. The IMF has certain tools, like, for example, the
financial sector assessment programs and the like, that look at
whether member countries live up to standards by the Basel Com-
mittee, for example, among others. Of course, as a multilateral or-
ganization, it has limits as far as it can go, because it needs to look
at these standards and can only assess those that exist.

The IMF as such has no direct tools to increase transparency,
but it can publish their findings. It can rely on peer pressure and
shareholders in the IMF to then exert pressure on China to im-
prove its policies.

Mr. WILLIAMS of Texas. Thank you.

China has continuously exploited global supply chains to advance
their strategic ambitions using economic coercion or slavery and
predatory trade practices to dominate key industries. This has cre-
ated vulnerability to the United States and puts American busi-
nesses and consumers at the mercy of the Chinese Communist
Party policies. In addition to their use of global supply chains, the
CCP’s opaque lending practices and state-subsidized competition
have undercut American manufacturers, making it increasingly dif-
ficult for them to compete on a level playing field.

Mr. Miller, what specific policy should Congress pursue to coun-
teract China’s stranglehold on critical goods and manufacturing?
Additionally, how can we create a stronger incentive for American
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companies to diversify their supply chains and reduce dependence
on China?

Mr. MILLER. Thanks very much for the question, Congressman.
It is absolutely critical that we focus on supply chain resiliency and
security. I think companies, certainly in the technology sector, for
some time have been working to increase supply chain diversity.
We have to be realistic that we have complex global supply chains
right now, and it will not be an overnight process. Moving certain
parts of manufacturing and supply to friends and allies as well as
the United States is something that is already underway.

Mr. WiLLIAMS of Texas. In the short time I have left, throughout
your career, Mr. Cassara, you have investigated international
money laundering networks and underground financial systems
that enable transnational crime. Today we see Chinese financial
networks playing a key role in laundering fentanyl profits from
Mexican cartels using trade-based money laundering and under-
ground banking to move illicit funds while evading U.S. authori-
ties.

Given China’s history of shielding these operations from scrutiny,
what steps should the United States take to disrupt these financial
channels, and what is China’s end game, do you believe, in
weaponizing fentanyl in the United States?

Mr. CASSARA. Thank you for the question. Regarding fentanyl, 1
believe it is a form of asymmetric warfare that the Chinese are em-
ploying against the United States. Maybe some of this goes back
to the opium wars of a century or so ago. I think it is, in effect ret-
ribution.

To answer your question about what can we do for underground
financial systems, we could talk for a great length of time about
this. I think one of the most important initiatives that we came up
with a number of years ago is trade transparency units. Basically,
having customs information exchanged back and forth just like the
Egmont Group of financial intelligence units, where we exchange
financial intelligence, exchange customs-related information, im-
ports and exports to help look for anomalies in specific trade trans-
actions, over and under invoicing, for example.

This initiative has been stalled. In my opinion, one of the reasons
it has been stalled is because legacy customs have been short-
changed through an emphasis on immigration enforcement under
Immigration and Customs Enforcement (ICE).

Mr. WiLLIAMS of Texas. My time is up. Thank you for your testi-
mony.

Chairman HiLL. The gentleman’s time has expired.

The gentleman from Missouri, Mr. Cleaver, Ranking Member on
the Housing and Insurance Subcommittee, is recognized for 5 min-
utes.

Mr. CLEAVER. Thank you, Mr. Chairman.

A couple of years ago, I was in Addis, in Ethiopia, Addis Ababa,
and as I moved around the city, I was walking by a building, large,
majestic building, and the Ethiopian friends who were carrying me
around said, “Do you want to go in?” and I said, “Sure.” We went
in. It was the African Union building. As you walk into the build-
ing, there is a sign about the gift of this building to Ethiopia by
the Chinese.
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When I went on down south to Tanzania, or Tanzania, where I
have about 50, 75 family members—actually, our Ranking Member
met some of my family members from Tanzania—all they could
talk about was the money China was spending in Tanzania. The
Ambassador appointed by Bill Clinton, Charles Stith, Dr. Charles
Stith, had really revved up everything he could in Tanzania to at-
tract the attention of the United States because China was steadily
investing in Tanzania.

Unfortunately, as China was investing, we were decelerating. If
you go all the way through the continent, you will see that China
has created quite a relationship with the entire continent. Dr. Stith
wrote a book called “For Such A Time As This,” and I think that
book would be contrary to what we have just seen with USAID so
we cannot take advantage of anything now.

China has had some failures. They did establish 25 economic
zones on the continent and in 16 different countries, by the way.
When USAID shut down, let me find out from those of you if we
move on down, how many of you think that it was a mistake—it
is a mistake for us to cancel out all of the work that people have
been trying to do, like Dr. Stith, in Africa, and all of a sudden we
make a statement that we are first. We do not—we are not that
interested in helping anybody except ourselves? How do you think
that is coming across, and does it impact the economy of the con-
tinent when obviously China is trying to take over? Anybody? Did
we make a mistake? Is there a mistake with USAID?

Please.

Dr. DosHI. Yes, Congressman, I think it is a mistake to cut
USAID in this fashion. It needs reform, but this is not the way.

Mr. MUHLEISEN. I think it will hurt unless it is replaced by
something else relatively quickly.

Mr. McMurray. I think we need to take all the available tools to
compete with China.

Mr. MILLER. I agree. We need to compete with China everywhere
we can by using all the tools that we have.

Mr. CLEAVER. We had a good chance if we would work. Most peo-
ple probably do not even know. One of the Members of Congress
during the 1990s, Mickey Leland, had become so familiar with Afri-
ca, he and Donald Payne, Sr., that they were invited to everything
that went on in the continent. In fact, Mickey Leland’s plane went
down just outside of Addis Ababa, and there is a statute of him
built in downtown Addis Ababa. We were moving through Africa
and making friends, and all of a sudden, that had just been blown
to pieces.

I know, I am not trying to get any of you in politics. I do not like
politics, but I do think that this is more than political. I think it
is a futuristic look of where we need to go back.

Thank you, Mr. Chairman.

Mg WIiLLIAMS of Texas [presiding]. The gentleman’s time has ex-
pired.

The chair now recognizes the gentleman from Ohio, Mr. David-
son, Chairman of the Subcommittee on National Security, for 5
minutes.

Mr. DAVIDSON. I thank the chairman.

I really appreciate our witnesses.
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Confronting China is certainly one of the central things for
American foreign policy and frankly for governments around the
world. They are confronting the same kinds of practices by China.
When they were admitted into the World Trade Organization as a,
quote, “developing country,” they promised to become a market
economy, and clearly, they are not a market economy. In fact, they
use the same kinds of practices everywhere to block market access,
to use a whole-of-government approach, using their intelligence
services and everything else, to steal intellectual property, and
then to subsidize and dump to take over market shares strategi-
cally. Confronting outbound investment is one of the most impor-
tant things that this committee, and frankly this Congress, is going
to 1deal with, and it comes in the context of a whole host of other
policies.

I want to go back to the Dodd-Frank Act. When I was in manu-
facturing, prior to coming to Congress, I owned a group of small
manufacturing companies in Ohio. Early on, after one acquisition,
someone came to me with a form and said, “You need to sign this
form saying that none of the steel that we buy contains, quote,
‘conflict minerals.””

Now, at that time, we had under 50 employees, and they are
coming to me, and I am like, “I am buying steel from U.S. Steel,
and you are asking me, a small manufacturing guy in western
Ohio, where the tin that coats the steel comes from?” Might it come
from this place in Central Africa? How am I supposed to know
that? Why are not you—if the government cares to know that, why
is not the government doing that?

This is the fallacy behind one of the approaches to our Outbound
Investment Act. This is the Cornyn approach in the Senate. This
has been one of the approaches presented through the Foreign Af-
fairs Committee. Thankfully, in this committee, this Financial
Services Committee, where we follow the money, we know that
really does not work. It just shifts the burden to the private sector.
The reality is the private sector does not even have the resources
to know the answer to some of these things. We do not do that
when it comes to sanctions. We use an aggressive licensing ap-
proach that targets specific actors. It does take a lot of work, and
the sanctions regime itself is stressed. It goes back to 1975.

I am going to butcher your name, but, Mr. Miihleisen, I cannot
find the note here, and I cannot see you without reading glasses,
so can you highlight the problem with this approach where you put
the burden on the companies.

Mr. MUHLEISEN. Thank you, Congressman. I am not really an ex-
pert on regulation of American companies, but I do think that light
regulation in general and something that is in the power of compa-
nies to live up to and fulfill is the right way to go.

Mr. DAVIDSON. Thank you.

One of the other challenges that we confront as we deal with out-
bound investment is our international institutions, and we have
since, the end of World War II, structured things like the Inter-
national Monetary Fund, the World Bank. We have development—
Inter-American Development Bank. We have the Asian Develop-
ment Bank. The idea that we are subsidizing China with this
makes little sense to me.
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From 1981 to 2001, the World Bank lent China over $40 billion
for 280 projects. Since 1986, almost 40 years now, the Asian Devel-
opment Bank has committed 1,218 public sector grants totaling
$44.3 billion. Right now, the current portfolio, as of right now, 77
loans worth $12.55 billion. We have the Chinese Currency Account-
ability Act, where the IMF wants to grow the influence. I guess,
Mr. Miihleisen, why would that make sense?

Mr. MUHLEISEN. Personally, I do not wish for China to gain a
bigger share in these institutions at the moment, in part for the
reasons you mentioned, also in part of the strategic competition
that the United States and other countries are engaged with
against China. The IMF and other institutions are, I think, really
important assets for the United States where a lot of capital and
human capital is invested in. It would be, I think, not right to
allow China to interfere with the work of these institutions if they
wanted, if they would get a bigger voting share.

Mr. DAVIDSON. Yes, thank you for that.

Mr. Miller, unfortunately, I missed the question to you, but on
the outbound investment if you could respond, we will send a note
following the hearing. My time sadly has expired, and I yield back.

Mr. WiLLIAMS of Texas. The gentleman’s time has expired.

The chair now recognizes the gentleman from Illinois, Mr. Foster,
Ranking Member on the Subcommittee on Financial Institutions
and an old colleague of mine from the Science Committee. You are
recognized for 5 minutes, sir.

Mr. FOSTER. Thank you.

I would like to—I will focus on artificial intelligence and anti-cor-
ruption efforts. Mr. Miller and Dr. Doshi probably, are the right
ones for this. Artificial intelligence is coming at us, and we are not
ready for it. It is probably the most important area of competition
between China and the United States. The first country that gets
what amounts to an artificial general intelligence (AGI), this is an
ability to simply—an artificial intelligence agent that can out-
perform humans in most things.

I think computer coding is arguably already here. Just in the last
few days, there was an announcement about a—from Google about
a co-scientist, a device that actually outperformed a small scientific
group who worked for 4 years at a problem that it solved in 48
hours. We are almost there, and whichever country gets that capa-
bility first will have effectively an infinite army of highly skilled
technical workers that will make all of our efforts at workforce edu-
cation irrelevant. This is the battle we cannot lose.

Now, the free world is in a very fortunate position that the pro-
duction of the graphics processing unit (GPU) is the key core ele-
ments of these, is almost entirely in the free world. We rely on the
Dutch systems, the German optics, the Tokyo Electron, and a num-
ber of companies in the United States, and final production of
many of these chips in Korea and Taiwan. We have, by luck maybe
or maybe by not luck, we have all of the chokepoints to control that
technology and potentially keep it out of Chinese hands.

However, we tried to do that with normal export controls and
found that people are simply smuggling those devices out. You saw
deepfake is widely believed—deepfake—sorry, DeepSeek is widely
believed to have trained their cutting-edge model using systems
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smuggled out of the United States because our export controls exist
but are not enforceable. What are the things that we can do that
will actually get enforceable controls on these, assuming that we
get the entire free world to buy into the need to keep these out of
Chinese hands?

Dr. Doshi, you and I have been on a panel discussing this re-
cently, and so I will start with you.

Dr. DosHI. Thank you, Congressman, and I appreciate your lead-
ership on this issue. As you know I am partial to a solution that
is technical, that would make it difficult for GPUs to be operated
in jurisdictions where there is hardware built into it preventing the
operation unless, again, it is in the correct jurisdiction. There
are——

Mr. FosTER. If they were smuggled into China, they would sim-
ply stop working——

Dr. DosHI. Exactly.

Mr. FOSTER [continuing]. or smuggled outside of their licensed
area, they would simply stop working.

Dr. DosHI. In addition to enforcement mechanisms, which we
need to strengthen. In addition to better controls, which we have
not really tried. We should also look at these hardware-based solu-
tions to keep our chokepoints strong.

Mr. FOSTER. Yes. There was a very impressive hardware dem-
onstration near the Executive Office Building with one of these sys-
tems that showed this can be done if we choose to do it.

Mr. Miller, any comments?

Mr. MILLER. Yes. Thank you for the question, Congressman. Just
to go back to your lead-up to the question talking about the fact
that we are working with allies in Taiwan and in Germany and the
Netherlands, et cetera. I think it underscores the fact that for any
export control to really be effective, it should be, of course, targeted
at the bad actors and the national security risks that we are trying
to control. It really needs to be multilateral, and we need to get
buy-in from all of our partners and allies on a unified approach if
we are really going to be successful.

Mr. FOSTER. Yes. That is why things like voting along with all
the rogue states in the United Nations are not a good step forward.
The way this Administration is frankly destroying the confidence
in our allies is not going to make those necessary negotiations work
easier.

Let us say, I would like, Mr. Miihleisen, one of the best areas
that IMF has been involved in is anti-corruption. You correctly
point out in your testimony that the Chinese Belt and Road loans
should be treated very skeptically by the international community
because they are frequently involved—created through corrupt pay-
ments and that result in white elephants built by Chinese contrac-
tors and unpayable loans behind them.

Traditionally, the United States has been at the forefront of anti-
corruption efforts. Can you just say quickly how the United States
benefits from leadership in anti-corruption efforts as opposed to
what we have seen with the Administration announcing recently
they are no longer going to enforce the Foreign Corrupt Practices
Act, because apparently the President believes that it has blocked
some deals that he wanted to do?
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Mr. MUHLEISEN. I think——

Mr. FOSTER. You have got a few seconds here, so——

Mr. MUHLEISEN. I think it is important to pursue the avenue
that bad loans start from the corrupt practices, and China has
demonstrated that. While there is a need to respond and to expand
U.S. loans and projects, one has to very carefully weigh the pros
and cons of what has just been proposed.

Mr. Lucas [presiding]. The gentleman’s time has expired.

The chair now recognizes the gentleman from Tennessee, Mr.
Rose, for 5 minutes.

Mr. RoOSE. Thank you, Chairman, and thanks to Chairman Hill
and Ranking Member Waters for holding this hearing and thank
you to our witnesses for taking time to be with us.

Last Congress, Ari Rubenstein testified that we should be more
concerned about how prepared American capital markets are for a
Chinese invasion of Taiwan. Dr. Doshi, I know that you believe the
Chinese market is highly volatile. As we look to prepare our mar-
kets for geopolitical instability, would it not be beneficial to have
better market data regarding our systematic and material risk ex-
posure to China?

Dr. DosHI. Congressman, I think you are exactly right, we need
better information about our vulnerabilities across a variety of sec-
tors, in the financial sector, supply chains. In addition, this is hard-
er to do because our due diligence firms in China where—are being
shut down.

Mr. RoOsE. I think we are woefully underprepared in the event of
a Chinese invasion of Taiwan, and I know that my colleagues plan
to introduce widely supported legislation that would provide us
with key data on exposure risk. I believe that, coupled with a
heavy-handed tariff strategy, will incentivize American industry to
return home and protect our markets.

Just to further comment, I am just always kind of struck by the
difficulty in getting visibility for the exposure to China. I sit on the
board of a nonprofit with investments across a range of assets and
I have been asking this question now for a number of years and
have yet to get a really clear dial in on exactly what our exposure
is. I think if there was a terrible event vis-a-vis Taiwan, we would
find out really quickly exactly what that exposure looks like, but
that would be too late, of course.

Shifting gears now. In Tennessee, we are proud to be a leader
in nuclear energy innovation through the Oak Ridge National Lab-
oratory and the efforts at the Tennessee Valley Authority; however,
we are not innovating fast enough, in my view. China is building
dozens of nuclear reactors, you have testified to that today, wit-
nesses have. Looking to finance—China is looking to finance even
more abroad. We are learning now that China is expanding its nu-
clear influence internationally by funding projects in Pakistan and
Argentina.

Mr. McMurray, how does China incentivize foreign nations to ac-
cept their funding for these international nuclear projects?

Mr. McCMURRAY. Thank you, Congressman. China is able to offer
very competitive financing packages, and they have done that, for
example, in Pakistan, to—some loans, 2 percent interest, for exam-
ple. That is very hard for private U.S. companies to compete with.
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That said, there is a real opportunity, then, to leverage other finan-
cial institutions such as EXIM Bank and DFC.

Two really recent examples are in Romania where the Depart-
ment of Energy and the EXIM Bank worked together to, essen-
tially, finish a project in Romania where China was also competing.
The United States ultimately won that project, issued a loan for
some preconstruction work that directly benefited U.S. jobs, then
also signed a letter of interest for a multi-billion dollar loan there
as well.

We have seen examples where, when U.S. companies are on more
of level playing field, they are able to compete in other countries.

Mr. ROSE. Do you think that our technology and our focus on
maintaining American superiority in terms of just the technology
available, is that an issue, number one. Number two, our own fail-
ure to move forward with projects here domestically, how big of an
impact does that have on our ability to provide or to win projects
overseas?

Mr. McMURRAY. Yes. The private companies developing new
technologies are one of the United States’ greatest assets. That
gives us the ability to compete globally, because countries want to
work with the United States and build these technologies. The
challenge is, if we are not at the table by either building them or
developing them, they are going to turn to other options. Recently,
that has been, Russia and China are well poised to take that if the
United States does not make sure we have the tools to be able to
compete.

Mr. ROSE. As we have been discussing, part of what has made
Oak Ridge National Lab in Tennessee so successful is how it
leverages public-private partnerships to resolve technical hurdles
and develop industry-leading technology.

Mr. McMurray, using Oak Ridge National Lab as an example,
how can the government improve American private corporations’
abilities to compete with China?

Mr. McMURRAY. Yes. The Department of Energy and the na-
tional lab system are incredible resources for private companies.
The public-private partnerships to develop technologies allow these
early ideas to really get to market.

A great example recently out of Oak Ridge is the development of
Tri-structural ISOtropic (TRISO) fuel, which is the type of fuel for
a lot of new reactors. There is going to be a fuel facility being built
near Oak Ridge, Tennessee, and this technology is going to be built
here in the United States as well. Taking those ideas from market
or from the lab to the domestic market and then to the global mar-
ket really should be the goal for a lot of these public-private part-
nerships.

Mr. RosE. Thank you. My time has expired. I yield back, Mr.
Chairman.

Mr. Lucas. The gentleman yields back.

The chair now recognizes the gentlelady from Ohio, Mrs. Beatty,
Ranking Member of the Subcommittee on National Security, for 5
minutes.

Mrs. BEATTY. Thank you, Mr. Chairman.

My first question here goes to you, Mr. Cassara. As a member
of this committee, I am proud to support legislation that would pro-
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tect Ohioans from dirty money and harmful effects that it has on
our communities. For example, the Corporate Transparency Act
passed by Congress with bipartisan support and signed into law by
President Trump will help us understand who really owns anony-
mous shell companies and will give our law enforcement more tools
to keep our community safe.

For example, in my home State of Ohio, which has suffered the
brunt of the Nation’s lethal opioid epidemic, the threat of anony-
mous shell companies is very, very real. In just one instance a Chi-
nese synthetic opioid trafficker manufactured and shipped deadly
fentanyl analogs to 37 United States, using shell companies formed
in Massachusetts to run their operation. This scheme led, as you
can imagine, to multiple fatal overdoses in Ohio.

Now, I agree that we must work with small businesses to help
them comply with reporting requirements but cannot abandon
these landmark anti-money laundering policies all together, be-
cause the human cost is just unacceptable.

Here is my question. Mr. Cassara, you have worked to counter
illicit finance for decades. Can you please address why under-
standing the true owners behind U.S. anonymous companies would
be important for countering China’s role in the fentanyl trade?

Mr. CASSARA. Thank you for the question. I have looked at anti-
money laundering, counterterrorism finance for over 30 years. In
my opinion, lack of beneficial ownership information surrounding
anonymous shell companies is kind of like the last hurdle. I re-
member back in the day when we started passing a series of laws,
rules, and regulations but kind of, in my estimation, this is the last
major hurdle that we have to overcome.

The current legislation, in my opinion again, is not perfect, but
it is something. It is something that we can work with going for-
ward. The reason it is so important is, again, following the money
and the value trails and finding out who is actually behind all this.
Myself, my colleagues, constantly we get to a certain stage in an
investigation, and they bump into one of these anonymous compa-
nies and we cannot go any further. As I explained earlier in testi-
mony, they are very active in the layering stage of money laun-
dering, and they are very active in the integration stage of money
laundering. We need something, some tools to avail ourselves.

The other thing is—very, very quickly—we are being criticized
around the world for lack of beneficial ownership information. We
failed the most recent mutual evaluation from Financial Action
Task Force without having this type of information available. Per-
sonally, when I have been overseas mentoring, teaching our col-
leagues overseas, talking about the importance of transparency,
they come back to me and say, well, Mr. John, we are doing an in-
vestigation into your company—in your country and it goes to these
anonymous shell companies. Can you help us?

Mrs. BEATTY. Sure.

Mr. CAssARA. There is nothing I can do.

Mrs. BEATTY. Thank you. I have time for maybe one more ques-
tion.

Let me go to you, Mr. Miihleisen. In your testimony, you outlined
that China has become the largest sovereign lender to emerging
and developing countries over the past two decades.
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Now, we all know that Project 2025’s agenda, which President
Trump denies ownership of despite executing its provision by provi-
sion by provision by provision, proposed that the United States
withdraw from the IMF and the World Bank. Can you discuss how
the United States withdrawing from these IFIs would affect our
ability to preserve dominance of the U.S. dollar and compete with
China on the global stage?

Mr. MUHLEISEN. First of all, I mentioned earlier that the institu-
tions really leverage U.S. contributions by a large amount. Second,
if the United States were to exit from the institutions, they would
still exist. The headquarters would move to the largest second
shareholder, but probably they would not be able to access easily
the dollar anymore. Therefore, they would have to loan in other
currencies. That would be, for example, one way that other cur-
rencies would gain in stature. Of course, the effect of the fall in
U.S. leadership would contribute also to that.

Mrs. BEATTY. It would affect it. Can you give me a yes or no on
that?

Mr. MUHLEISEN. Yes.

Mrs. BEATTY. Okay, thank you. My time is up.

Mr. Lucas. The gentlelady’s time has expired.

The chair now recognizes the gentleman from South Carolina,
Mr. Timmons, for 5 minutes.

Mr. TiMMONS. Thank you, Mr. Chairman, and I want to thank
the witnesses for being here today.

China poses the most significant risk to both global financial
markets and our country’s economic future. With its growing influ-
ence over the global economy, technology, and key industries,
China has the potential to disrupt financial systems worldwide. In-
stitutions like the IMF and the World Bank help maintain sta-
bility, but China’s increasing role within these organizations raises
concerns about the direction of the global economy.

That said, we should not be anti-China. Instead, we need to hold
China accountable for issues like currency manipulation, unfair
trade practices, and the rising debt they impose on other countries.
This is important. The United States cannot do all of this alone.
We must work with our allies to protect the global economy, with-
out creating unnecessary conflict, by pushing for greater trans-
parency and fairness in international financial institutions.

Mr. Miller, could you please explain the role China’s Belt and
Road Initiative has played in exporting emerging Chinese tech-
nologies to developing nations worldwide, and how significant is
the cyber security risk these technologies pose within the economic
frameworks of these countries?

Mr. MURRAY. Thank you for the question. Yes, China Belt and
Road Initiative is—has definitely increased the availability of Chi-
nese technologies around the world. When it comes to cybersecu-
rity, I think, the first principles are always that we need to miti-
gate risks and be as targeted as possible in doing so.

As we saw during the 5G debates here, when it was determined
that there were risks involved in certain of those Chinese tech-
nologies, steps were taken to both mitigate the cyber risks—I am
happy to get into more details on that—but also to exclude equip-
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ment when there has been a judgment made that it is causing
those types of issues.

Mr. TiMMONS. Thank you for that. We are talking about Huawei,
a global player in 5G technology, and the risks posed by the Chi-
nese Communist Party. In 2019, the U.S. Government lead the ef-
fort, alongside allies like the United Kingdom (U.K.) and Australia,
to restrict Huawei’s access to global supply chains, citing national
security concerns over the potential for espionage through 5G net-
works. Despite this, many developing countries continue to adopt
Huawei’s technology, drawn in by the lower cost, because the Chi-
nese Government subsidizes the entire thing and the company’s al-
leged commitment to investing in local infrastructure when they
just want a back door into their system.

Huawei’s growing presence in the global infrastructure, particu-
larly in developing nations, has caught the attention of the IMF.
The IMF highlights the complex relationship between economic de-
velopment and geopolitical risks. For many of these countries,
Huawei’s affordable and advanced 5G technology is vital for build-
ing telecommunications networks, which are crucial for economic
growth and modernization. At the same time, the United States
has urged nations to reconsider their reliance on Huawei, citing
concerns over espionage and Chinese influence on communication
systems.

This has created a challenge for the IMF because they have to
balance the need for financing and long-term stability with the po-
litical and security risk that could impede development.

In 2020, I introduced the Promoting Secure 5G Act to counter
China’s efforts to expand its telecom influence in countries receiv-
ing aid from international financial institutions, particularly the
IMF and the Interagency Security Committee (ISC). I was pleased
to see that bill was passed into law as a part of the 2022 National
Defense Authorization Act (NDAA).

Mr. Miihleisen, how has the IMF approached the challenge of
balancing its mission to support global development with concerns
raised by Western nations about potential security risks linked to
Huawei and other innovative Chinese companies that have close
ties to the CCP?

Mr. MUHLEISEN. I think the IMF as a multilateral institution
cannot really assess the technological risks. The money that is
being provided is for balance of payment support, and, of course,
it is up to the countries how to spend it and use it. The IMF as
a mac&‘oeconomic organization cannot go into the details of how it
is used.

Mr. TiMMONS. Thank you for that.

I think the Huawei example is a perfect way to chart a path for-
ward to hold China accountable. Obviously, Huawei was engaging
in untoward behavior in exposing the cybersecurity risks associated
with them, essentially giving away 5G to developing countries and
getting our allies to get onboard to essentially force Huawei to be-
come an arms-linked transaction in the future. I think it is a per-
fect example of how we can ban together with our allies to hold
China accountable.

Thank you, Mr. Chairman. I yield back.

Mr. Lucas. The gentleman yields back.
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The chair now recognizes the gentleman from Illinois, Mr.
Casten, for 5 minutes.

Mr. CASTEN. Thank you, Mr. Lucas, and thank you all for coming
here today. I really appreciate the chair bringing up this important
hearing.

I want to focus—there is a lot about sort of theoretical future
risks. I want to talk about real-time ongoing risks and things that
6 months ago were very bipartisan. I hope they are still bipartisan.

We had, as part of the continuing resolution, an agreement to
block outbound investment in China. I think Mr. Davidson; Mr.
Barr have alluded to pieces of that. I suspect from their comments
they may not have agreed with all of it, but it was a very bipar-
tisan agreement that had been developed.

That package was removed under pressure from Elon Musk right
at the end of the last term, and so now we do not have an outbound
investment screen that we would have had but for that pressure.

Are any of you familiar enough with the terms of that proposal
for me to just ask you a couple of follow up questions?

You are all—well, let me just share with you the concern and
what is going on there. That provision would have required—re-
stricted or required notification of U.S. investments in Chinese
companies that were involved in semiconductors, microelectronics,
quantum information technologies, and Al

If that is the only thing you know, I see—Dr. Doshi, I see you
nodding your head, so I am going to pick on you here.

Let us say that you owned a U.S. automobile-based company that
got its start in an infusion from capital from a Department of En-
ergy loan from the Loan Program Office. You wanted to build fac-
tories in China to bring self-driving cars from China. Does that
sound like something that might be restricted or retained under
that program?

Dr. DosHI. I think it is possible under that program that could
be restricted.

Mr. CASTEN. Okay, and you would also like to build an Al data
center in China to train the algorithm that is needed for your au-
tonomous vehicles. That sure sounds like something that would
also probably be restricted given the data collection.

Dr. DosHI. Yes, Congressman, I think a sectoral approach does
make sense.

Mr. CASTEN. Okay. That, of course, is Elon Musk I am talking
about. It makes perfect sense if he is only looking out for his self-
interest that he might have pressured Speaker Johnson or others
to pull that from the floor. I am speculating, but why else would
he. Right?

Now, we also 6 months ago had a very bipartisan agreement to
force the sale of TikTok from a CCP-controlled company. We had
lots of hearings, lots of scary information about the way that the
CCP was taking data, the way they were weaponizing that data in
places like Taiwan and could potentially weaponize it in the United
States. All of sudden, Trump comes into office and that deal is in-
definitely postponed, not legally, because the law is very clear the
sale should have happened. Again, one questions the motives.

We have had Elon Musk who has said—this is a direct quote
from him. He said that “Taiwan is an integral part of China.” From
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a diplomatic perspective, that sounds an awful lot like Donald
Trump saying Zelenskyy is a dictator.

Dr. Doshi, any comments on what that might do to Chinese ag-
gression in the region if they hear the United States—the leader
of the United States suggesting that Taiwan is integral and Russia
can take land by force?

Dr. DosHI. Congressman, I think that the PRC looks very care-
fully at our statements and actions on Taiwan and in Ukraine.
They think that if we, for example, abandon Ukraine in a fit of dys-
function, then that means that we are not going to come to Tai-
wan’s defense. It will embolden them, as will statements that sug-
gest that Taiwan should pay us for defense.

Mr. CASTEN. I share the concern.

Last thing that happened. Trump gets into office, issues a meme
coin. The meme coin, as all meme coins do, surges in value and
then collapses because it is a piece of garbage. Along the way, there
are $120 million worth of trades made by Chinese investors. The
Trump family and entities controlled by the Trump family made
over $100 million in brokerage fees. Even though they did not get
the value of the coin, because there is no value of the coin, they
have made $100 million in deal fees.

The World Liberty Financial, Trump’s entity, which was about to
hit a liquidity crisis, all of a sudden got a $30 million infusion of
capital from Justin Sun, whose Real-time Operating System Nu-
cleus (TRON) blockchain is used by drug traffickers and terrorist
groups, that all of a sudden gave Donald Trump access to the cash-
flows from that company under their terms of agreement.

My question for you all—and I say this is an immediate con-
cern—is there a national security concern if entities affiliated with
the Chinese Communist Party have direct economic involvement
with the President of the United States and Elon Musk?

If you are hesitating on that question, let me put it another way.
Should we care about national security only when it is bipartisan
or should we care even more when the call is coming from inside
the damn building?

I yield back.

Mr. Lucas. The gentleman yields back.

The chair recognizes the gentleman from Pennsylvania, Mr.
Meuser, Chairman of the Oversight and Investigation Sub-
committee.

Mr. MEUSER. Thank you, Mr. Chairman, and thank you to our
witnesses.

China is outpacing us, leveraging trade practices, currency ma-
nipulation, and aggressive state-backed investment to dominate
critical industries. The Biden Administration did absolutely noth-
ing to change that. Under President Trump, we are seeing a dif-
ferent approach, one that puts America first, by attracting over a
trillion dollars in foreign and domestic investment from the likes
of Saudi Arabia, Taiwan, Oracle, Apple, Nippon Steel. Securing
critical industries and leveraging tariffs creates a more competitive
playing field.

Mr. McMurray, Al data centers demand significant power, as we
all know, including nuclear to power the investments President
Trump recently secured. I do have a nuclear plant in my district
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working to power an Al data center. How critical would you put it
that strong energy infrastructure in attracting AI investment, in
keeping the United States ahead? How important is

Mr. McMURRAY. Thank you, Congressman, for your question.

Access to electricity and power is going to be incredibly impor-
tant for technologies like Al. Domestically we have to make it easi-
er to build the different generation sources to provide that power,
nuclear being one of the many technologies to do that. Looking at
the broader permitting system and making it easier to build new
generation, to build new transmission lines all needs to happen so
the United States can continue to lead on Al

Mr. MEUSER. Nuclear will play a big role in this?

Mr. McMURRAY. Hope so.

Mr. MEUSER. Okay, great.

Mr. Miihleisen, my bill recently passed the House, the China Ex-
change Rate Transparency Act, directing the U.S. representative of
the IMF to hold China accountable for currency manipulation. With
China’s unreliable economic data, opaque exchange rate practices,
first off, do you agree with that, and how can the IMF be effective
in stopping such currency manipulation by China?

Mr. MUHLEISEN. Yes, IMF assesses the exchange rate policies of
its members annually in the external sector report. It has not
found evidence of strong misalignment. There are issues with some
of the data that go into that assessment. There is a very inter-
esting debate about the discrepancy between China’s current ac-
count and trade account. That is an ongoing discussion, but truly
in terms of macroeconomic variables, imbalances have come down
and there is no evidence of currency manipulation, which I think
has also been found——

Mr. MEUSER. Excuse me. That is like saying there is no gambling
at Rick’s. That is just not correct, sir.

Mr. Miller, I am going to move on to you. CFIUS is focused more
on scrutinizing allies and stopping China from bypassing invest-
ment restrictions. President Trump’s National Security Memo-
randum correcting this by expediting allied investments over 1 bil-
lion, like tightening controls on Chinese investments, is critical,
sectors like Al and healthcare. Does this—do you think this ad-
dresses flaws in CFIUS?

Mr. MuURRAY. Congressman, thank you for the question. I abso-
lutely agree that we should be incentivizing investments with U.S.
allies. The National Security Presidential Memorandum (NSPM),
that you mentioned, I think it is commendable in that it seems to
address a risk-based approach. Allied investments would seem to
present a very low risk, so why would we not want to fast-track
those types of investments. I think—so I do think that there are
improvements there for the overall CFIUS process.

Mr. MEUSER. Okay. Mr. Miihleisen, I know I cut you off fast. I
will send you the facts and evidence that I have, which show that
it does happen in a very slick manner, but it is a regular activity
that takes place.

Mr. Miller, President Trump’s approach to outbound investment
focus specifically on ensuring U.S. dollars do not fund the CCP’s
military buildup. How does this targeted approach better protect
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national security and economic interest compared to a broad one-
size-fits-all investment ban?

Mr. MURRAY. You are absolutely right that one-size-fits-all ap-
proach is not the right approach to outbound investment, and I
would suggest not the right approach to really any economic secu-
rity issues. We really need to target these policies to clearly identi-
fiable risks so that we do not accidentally undermine the U.S. in-
vestment and competitiveness that we know is so key.

I do think that the implementation details will matter as we see
more details regarding the NSPM but—and also enforcement re-
sources, right. If we do not have the resources to enforce these poli-
cies, then it also can be very difficult.

Mr. MEUSER. All right. I am out of time. Mr. Chairman, I yield
back.

Mr. Lucas. The gentleman’s time expired.

The chair now recognizes the gentlewoman from Michigan, Ms.
Tlaib, for 5 minutes.

Ms. TLAIB. Thank you, Mr. Chair.

I just came from my office in meeting some of my constituents,
and I can tell you overwhelmingly right now, this week, I am not
getting calls about this particular issue. I wish we were using the
power to convene and discuss the issues that matter to many of our
families in our district more directly. Right now, they are very wor-
ried about the budget proposal. They are very worried about fami-
lies being impacted by the illegal firings. It is just important to say
for them the biggest threat right now is, again, unchecked bal-
ances. You have court decisions after court decisions saying that
there are unconstitutional moves in regard to this Administration.
I really stress to my colleagues, anything we can do to be more
transparent with our residents about what is going on specifically
right now with our Federal Government.

Instead of—right now sometimes I feel like we are scapegoating
foreigners, and we continually target people that are sometimes
even our most vulnerable among us. Again, I think the real threat
right now in our country is what is going on with this Administra-
tion and the lack of accountability on the part of Congress to hold
them in check.

I do want to ask Mr.—is it Miihleisen? Am I saying it right?
Thank you. One of the things that I think that is critically impor-
tant about United States and China and how we can tackle global
challenges, from the climate crisis to public health crises, that we
continue to see unequal growth, require multilateral collaboration
and so forth. We have got to create some sort of opportunities to
have some sort of dialog to, again, address some of these concerns.

For instance, take the global overcapacity. Many United States
critics demand that China end its industrial policies to reduce ex-
cess production. Instead of making this a zero-sum problem where
one country must produce less, we could work together so that all
countries—they all can consume more. That means focusing on de-
velopment, higher wages, and more global public goods.

How can you see the United States working more closely with
China and other countries to reduce global overcapacity by expand-
ing global consumer demand?
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Mr. MUHLEISEN. Expanding global consumer demand in the cur-
rent situation could be potentially inflationary. Having said that,
of course there is a need to ensure that China does not unfairly
subsidize its manufacturing exports. I think the multilateral ap-
proach would, of course, be through the World Trade Organization,
but I think in the forthcoming trade negotiations between the
United States and China this should be a key focus.

Given the current situation, multilateral institutions can only be
of limited help in contributing to a bilateral trade dispute. Al-
though, I personally, of course, very much support the objectives of
getting China to play fair and by the rules.

Ms. TrAIB. Dr. Doshi, in the long game, you state that countries
could engage in co investment with China on Belt and Road Initia-
tive projects in exchange for improved standards. Do you see an op-
portunity for co investment by United States to improve standards,
including labor standards?

Dr. DosHI. Thank you very much, Congresswoman. I think it is
possible. When I wrote that 4 or 5 years ago, it seemed like it was
more plausible than it is today, given the competitive dynamics be-
tween the United States and China. I do think that if there were
some projects where the United States came in and said, we will
come in, but it has to be done in X, Y, and Z way, with perhaps
certain U.S. companies, with certain U.S. labor standards, the Chi-
nese would be interested, because for them it would help legitimize
some of the projects.

That being said, I think this is a very hard thing to do because
they are not necessarily as inclined to work with us in some of
these places because they are using their infrastructure loans to
get ports and other things for their own strategic benefit.

Ms. TLAIB. Yes, I have seen that. Let us talk a little bit, Dr.
Doshi, about nuclear deescalation. Of course, there is—do you see
any openings for us in regard to arms control talks with China?

Dr. DosHI. When I worked for President Biden and we were
thinking about stuff like this, we were unable to really get the Chi-
nese to engage. When they did engage, they did it for one simple
reason, they wanted to whitewash their mass of nuclear buildup,
and they could look like they were being responsible.

That being said, there is a lot we have to do, and I was grateful
to work on the ability for the United States to basically come with
China and say, nuclear weapons should not be connected to artifi-
cial intelligence. There are things we can do like that we should
keep working on, and I think the Trump Administration will build
on that foundation.

Ms. TLAIB. Yes. I will just lead with folks. As we talk about these
issues and they are real issues, I just hope we do not racialize it.
One of the things, just as a Muslim American in the United States,
I know, for instance, when many countries are doing, bad things
or—it is not reflective on a whole people. I say that because there
are so many folks, I think, directly impacted sometimes in how we
approach accountability with China.

Thank you.

Mr. Lucas. The gentlelady yields back.
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The chair now recognizes the gentleman from New York, Mr.
Garbarino, Vice Chairman of the Subcommittee on Capital Mar-
kets, for 5 minutes.

Mr. GARBARINO. Thank you, Mr. Chairman.

For years we have heard warnings to the intelligence community
on the threat of state-sponsored cyber actors conducting malicious
activity on our Nation’s critical infrastructure. These warnings
have now become reality. Cybersecurity and Infrastructure Secu-
rity Agency (CISA), National Security Agency (NSA), and the Fed-
eral Bureau of Investigation (FBI), and other governmental agen-
cies confirmed the People’s Republic of China have successfully in-
filtrated the networks of U.S. critical infrastructure. PRC-spon-
sored Volt Typhoon hackers are prepositioning themselves on IT
networks to enable lateral movement to OT (operational tech-
nology) assets that is to disrupt functions within our water, energy,
communication sectors. Then you have Flax Typhoon hackers who
take directions from the Ministry of State Security and have un-
leashed a large-scale botnet targeting American Taiwanese com-
puter networks.

As a result of these discoveries, Treasury issued a series of sanc-
tions aimed at combating increasingly aggressive cyber activity by
PRC-sponsored actors. We must do everything in our power to hold
nation-states like the PRC accountable. Recent events prove that
cyber risk is an evolving and persistent problem that is not isolated
to one sector nor one threat actor.

Mr. Miller, what should the United States do to best mitigate the
impact of PRC cyber incursions now that we have acknowledged so
publicly that they are currently in our networks?

Mr. MURRAY. Thank you for the question, Congressman
Garbarino.

Yes. As you know well and as you mentioned, state-sponsored
cyber attacks from China and elsewhere have been a problem for
quite a while. In terms of mitigating these risks I would say we
really do need to go back to some cyber-first principles, right. There
are—once they have breached the networks, which they obviously
have in this case, organizations need to, frankly, follow the advice
of CISA and others and do things like using end-to-end encryption.
It is something that has been flagged a number of different times.
Multifactor authentication logging so that you can really figure it
out. Then maybe even more fundamentally it is so important to get
visibility into your network and your assets to really understand
the scope of the breach.

Those are some of the very basic cyber things that we all need
to be doing and doubling down on.

Mr. GARBARINO. Yes, absolutely. Cyber hygiene, I have always
pushed, is something that everybody needs to do. Better cyber hy-
giene. FBI disrupted Flax Typhoon’s grasp on these compromised
devices. They were being run by a company called Integrity Tech-
nology Group, which was sanctioned by the Treasury office. This is,
I think, now the second major Chinese hacking group that has been
disrupted and sanctioned.

I am wondering, do you think sanctions, more sanctions could
deter China from future attacks? Do you think that is worth it, or
is there something that we can do to deterring Chinese actors?
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Mr. MURRAY. I think particularly when we have been able to
verify or, more specifically, when national security and law enforce-
ment agencies are able to verify the attribution of an attack, abso-
lutely, sanctions targeted at those bad actors are a way to not only
hold them accountable but to deter other actors. I do not think we
should look at sanctions as a silver bullet solution here. Something
that we all know is that this is a continuous process when we are
dealing with cybersecurity. I do not think we are ever going to
eliminate all risks.

We are always going to have to be manage these risks, and there
probably are always going to be new actors too, but the more we
can do to hold them accountable the better.

Mr. GARBARINO. Absolutely. I appreciate that answer. Thank you
very much. I wish there was a silver bullet.

Nuclear energy is one of our largest sources of clean power and
advanced nuclear energy shows a lot of promise. The International
Atomic Energy Agency says that nearly 30 countries are looking to
build nuclear power. However, over the last several years, the ex-
port markets for this energy have been dominated by Russia and
China. We must do more to make sure that we have a robust sup-
ply chain to build new nuclear reactors domestically so that we can
become leaders in the international marketplace.

Mr. McMurray, how does innovation at home translate to our
ability to export these technologies internationally?

Mr. McCMURRAY. Thank you, Congressman. Ultimately, we need
to make it easier for private U.S. companies to compete globally.
I think especially for countries that are interested in building nu-
clear power for the first time. The United States can offer a lot of
other things, whether it is the Department of Energy and the na-
tional labs and the technical expertise there, the regulatory exper-
tise from the Nuclear Regulatory Commission, and just the oper-
ations expertise that we have from our existing fleet.

When we look to compete, we have to think broader than just
competing financially, although EXIM Bank and DFC can help play
a role in that, but really try to focus on the broader suite of offer-
ings and technologies that we have.

Mr. GARBARINO. I appreciate that. I am out of time. Thank you
very much for your interest.

Thank you, Mr. Chairman. I yield back.

Mr. Lucas. The gentleman’s time has expired.

The chair now recognizes the gentleman from California, Mr.
Liccardo, for 5 minutes.

Mr. LiccArRDO. Thank you very much, Mr. Chair.

Mr. Miller, I very much appreciate your testimony. As someone
who lives in Silicon Valley and represents Silicon Valley, particu-
larly to your emphasis on ensuring U.S. competitiveness through
better tax policy, financial policy, and particularly the deductibility
of research and development expenditures, which I know is of great
interest to many entrepreneurs and small companies in my district.
As I recall, those expenditures—I am sorry—the expensing of the
dec}qu(c)tibility of those expenditures was phased out in 2022. Is that
right?

Mr. MURRAY. I am not 100 percent sure on the year, but I believe
that did happen, yes.
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Mr. LiccarDO. It happened as a result of the passage of the
Trump tax law in 2017.

Mr. MURRAY. I believe so.

Mr. LiccArDO. In fact, we are now faced with proposals to extend
those tax cuts for the next decade or so at a cost of $4.6 trillion
or so. In fact, the expensing deductibility of research and develop-
ment expenditures, that was largely sacrificed as a way to pay for
those very expensive tax cuts in 2017, was it not?

Mr. MURRAY. I am not certain that is the exact exchange there,
but both those things did happen, yes.

Mr. LiccarDO. They happened to happen in the same tax law;
that is, we gave very large tax cuts in other areas and we got rid
of this critical provision that has been part of the U.S. Tax Code
for more than half a century to provide entrepreneurs and small
companies the ability to expense in the current year research and
development expenditures.

Mr. MURRAY. We released a paper on economic security today,
and one of our recommendations is that we should absolutely rein-
state that ability to expense in the year that the—, to not amortize
over 15 years, yes.

Mr. LicCARDO. I very much share your perspective on that, so I
appreciate your point.

As we think about competitiveness with China, certainly those
kinds of tax provisions are very important. How important is it
that we would exempt the first $13 million of someone’s estate
from an estate tax to our competitiveness with China?

Mr. MURRAY. I am not a tax expert, I will be honest with you,
but so—I am happy to take some of these tax questions back and
get you an answer for sure.

Mr. LiccARDO. Okay. Thank you, sir.

I very much appreciate your advocacy, and I hope that all of us
will come to the same conclusion that we need sensible tax policy
that makes us more competitive and not tax giveaways that simply
amount to handouts for very, very wealthy individuals.

Dr. Doshi, I appreciate that you have certainly been studying
and working in this space for many, many years. You undoubtedly
remember a situation more than a decade and a half ago, I think,
with Huawei and several other Chinese companies that were essen-
tially caught in trade secret theft. As we think about our intellec-
tual property (IP), many of those companies are still operating in
the United States, are they not?

Dr. DosHI. They are sir.

Mr. LiccArRDO. They would be subject to U.S. laws and to Federal
investigation.

Dr. DosHI. They should be Congressman.

Mr. Liccarpo. If we have a challenge being able to find FBI
agents or assistant U.S. attorneys to be able to investigate and
prosecute those cases, that will not help in our efforts to crack
down on trade secret theft and the IP theft.

Dr. DosHI. Congressman, yes. The FBI has indicated it needs
more resources for the China challenge across Administrations.

Mr. LicCcARDO. The current Administration’s position so far has
been to essentially fire thousands of FBI agents and Federal pros-
ecutors. Is that right?
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Dr. DosHI. Yes, Congressman, and to reprioritize the FBI for
other missions.

Mr. LiccARDO. Is that going to make us better or worse at halt-
ing trade secret theft in this country?

Dr. DosHI. I think it is important to invest in enforcement. The
Chinese Communist Party is one of the most formidable chal-
lengers for IP theft that the country has ever faced, and so more
enforcement on this issue is always better.

Mr. LiccArRDO. Thank you. Thank you very much, Mr. Chairman.

Mr. Lucas. The gentleman yields back.

The chair now recognizes the gentlewoman from California, Mrs.
Kim, for 5 minutes.

Mrs. Kim. Thank you, chairman and I want to thank our wit-
nesses for joining us today to talk about some of the ways that we
can compete against China.

Dr. Doshi, good to see you again.

Mr. Miller, I know I read your testimony, and I agree with you
about not taking our current U.S. technology edge over China and
other competitors for granted. We all saw how China shocked the
world in global markets when it unveiled DeepSeek as a competitor
to many of our domestic Al companies. Can you elaborate on what
policies should the United States implement and/or expand on to
better compete against China, and why do you believe DeepSeek
has found success competing against our more established Al com-
panies?

Mr. MiLLER. Thank you for the question, Congresswoman. In
terms of the policies that we should be pursuing, as I mentioned
to your colleague, just a moment ago, ITI released a paper just
today with 10 different recommendations to promote economic se-
curity and innovation, including on a number of different areas.
Many of those relate specifically to competition in emerging tech-
nologies and promoting competition in emerging technologies such
as Al

In the economic security context what we really want to do is
calibrate our policies so that we are—whether it is investment re-
strictions or export controls targeting national security risks but
not doing anything to undermine the U.S. ability to compete. We
have the leading innovation companies in the world and that is a
source of strength not only for the economy——

Mrs. Kim. Mr. Miller, we are introducing the legislation that I co-
led with Congresswoman Beatty on the other side of the aisle, this
is a bipartisan bill, the Strengthening Exports Against China Act.
This is to give the EXIM Bank the tools to better support exports
of American emerging technologies like Al, 5G, and advanced semi-
conductors. Do you believe this type of legislation will be helpful
to implement or complement our competition against China?

Mr. MILLER. Yes. Obviously, exports are a key part of that U.S.
economic strength in technology. We want to really promote all
tools that we can to really help facilitate companies of all sizes in
making those exports abroad.

Mrs. KiMm. Thank you. Since 2015, the Chinese Communist Party
has been the largest creditor to low-income countries. According to
the World Bank’s figures, the total external government debt of low
and middle-income countries increased from 1.7 trillion in 2011 to
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3.5 trillion in 2021. A large part of that is a huge increase that can
be directly attributed to the CCP’s irresponsible and opaque lend-
ing programs like the BRI, Belt and Road Initiative.

I want to ask this question to Mr. Miihleisen? Right there, Okay.
In your testimony, you mentioned that since China joined the G20
common framework for debt restructuring in 2020, the speed of
debt workouts has picked up somewhat. Why have our debt work-
outs picked up at full speed? Can you start that?

Mr. MUHLEISEN. It would be ideal if China would be part of the
Paris Club that has long experience in procedures for how to re-
structure that. The common framework is kind of, I would say, a
follow up attempt to bring China into some process, but it is not
as elaborate as the Paris Club.

China is finding its way how to contribute to it. It is very reluc-
tant for deep discounts, which makes it difficult to get countries to
a sustainable debt level. There is a lot of progress still needed.
That improvement is noteworthy, it has been for a few countries,
but it needs to be sustained, and it needs to be accompanied by
deeper willingness to do the restructuring.

Mrs. KiM. Can you tell us what are some of the hurdles, the big-
gest hurdles to ensure that the CCP agrees to collecting debt re-
structuring, and if you can tell us how debtor countries are affected
when the CCP delays debt restructuring due to the bilateral ac-
tions?

Mr. MUHLEISEN. My understanding is that Chinese officials that
work for various State banks and other entities do not want to take
a loss, a nominal loss on their loans. They are totally reluctant to
do that, so they are trying to do all sorts of other things that are
not as beneficial for the debtor countries to restructure their debt.
It is really an internal Chinese issue that needs to be overcome.

Mrs. KiM. Thank you. My time is up. I yield back.

Mr. Lucas. The gentlelady’s time is expired.

The chair now recognizes the gentlewoman from Massachusetts,
Ms. Pressley, for 5 minutes.

Ms. PRESSLEY. Thank you, Mr. Chair, and thank you to the wit-
nesses for being here today, sharing your expertise on information
technology, trade policy, international relations and more.

The threat the Chinese Communist Party poses to the United
States is one that my colleagues and I take seriously, from egre-
gious violations of human rights to manipulation of our global econ-
omy to supporting drug trafficking and stealing intellectual prop-
erty. The United States must take action to confront these issues.

While many of these problems have been around for years or
even decades, there is a new threat emerging, deeply intertwined
with the Chinese Government that deserves our full attention, and
that threat is Elon Musk.

Chair, I ask unanimous consent to enter into the record the fol-
lowing articles: Elon Musk’s China Threat; China May Welcome
Elon Musk’s Cuts; How Elon Musk deep ties to—and admiration
for—China could complicate Trump’s Beijing policy; Elon Musk: A
Chinese puppet; and Elon Musk, A National Security Threat.

Mr. Lucas. Seeing no objection, so ordered.

[The information referred to can be found in the appendix.]
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Ms. PRESSLEY. Witnesses, I am going to ask you to answer the
following questions to the best of your ability. Please do not feel
like you have to pretend that you know the answer but also do not
pretend that you do not know the answer. You have taken an oath
to be honest, and the American public is watching.

Dr. Doshi, who is the CEO of Tesla and makes the majority of
its profits through manufacturing in China?

Dr. DosHI. That would be Elon Musk, Congresswoman.

Ms. PRESSLEY. Elon Musk and not just the vehicles. Forty per-
cent of his battery supply chain is with Chinese companies.

Mr. Miller, who worked with the Chinese Communist Party to
fec;}ive $1.4 billion in loans to support his Tesla business? Mr. Mil-
er?

Mr. MILLER. I—I am not—I do not have the information.

Ms. PRESSLEY. Reclaiming my time. Elon Musk.

Mr. MILLER. Okay, right.

Ms. PrRESSLEY. OK?

Ms. Realuyo, who did Republican Senator Tom Cotton accuse of
chasing Chinese dollars to help his businesses, Tesla and SpaceX?

Oh, Okay. It is Elon Musk.

In our global economy it is not uncommon that a rich CEO would
do business in China. In this case, it is a five-alarm fire when that
rich CEO doing business with China is also running the U.S. Fed-
eral Government.

Mr. Miihleisen, do you know what billionaire had a private meet-
ing with China’s Vice President literally the day before Trump’s in-
auguration?

Mr. MUHLEISEN. I do not know.

Ms. PrRESSLEY. Elon Musk.

Then on inauguration day, who became the head of DOGE, a
Federal agency created by Trump? Elon Musk.

Mr. Miller, as head of DOGE, who has accessed private, sensitive
government data, including U.S. Treasury payment systems?

Reclaiming my time. Elon Musk.

Dr. Doshi, given all this information, who do you think should
undergo a rigorous investigation?

Dr. DosHI. I think anybody with conflicts potentially in China
should be investigated if they are having a position of influencing
government. I would say the CEO of Tesla, Elon Musk.

Ms. PrRESSLEY. Elon Musk.

Unfortunately, Elon Musk has not even gone through a simple
Federal background check. He is a citizen of three countries, has
business dealings with adversarial governments, and is leading an
assault on our Federal Government workers.

The Financial Services Committee is one of the most powerful
committees in Congress. There should be an investigation into Elon
Musk’s conflicts of interest with China or at least, how about a
Federal background check. This should not be a partisan issue. No
billionaire, Republican or Democrat, should get a free pass.

If Republicans are serious about countering China’s threat to the
United States; you all will support this investigation of Elon Musk.
Elon Musk has already bought the Presidency, and we should all
be concerned, he will sell out that Presidency and our Nation to
China.



118

I yield back.

Mr. Lucas. The gentlelady yields back.

The chair now recognizes the gentleman from Wisconsin, Mr.
Fitzgerald, for 5 minutes.

Mr. FITZGERALD. Thank you, Mr. Chairman, and thank you, gen-
tlemen, for being here. I know it is a long day.

U.S. Secret Service investigates a variety of cyber-related crimi-
nal activities, including the illicit use of digital assets through its
global network of 44 cyber fraud task forces. Significant aspects of
this illicit activity involve unlicensed money transferring busi-
nesses, the illicit structuring of transactions, and other criminal ac-
tivity against organizations that are not federally insured financial
institutions but are financial institutions as defined under the
Bank Secrecy Act.

To address this problem, I was pleased to work last Congress and
this Congress with colleagues to advance Combating Money Laun-
dering in Cyber Crime Act out of both Financial Services and Judi-
ciary Committee, of which I am a member of both.

This bill could harmonize kind of the criminal activity and the
banking statutes to clarify kind of specifically where Secret Service
has the ability to investigate authority over crimes related to illicit
digital asset transactions.

Mr. Cassara, could you just briefly touch on the important role
that the Secret Service plays in fighting these illicit transactions?

Mr. CassARA. Congressman Fitzgerald, thank you for the ques-
tion.

I actually started my career in Treasury as a special agent for
the U.S. Secret Service back in the 1980s—mid 80s. I am very,
very aware of the dual missions of the Secret Service; basically, en-
forcement and investigations. A lot of people do not recognize how
important financial crimes investigations are to the U.S. Secret
Service. It got its start right after the Civil War investigating coun-
terfeit, and that has progressed over the years. The Secret Service
has gotten involved with forgery of U.S. Treasury checks, credit
card fraud, computer fraud, identity fraud.

More recently, I think it was started about 2004, 2005, they initi-
ated the Cyber Investigative Section, one of the first U.S. law en-
forcement units dedicated to strategically tackling significant cyber
crime actors and groups. This type of threat is becoming more and
more important. Cyber currencies, for example, definitely involved
with things like ransomware, all these types of payments.

Mr. FITZGERALD. Does the Department of Justice and law en-
forcement prioritize kind of the financing side of the relationship
which we are exploring right now related to the fentanyl crisis, or
is the emphasis right now placed on kind of the interdiction of
drugs themselves? There is this kind of discussion that has been
going on in Congress for the last couple of Congresses on that.

Mr. CASSARA. Yes, this is an issue that has been discussed within
law enforcement many times. Per a kind of a previous answer of
mine, law enforcement has been emphasizing the product, for ex-
ample, drugs and people, instead of following the money trail.
There are lots of different reasons for that. In my opinion, one of
the primary reasons is because investigating the product, interdic-
tion, for example, is much easier than going after the money trails.
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These are long-term, complex investigations. Sometimes they do
not bear any results. It takes extreme commitment to put the man-
power and the resources into these investigations, but these are the
investigations that actually pay dividends over time, taking the
motivation away from the criminals.

Mr. FITZGERALD. There is a lot of discussion, obviously, about the
border. Specifically, the most alarming thing that a lot of the bor-
der agents, when I have been there and other Members of Congress
have been down there; one of the most alarming is the Chinese na-
tionals that were being caught on a regular basis.

The fentanyl crisis is obviously something that we are all aware
of. It is really Beijing and the flow of dollars that are coming across
with the drug trade that, in my estimation, has really underscored
the whole idea that this is in fact happening in a larger and larger
kind of magnified area, specific to the San Diego sector, which we
see a lot of that happening right now.

Any thoughts on that piece?

Mr. CaSsARA. I think I would just like to pick up on one of your
comments as far as the Chinese nationals of military age males pri-
marily——

Mr. FITZGERALD. Right.

Mr. CASSARA [continuing]. are the largest ethnic group, if you
will, we will use for lack of a better term, other than Latinos that
are coming across our southern border. Once again, it frightens me
because the CCP, China, Communist China, is skilled with asym-
metric warfare. We do not know who these people are, we do not
know where they are, we do not know what they are doing.

Any Chinese that come to this country, basically come with per-
mission of the Chinese Government. Once they are here, they are
obligated by Chinese intelligence law to answer to and take orders
from Chinese intelligence services.

Mr. FITZGERALD. Very good. Thank you.

Mr. Lucas. The gentleman’s time is expired.

Mr. FITZGERALD. I yield back, Chairman. Thank you.

Mr. Lucas. The chair now recognizes the gentlewoman from
Texas, Ms. Garcia, for 5 minutes.

Ms. GaRcIA. Thank you, Mr. Chairman. Thank you to the wit-
nesses.

One of the things that I am most concerned about, and I have
watched over the years when it comes to China and, frankly, even
other—even Russia, is the rise of its influence in Latin America. By
2021, China has become the second largest trading partner for the
entire region, just behind the United States, by $150 million in im-
ports and $399 billion in exports. China is also making foreign in-
vestments in Latin America within the infrastructure, energy, and
military sectors.

Clearly, China’s Belt and Road Initiative is working. China is
slowly but surely expanding its influence throughout Latin Amer-
ica. It is only a matter of time before China surpasses the United
States as the top trade partner in Latin America. In my view, tar-
iffs on Mexico does not help one bit.

We must reprioritize investing and recommit to our partners in
Latin America to stop China’s growing influence.
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Dr. Doshi, what can we do to better counter growing Chinese in-
vestments and influence in Latin America?

Dr. DosHI. Thank you very much for the question, Congress-
woman.

I will note a few things. First, a significant amount of Chinese
investment in Africa—sorry, in Latin America involves a degree of
corruption, not all of it but a lot of it. If you look at, for example,
a significant dam project in Ecuador, the dam did not work, there
were a lot of cracks, and there was also direct evidence of corrup-
tion.

One thing that we can do is bring some sunlight as a disinfect-
ant. The more people know about what is happening in their back-
yard, the more that they see that there is sort of corruption behind
some of this investment, the easier it is to push back.

The second thing we have to do is we cannot fight something
with nothing. It is important for us to reauthorize the DFC and
other institutions as well, EXIM Bank, to be players in this space,
help our companies compete commercially, and make sure we pro-
vide aid where it is necessary.

Ms. GARCIA. You think we can do it?

Dr. DosHi. I think that the United States can certainly
outcompete the PRC for influence in Latin America. We are still
the preferred partner of choice. I will note that, in addition to the
problems that we have with the development financing that we
need to offer or on the commercial side, China is a major goods ex-
porter to Latin America. The fact that China is the world’s biggest
manufacturer and superpower with a $1 trillion global goods sur-
plus gives them a lot that they can send to Latin America. We have
to figure out how we are going to deal with their manufacturing
heft if we want to retain our influence in that region.

Ms. GARCIA. Right. Of course, we have talked a lot this morning
about fentanyl, and we know that the drug trade is global. Money
laundering is a global issue. Despite the global reach that illicit fi-
nance has, our financial institutions have their hands tied and can-
not share information or seamlessly track concerning actors.

The existing guidance from the Financial Crimes Enforcement
Network and other Federal regulators prohibits U.S. financial in-
stitutions from sharing the SARs, the suspicious activity reports,
with foreign branches, subsidiaries, and affiliates. It is a slow and
hard process to counter illicit finance.

Mr. Cassara—where are you? There you are—would it not be
useful to let financial institutions share information on a case-by-
case basis via a pilot program established through the Anti-Money
Laundering Act?

Mr. CASsSARA. Yes, Congressman—Congresswoman, excuse me. 1
believe it would be very, very useful to share information on that
pilot program, taking into consideration issues like privacy, third
party, and this type of thing. Yes, I think it would be very useful
to make SARs more effective for law enforcement.

Ms. GARCIA. More beneficial and helpful to law enforcement.

Mr. CASSARA. More beneficial and—yes.

Ms. GARcIA. All right. Would not you agree that this is a poten-
tial solution to helping financial institutions better detect inten-
tionally opaque connections to foreign terrorist organizations
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Mr. CAsSARA. I think it

Ms. GARCIA [continuing]. and other illicit actors across national
borders?

Mr. CASSARA. I think it could certainly help, yes.

Ms. GARCIA. Mr. Chairman, that is why I am excited to reintro-
duce my bill, the Foreign Affiliates Pilot Sharing Program Exten-
sion Act, very soon. The bill extends a pilot program that allows
financial institutions to share information about suspicious activity
reports with their foreign affiliates to combat illicit financial activ-
ity. The pilot program, which was authorized through the Anti-
Money Laundering Act but was never executed, would only allow
financial institutions to share that there is a concern about an il-
licit actor but not what the concern is.

I look forward to working with you, Mr. Chairman. This bill was
passed under suspension last Congress, so I look forward to work-
ing with you and the Ranking Member to pass it again this Con-
gress.

With that, I yield back.

Mr. MEUSER [presiding]. The gentlelady yields.

The gentlewoman from Michigan, Mrs. McClain, Conference
Chair, is now recognized for 5 minutes.

Mrs. McCLAIN. Thank you, Mr. Chair.

I think we all know China is a threat to our country, and every
other country, educationally, militarily, and economically, yet we
enable China by letting them benefit from these very institutions.
For example, Xi Jinping’s daughter went to Harvard. Countless
other children of their elite seek education in this country, and
high-ranking officials in the CCP have burrowed themselves into
our financial institutions. While they brainwash their poverty-
stricken citizens about the evils of the West, they themselves ben-
efit from our institutions. If they move against our democratic ally
Taiwan, their free ride, I believe, should come to an end.

Mr. Miihleisen—I hope I am saying that correctly—in your opin-
ion, how would cutting off high-ranking CCP officials from our fi-
nancial sector affect their behavior both individually and over-
reaching government policies?

Mr. MUHLEISEN. Congresswoman, that is an answer I cannot re-
spond to. This is really not in my expertise.

Mrs. McCLAIN. You do not have an opinion on how we should
deal with high-ranking officials——

Mr. MUHLEISEN. To the extent that they are pursuing illegal or
corrupt practices, I am sure the United States has enough tools to
go against them. My expertise is in multilateral institutions, not so
much in financial institutions. That is why I do not really—I am
not really in a position to answer your question.

Mrs. McCLAIN. Do you have an opinion on that?

Mr. MUHLEISEN. I think it is—from a moral perspective, it is—
I think if Chinese ordinary citizens would hear about that, they
would certainly question what is going on. In that sense, it is some-
thing that conflicts between what you do and what you say, and
I found that, of course, morally reprehensible.

Mrs. McCLAIN. Is it safe to say, and I do not want to put words
in your mouth, that actions should have consequences?
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Mr. MUHLEISEN. Certainly, Chinese citizens should see whether
they could not

Mrs. McCLAIN. What about the high-ranking officials?

Mr. MUHLEISEN. That is what I mean.

Mrs. McCLAIN. Okay.

Mr. MUHLEISEN. The consequences should be in China, because
that is, in a way, where the disadvantages are for their citizens.

Mrs. McCLAIN. I am looking as well to protect our citizens, our
financial institutions, and really try to deter the Chinese and
disincentivize them for taking advantage of our institutions, wheth-
er it be educationally, or our financial institutions, and try to hold
them accountable. We know they are bad actors, so how do we hold
them accountable, and what incentives or disincentives do we put
in place for the CCP to get them to be good actors, which they have
proven time and time again that they are not good actors?

What I have tried to do, and what I am doing, is I am proud to
lead the Taiwan Conflict Deterrence Act along with my colleague
Sherman in this Congress. I think it is very important. In the
event that China moves against Taiwan, this bill would take effect
and publish the financial institutions providing services to senior
Chinese Government officials—we are all about transparency,
right—and it would prevent them from being able to live here in
the United States.

It will show the Chinese citizens who live under the repression
and suffer daily that their hypocritical, tyrannical leaders live lav-
ishly by gifting and grifting off of their U.S.’ colleagues. This bill
has an exemption, carveout, for those who cooperate—being the op-
erative word—with the United States. I would love to see which
members of the elite have more loyalty to the U.S. dollar than they
do to Chairman Xi Jinping. I think that would be kind of inter-
esting.

Is there more, in your opinion, that Congress or other countries
can do to use financial tools to sway or incentivize or disincentivize
the CCP, Mr.

Mr. MUHLEISEN. I cannot really answer your question, Congress-
woman.

Mrs. McCLAIN. Wonderful. Thank you.

I am out of time. I yield.

Mr. MEUSER. The gentlelady yields.

The gentlewoman from Georgia, Ms. Williams, is now recognized
for 5 minutes.

Ms. WILLIAMS of Georgia. Thank you.

With today’s hearing, my Republican colleagues are trying to find
the most inflammatory way to say something that we all should
agree on. You all, the United States’ competitiveness in a global
economy is a shared goal amongst Democrats and Republicans,
Independents, people who do not even care about politics. Why do
\éV}P; ge‘{c} partisan hearing titles like “Examining Policies to Counter

ina?”

My Republican colleagues would rather demonize an entire coun-
try for the fact the United States is lagging behind in global com-
petitiveness than talk about the real problem. The real problem,
you might ask, is that my colleagues in the Republican Party have
refused to invest in America for decades.




123

When Congress made historic investments in roads, bridges,
ports, rail, you all, we were on the right track but just catching up.
Unfortunately, President Trump and his Co-President Elon Musk
refused to build on that progress. Instead, they are gearing up
today for a budget resolution that would roll back Congress’ his-
toric investments over the last 4 years, and that is not to mention
that they are crippling the very agencies that are making these in-
vestments by firing as many Federal employees as possible.

Let us really ask ourselves, how do we make America competi-
tive in a global economy? Let us start by fixing this hearing title,
“Examining Policies to Counter Elon Musk” because that is what
really needs to happen. If we do not want our government and
economy to become the laughingstock that Twitter became when
Elon Musk took over, it is time for us to take back our power as
Congress, Article I, Section 1 of the U.S. Constitution.

Elon Musk does not want a serious discussion in this hearing be-
cause, you all, he makes money when his Tesla stocks do well in
China. Let us stop pretending that the whole country of China is
the problem when Elon Musk is right here in our country and is
a huge problem. Let us talk about policies to counter Musk and his
agenda of destroying investments in America. You all, the way that
I was raised, you take care of home first.

Let us talk about a few policies that hit right at the heart of
what Musk is doing to my fighting Fifth District in Atlanta. At-
lanta is home to the Centers for Disease Control and Prevention
(CDC) and every dollar that we invest in public health yields up
to $88 that benefits our society. Congress has been investing nearly
$10 billion per year in the CDC, so we are talking about a potential
value of $880 billion.

Dr. Doshi, what do you think? If we stop making those invest-
ments, who is going to step up and get access to that $880 billion
in investments? The research that we are doing, how does that
help our competitiveness with China? Does that benefit the United
States or China?

Dr. DosHI. Thank you for the question, Congresswoman.

I think over the last 8 to 10 years there has been a growing bi-
partisan consensus on the need to invest in American competitive-
ness, not just to focus on China, although that is a principal chal-
lenge for us, but also to make ourselves more prosperous, more se-
cull"e, and quite frankly, more advanced when it comes to tech-
nology.

I think it is important for us to think about the CHIPS and
Science Act as a critical way of strengthening American investment
in the future of technology, along with the Inflation Reduction Act,
which make the United States more competitive in everything from
batteries to electronic vehicles (EVs). Batteries are relevant also for
military advantage, also infrastructure, basic infrastructure. China
inveits enormous sums in infrastructure. We do not invest very
much.

That is why right now, Congresswoman, our percentage share of
manufacturing has fallen from 30 percent to 15 percent in two dec-
ades, while China’s has gone from 6 percent to 30 percent. I think
more investment across the board is a priority and maybe some-
thing that has bipartisan support.
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Ms. WILLIAMS of Georgia. It absolutely should be bipartisan, and
I look forward to working with my Republican colleagues on these
very policies.

Also, Atlanta is home to the world’s busiest and most efficient
airport, providing countless contributions to the United States’ po-
sition in the global economy.

Dr. Doshi, if we do not have the air traffic controllers and the
Transportation Security Administration (TSA) agents that we need
to keep travelers safe and coming into America, are people going
to want to keep coming to the United States for global commerce
or could that competitive edge also be taken by another country
like China?

Dr. DosHI. Thank you for the question, Congresswoman. I think
American State capacity is one of those things that needs to be im-
proved, and some significant cuts to it without thinking about how
to retain capacity in areas we already have can cause competitive
disadvantage across the board, including in the sector that you
identified.

Ms. WiLLIAMS of Georgia. I have many more questions, because
I also went into the grocery store this weekend, and there were no
eggs on the shelf, so my 9-year-old was quite upset when he could
not get his cheese eggs for breakfast on Sunday morning. We have
a lot of issues that we need to discuss——

Mr. MEUSER. The gentlelady’s time has expired.

Ms. WILLIAMS of Georgia. My time has expired, and I yield back,
Mr. Chairman.

Mr. MEUSER. The gentlelady yields.

The gentlewoman from Texas, Ms. De La Cruz, Vice Chair of
Subcommittee on Housing and Insurance, is now recognized for 5
minutes.

Ms. DE LA CruUz. Thank you so much, Chairman and thank you
to all the witnesses for being here today.

This is an important topic when we discuss China and the
United States and the competitiveness especially. There is so much
going on in our country, but one of the things that has affected
Americans from Deep South Texas, which is where I am from, to
Chicago, Atlanta, California, is fentanyl and the rise of fentanyl
that has happened under the Biden Administration. Under the
Biden Administration we saw fentanyl pouring into our borders.
We saw deaths due to the fentanyl crisis that happened under the
Biden Administration.

That being said, fentanyl comes from China. It has destroyed our
families. I sat with mothers over the holidays who had empty
chairs at their holiday tables because they lost a child or a spouse.
This is a very important and difficult topic.

Drug overdoses are the leading cause of deaths between 18 and
45-year-olds, with fentanyl being responsible for 70 percent of those
overdoses. One gram of fentanyl can kill potentially 500 people.

In Deep South Texas, in the last Congress, one of our brave law
enforcement officers found 3 gallons of fentanyl in South Texas.
That was enough to kill two times the size of Houston, Texas. Can
you imagine that just—thousands and thousands of people who
would be affected had that drug successfully gotten to its destina-
tion.
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Part of the solution is we need better border security, and part
is that we can do work on this committee to stop the financing of
fentanyl. I am proud to say that last year my bill, H.R. 1076, Pre-
venting the Financing of Illegal Synthetic Drugs Act, was signed
into law to start taking real steps to address the financing of these
drugs.

To my question. Mr. Cassara, what role does Chinese money
laundering organizations (CMLOs) play in laundering proceeds
frorél (girug trafficking, and how critical are CMLOs to the U.S. drug
trade?

Mr. CassARA. Thank you for the question. I have a perspective
of decades going back, anti-money laundering work, and I have ex-
amined hemispheric laundering, for example, the Colombian black
market peso exchange evolving into the Mexican black market peso
exchange. Then maybe 10 years ago or so, the Chinese, Chinese
presence, Chinese money laundering organizations started to be-
come the money launderers of choice for the cartels, and they have
pioneered innovative methods of laundering the proceeds.

Ms. DE LA Cruz. Why do you think that is?

Mr. CAssARA. Why do I think that is?

Ms. DE LA Cruz. Yes.

Mr. CassARA. I think that the Chinese are very skilled in what
they do. They are very, very good businesspeople, and they are
incentivized to undercut their competitors. They also take advan-
tage of the Chinese presence here in the United States. A lot of
them are upstanding citizens, but nevertheless, some of these peo-
ple wittingly or unwittingly get involved in taking some of this il-
licit money, putting it into their regular business activities, and
laundering that money through underground financial systems and
mobile phone apps, other techniques and enablers that I described
in my testimony.

Ms. DE LA Cruz. Excellent. What vulnerabilities in the United
States are CMLOs most effectively exploiting, and where do gaps
in regulatory oversight persist?

Mr. CasSARA. I think the biggest vulnerabilities that we have
vis-a-vis Chinese money laundering organizations in the United
States is their ability to bypass our most important anti-money
laundering countermeasure, which is financial intelligence, Bank
Secrecy Act information. The techniques they use pretty effectively
go around these types of reporting requirements, whether it be
trade-based money laundering, Fei-Chien, flying money, trade-
based value transfer, this type of thing. We need to crack down in
these areas. Once again, in my written testimony I gave some ideas
on how that can be done.

Ms. DE LA Cruz. Thank you. I yield back.

Mr. MEUSER. The gentlelady yields.

The gentleman from Texas, Mr. Green, the Ranking Member on
the Subcommittee on Oversight and Investigations, is now recog-
nized for 5 minutes.

Mr. GREEN. Thank you, Mr. Chairman, and thank you for your
very kind and warm expression of an introduction.

I would like to associate myself with the comments of the Rank-
ing Member as they relate to China. I think she spoke well and
covered much of what I would say. I do agree that there is a prob-
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lem with fentanyl, but I am also concerned about Russia. I am con-
cerned about Russia because it seems that we have embarked upon
a course of conduct that would allow us to reward Russian aggres-
sion. You cannot reward aggression and assume that you will have
peace.

I am concerned about what is happening with Ukraine and this
belief that somehow Ukraine is the aggressor and started this war.
I think that we would have to suspend all of our common sense to
agree with this premise, because we saw the tanks moving into
Ukraine. It is very difficult to even consider the notion that one
would now blame Ukraine for Russian aggression.

It seems that our President, unfortunately, has embarked upon
a course of appeasement. Russia wants to surrender, no land
taken, President agrees. That is appeasement. Russia is desiring
that there be no security provided Ukraine. Looks like we are back-
ing off, but as we back away, we will take precious minerals that
Ukraine might have. Russia is of the opinion that Ukraine should
not be a part of North Atlantic Treaty Organization (NATO), seems
like our President agrees. That is appeasement.

I am really concerned about the President’s approach to Russia.
When on—just yesterday, we had a U.N. resolution blaming Russia
for its encroachment, its invasion of Ukraine. We voted against
that resolution, The United States of America. In 2023, a similar
resolution was presented. We voted for it. Has so much changed in
such a short period of time that we would now support Russian ag-
gression?

I am concerned about China. My colleagues on both sides have
made good points, but we cannot overlook the fact that China and
Russia are in bed together. After China abstained yesterday on this
resolution condemning Russia, President Xi Jinping called—called
Putin, President—called him and explained, I am with you, we are
neighbors.

There has to be some concern shown for what is happening with
this country as it relates to Russia and the way we are turning our
back on our allies.

What has Canada done to deserve this sort of treatment? Canada
has been a loyal, faithful ally of the United States for years upon
years, yet we find ourselves now cozying up to Putin directly. I am
not sure that there is a lot of space between the efforts to cozy up
to China with the President.

Here is my question, and I will ask the question of—I am hoping
that I will pronounce your name correctly, sir. Let us see. I have
it here. At the very end. Yes, sir, would you pronounce your name
for me, sir?

Dr. DosHI. Dr. Doshi, sir. Thank you.

Mr. GREEN. Okay. Thank you, sir. My question to you, sir. What
signal did we send yesterday when we voted to oppose blaming
Russia for the invasion of Ukraine?

Dr. DosHI. Thank you, Congressman, for the question.

I think China was watching that very closely. They are inter-
ested in whether or not we will successfully pry Russia from China.
I think, as you note, that is very hard to do, and we might be send-
ing the signal that we would not necessarily stand with Taiwan if
the question were called.
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Thank you.

Mr. GREEN. Thank you, Mr. Chairman. I yield back.

Mr. MEUSER. The gentleman yields.

The gentleman from Wisconsin, Mr. Steil, Chair of the Sub-
committee on Digital Assets, Financial Technology and Artificial
Intelligence, is now recognized for 5 minutes.

Mr. STEIL. Thank you very much, Mr. Chairman.

Thank you all for being here. This is a really important hearing.

I want to start with you, Mr. Miihleisen, if I can. In your testi-
mony today, you spoke about the importance of the U.S. dollar
being the world reserve currency, how we maintain that position.
We are seeing advancements in China in artificial intelligence, in
Al, a position where the United States has really been a leader for
some time. As we look at the development of Web 3.0, as we look
at the need for the future in the financial services space, I think
we have to focus on what is going to make sure that the United
States maintains its dominant position.

If we look back to Web 1, Web 2.0, what you saw was a develop-
ment that occurred inside the United States. Whatever your issue
is with Big Tech, and I have plenty of them. One of them, with one
exception really being TikTok, is that these tech companies are at
least domiciled in the United States. Whether or not that is Google
or Amazon, et cetera, they are domiciled here. If we do not have
rules and regulations of the road, we risk allowing other countries
to move forward to being—and to outcompete the United States. It
needs to be a premise, I believe, for policymakers here to make
sure that we are outcompeting other countries, and in particular
China.

The question that I would have for you as it relates to China spe-
cifically is, what regulatory approaches are they taking that can
impact their financial services markets or U.S. consumers?

Mr. MUHLEISEN. I am not an expert on the Chinese financial sys-
tem, but it would behoove China as a big player to make sure—
also for the stability of its financial institutions—to make sure that
the investments are sound and that they follow international
standards. China’s financial sector has many weaknesses, because
of the crisis from the real estate sector, and the market for artifi-
cial intelligence, cryptocurrencies and the like is very volatile.
From a prudential perspective that would also minimize the poten-
tial spillovers to the rest of the world, one would hope that China
adopts very prudential regulations and enforces those.

Mr. STEIL. They are not today, right? I think that is one of the
big distinctions is that they are not really enforcing in a manner
that the U.S. markets are, which is a benefit to U.S. consumers
and U.S. investors, right?

Mr. MUHLEISEN. I do not know exactly what standards you mean
that they are enforcing. Again, I do not know too much about the
Chinese financial sector, per se.

Mr. STEIL. Okay. Let me shift and come to you, Mr. Cassara, if
I can. You wrote an essay last year, “China’s Digital
Authoritarianism Is Coming Our Way.” Can you just put a little
meat on the bone on digital authoritarianism and what financial le-
vers the CCP has at its disposal? There is a lot of discussion about
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Central Bank digital currency, the concern of that. I share a lot of
those concerns. Could you comment?

Mr. CASSARA. Thank you for the question. Yes, I am concerned
as well about the Chinese development of the Central Bank digital
currency. That is exactly why I wrote the article. There are various
models, as you know, of Central Bank digital currencies. What con-
cerns me the most is what I call the Chinese model, the authori-
tarian model, because they overlay it with social monitoring, social
control, social scoring, intensive and intrusive surveillance.

Basically, they are doing this to control their population, and
they can do this basically with the flip of a switch. They can de-
monetize a citizen. That individual is not able to get on a metro,
not able to pay for their child’s education, not able to buy groceries,
this type of thing. It scares me from a civil libertarian perspective,
and I do not want that model to be adopted here or anywhere else.

Mr. STEIL. I 100 percent share your concern. It is something that
we are going to have to remain vigilant of to make sure that we
do not allow our Federal Government in the United States to have
that type of control.

In my final minute left, I want to come to you, Mr. Miller. Al
is going to be critical for development of new technology here in the
United States. A question that we are going to be looking at is how
do we make sure that we are extending the Trump tax cuts in par-
ticular on the R&D or accelerated depreciation? In 20 seconds,
could you explain the importance of that as it relates to financial
services?

Mr. MILLER. Yes, absolutely. We should be doing everything we
can to incentivize R&D, including through the Tax Code. Every dol-
lar saved, quite frankly, through taxes is being plowed by Amer-
ican companies back into innovation.

Mr. STEIL. In the final 5 seconds, you would agree that it has a
direct impact on the investment that is needed for Al and the tech-
nology

Mr. MILLER. Yes, absolutely.

Mr. STEIL. Thank you very much, Mr. Chairman. I yield back.

Mr. MEUSER. The gentleman yields.

The gentleman from Nebraska, Mr. Flood, the Chairman of the
Subcommittee on Housing and Insurance, is now recognized for 5
minutes.

Mr. FLoOD. Thank you, Mr. Chairman.

Maybe somebody has bugged the doors to this chamber. They
seem to keep opening on their own today.

Mr. Cassara, in your testimony, I found it was interesting. You
wrote at length on customs fraud, which is when an importer and
exporter work together to misrepresent the value of goods trans-
ferred for illicit reasons. Now, given President Trump’s interest in
using tariffs on Chinese goods, I would imagine that customs fraud
could become even more common the next 4 years.

Do you agree with that assessment? How would authorities work
to combat that, and particularly, how would we combat that from
Chinese vendors looking to avoid tariffs?

Mr. CAssARA. Thank you for the question. I believe that trade-
based money laundering and value transfer is probably the largest,
most pervasive money laundering methodology in the world today,
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if you take into consideration all the various iterations of it and
various models.

As far as countermeasures go, it is very hard, because what hap-
pens is the occasional illicit transaction gets intermingled with the
overwhelming licit trade transactions. Because trade volume is so
high, it is very, very difficult to pick out those isolated illicit trans-
actions. Nevertheless, the volume of trade being so high, the
amount of trade-based money laundering (TBML) is off the charts,
and we do not have good countermeasures in place.

The best countermeasure, in my estimation, is something I came
up with a number of years ago that was adopted by the U.S. Gov-
ernment, and that is the formulation of trade transparency units,
or TTUs, looking at customs data between countries, spotting those
anomalies between trade. It is going to be very, very problematic,
particularly with countries like China, but it is something we have
to look at.

Mr. FLoOD. Thank you. I appreciate that.

One of the things I find very interesting about China’s extension
of credit to these developing nations is that it has led to a serious
default risk. Sixty percent of China’s overseas lending was owed by
countries experiencing debt distress in 2022, but yet they are all
over the African Continent. They are expanding their reach.

Mr. Mihleisen, at some point inability to pay back hefty loans
will start to become a problem for China, but they can also use
their loans as leverage to obtain unrelated concessions from devel-
oping nations. Is seeking troubled customers for their loans a fea-
ture or a bug as it relates to China’s global strategy?

Mr. MUHLEISEN. I would say that looking for geopolitical allies
in developing countries and emerging markets is a feature. Putting
countries into debt distress, I do not want to say it is a feature.
It is probably a bit more than a bug. It is maybe carelessness. It
is certainly something that, as I said in my statement, China
should be held responsible for. I have various proposals there, espe-
cially the IMF’s Lending Into Official Arrears Policy.

Mr. FLooD. Do you think that—how should that change our na-
tional strategy around international finance? Should we be more
aggressive ourselves or is China’s strategy unsustainable in the
long term?

Mr. MUHLEISEN. China will certainly take losses from its strat-
egy, like many countries before it has already done over the last
century. The growing demand or the demand for these loans also
reflects a big need on the part of the recipient countries. The
United States has a chance to leverage its own capital into inter-
national financial institutions by extending loans to these countries
to compete, but also by using these institutions to provide not nec-
essarily monetary incentives but other geopolitical incentives or
trade incentives to get back into closer relations with low-income
and developing countries. There is a need to compete, because right
now there is one kid on the block with a lot of money in its pockets,
and they are spending it like crazy.

Mr. FLooD. I am going to stop you right there. I just want to say
before my time is up, thank you for the discussion. On one hand,
it is clear that many Americans are not interested in further ex-
tending our global reach and feel we need to be more focused on
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what is happening here at home. I understand that sentiment, but
China is not going to sit back. China will be aggressive in expand-
ing their influence through whatever means they have available,
and I am interested in working to figure out what we can do to
project American power in a way that is cost effective and sensible
without running afoul of legitimate sentiments of many that we
need to remain focused on what is going on at home.

With that, Mr. Chairman, I yield back.

Mr. MEUSER. The gentleman yields.

The gentleman from Indiana, Mr. Stutzman, is now recognized
for 5 minutes.

Mr. STUTZMAN. Thank you, Mr. Chairman.

Thank you, gentlemen, for being here today. A very important
topic and interesting topic, and one that obviously is going to affect
not only us but future generations here in America.

Mr. McMurray, I would like to come to you and talk a little bit
about how energy security is national security. My district in
Northeast Indiana, we are a heavy manufacturing and agricultural
(AG) district. We have a heavy footprint, and so we rely on an
abundance of energy of all types. We just actually had a Google an-
nouncement. They are going to put in a data center in the district
which consumes a lot of energy, and so there is concern about our
ability to maintain and sustain strong energy supply and depend-
ence and sustainability.

We have—generally, in Indiana, we rely on affordable energy,
but lately we felt some pain after the previous Administration. I
am really looking forward to working with my colleagues in Con-
gress to make sure that we here in the United States dominate in
the energy supply and production. As we saw, President Trump
took significant steps to move us in that direction.

I would like to talk to you or ask a little bit about the IFIs like
the World Bank. What disadvantages do U.S. energy companies
currently face in their attempt to secure international energy fi-
nancing projects?

Mr. McMurray. Yes. Thank you, Congressman. As you said, en-
ergy security is national security. Right now, we need to make it
easier for U.S. companies to be able to build and compete abroad.
Right now, that is very challenging when it comes to different
state-owned enterprises that can offer very lucrative financing
packages and leveraging either our institutions, such as EXIM
Bank or DFC or entities like the World Bank can help put our com-
panies on a level playing field.

Now, there is a big opportunity this Congress with both EXIM
Bank and DFC needing to be reauthorized to give them more tools
so U.S. companies can compete, which will also have direct benefits
for U.S. jobs.

Mr. STUTZMAN. Do the Chinese firms or in the state-backed en-
ergy firms, do they face similar disadvantages?

Mr. MCMURRAY. In some cases, no. They do not comply by Orga-
nization for Economic Co-operation and Development (OECD) rules
so they can offer financing packages that are more competitive
than what other countries can offer. That is also where entities like
CTEP, China Transformational Exports Program, part of EXIM
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Bank, and the DFC are tailored to be able to try to compete with
those financing packages.

Mr. STUTZMAN. I mean, we know China plays by their own set
of rules. Any suggestions or any reforms that you would suggest
needed here in the United States to maintain and to outpace
China?

Mr. MCMURRAY. Yes. I think, first, domestically we have to make
it easier for U.S. companies to be able to build. In many cases,
countries are going to want to see projects built in the United
States before they are sold abroad. That requires improving the
permitting system. That require continued investments in support
to innovative companies through the Department of Energy and
the national labs, and then it requires predictability for these com-
panies to be able to make investments in the long term.

Looking globally, that is where the upcoming reauthorization has
the ability to kind of sharpen some of those tools to expand eligible
technologies that EXIM Bank is able to support, also make it very
clear of what is the right metric or outcome that EXIM Bank
should be focused on, such as jobs. Taking that together can really
help U.S. companies compete globally and ensure that the United
States is a player when it is looking—when it is considered by
other countries.

Mr. STuTZMAN. Yes. I know that in Indiana, of course, we used
to be a coal-producing State, a lot of coal power, and now we are
shifting more to natural gas. A lot of talk about nuclear. It seems
like the permitting process is always the piece that hangs us up.
Can that be streamlined? What can be done to make our permit-
ting process better?

Mr. McMURRAY. Yes. Indiana’s Governor is making great strides
in trying to attract nuclear to the State, and as well as working
with other States, which I think is a really exciting opportunity
to

Mr. STUTZMAN. Yes.

Mr. McMURRAY—deploy nuclear here in the United States.

As for the permitting process, I used to work at the Nuclear Reg-
ulatory Commission, so there have been a lot of prog-—there has
been a lot of progress at the NRC, U.S. Nuclear Regulatory Com-
mission. There has also been a lot of bipartisan support in Con-
gress to improve the licensing process. Just last Congress, both the
House and the Senate enacted, with overwhelming bipartisan sup-
port, the Accelerating Deployment of Versatile Advanced Nuclear
for Clean Energy (ADVANCE) Act. The Energy and Commerce’s
bill, the Atomic Energy Advancement Act, really tried to tailor a
couple of key provisions to improve the licensing and permitting
process at the NRC so those companies can have better outcomes
and better predictability.

Mr. STUuTZMAN. Yes, thank you. I appreciate your comments. I
just know that we have the ability, we have the know-how, we
have everything in place. We just need to make sure government
does not stand in the way of progress, and we need to continue to
make sure our nuclear power is at the forefront of our minds, and
we can outpace China.

Thank you. I yield back.

Mr. MEUSER. The gentleman yields.
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The gentleman from Iowa, Mr. Nunn, Vice Chair of the Sub-
committee on National Security, is now recognized for 5 minutes.

Mr. NUNN. Thank you, Mr. Chairman, and appreciate you all
joining us for this very important conversation on China and its
role in the world.

I am coming at it from a decade-plus as a counterintelligence of-
ficer working out of facilities, running operations in Guangzhou. I
now serve on the China Select Committee.

We have all seen firsthand how dangerous China can be in its
predatory lending practices. Here in the United States, we very
much support an open opportunity for free trade for mercantilism
for the opportunity for an entrepreneur to really take off. Obvi-
ously, China has a much more opaque, closed system, one that not
only suppresses its own population, but one that will cannibalize
its own industry and that of others to try and effectively take over
countries and how they operate.

We have seen this since 2017 as China being the world’s largest
official creditor, and this is concerning to the global financial sys-
tem, because it is cheap, it is predatory. Its infrastructural aids
aim to buy up global influence, undercut other countries, export
and distort international trade. I mean, if this was a used car com-
pany, it would have been shut down a long time ago.

The reality is here that they have been able to lead an entire ini-
tiative, the Belt and Road Initiative, that has targeted a number
of areas specifically of interest to China and developed nations,
now over 10 percent of their GDP to the Chinese State. Pakistan
owes China $77 billion and climbing, Sri Lanka, $11 billion, and
Kenya, $9 billion. The list goes on and on, all areas where China
has purchased and now owns its way to controlling these countries
and certainly their governments.

The time to combat China, I think we all agree, is not yesterday,
but it is today. It is not in the next 10 years. The greatest threat
from China is not its military. I would offer, Mr. Chairman, it is
their economic tactics, including intellectual property theft to drain
skills and inventions created right here in the United States, as
well as pull our trade jobs and other profits outside of our country.
It is one of the reasons I am so proud to be working with this com-
mittee on a bill that I led called the Neutralizing Unfair Chinese
Subsidy Act of 2025. It is to counter China’s predatory lending
practices.

Now, Mr. Miihleisen, you are an expert on Chinese lending. Do
you agree that we need a strategy here in the United States to
combat these destabilizing tactics and ensure that China follows
OECD’s arrangement on officially supported export credits?

Mr. MUHLEISEN. I agree with what you just said about what hap-
pens, and also, I agree with what you just proposed.

Mr. NUNN. Talk to us a little bit. When we talk about neutral-
izing unfair Chinese subsidies, how China has done this not just
in the past but how it continues to be a predatory lender in this
space.

Mr. MUHLEISEN. China has pursued two objectives. First, it
wanted to export its construction services to generate jobs at home;
and second, it acquired strategic advantages in exchange for its
loans from many countries. It has not, in my opinion, shrunk back
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from all sorts of means to sway decisions into Chinese companies
getting orders, but it also has affected the quality of the projects,
and I think it is backfiring on China.

Countries would, I think, prefer not to have to pay a lot of money
for projects that are either not really providing an economic return
or have to be repaired and replaced within a short period.

Mr. NUNN. Absolutely right. In fact, it ends up costing everybody
more in the long run.

Mr. Miller, you are a leader here when it comes to addressing
what America does, I think, very well in the world, competitive
bids, being able to grow, harnessing innovation in a way that really
takes off. It is one of the reasons why nine of the top ten companies
valued at over $1 trillion reside right here in the United States.
How many reside in China? Zero. That is a direct result of a state-
owned entity which capitalizes on everything.

I think that there is no accident here that the free market helps
us foster our innovation. Could you explain the importance of
strengthening our American markets on the international scene
with the time that we have left?

Mr. MILLER. Sure, I would be happy to do that. I mean, you are
absolutely right that—to say that we need to focus on economics
and economic security and not just view China as a national secu-
rity threat, again, not understating that at all. We really need a
balanced and holistic approach to this entire set of issues. We re-
leased a paper today on economic security that offers 10 rec-
ommendations dealing with everything from sanctions and invest-
ment reviews to trade policy and other innovation-friendly policies,
and we really need to double down on our strengths.

You were not here for the chair’s opening statement, but he men-
tioned that beating China means doubling down on U.S. strengths,
and I completely agree with that.

Mr. NUNN. Mr. Miller, I yield my time back just to say thank you
f01(“1 providing a playbook that this government can start using
today.

With that, I yield my time. Thank you, Mr. Chair.

Mr. MEUSER. The gentleman yields.

(\{Ve would like to thank all the witnesses for your testimony
today.

Without objection, all members will have 5 legislative days to
submit additional written questions for the witnesses to the chair.
The questions will be forwarded to the witness for his response.
Witnesses, please respond no later than March 31, 2025.

[The information referred to can be found in the appendix.]
This hearing is adjourned.
[Whereupon, at 1:46 p.m., the committee was adjourned.]
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With the U.S. rejoining the Paris Agreement last Friday, it's puzzling to see what President
Biden has actually announced he’ll do to meet its goals. Mr. Biden seems to believe that
adding boxes to a bureaucratic org chart and mingling with foreign officials at conferences
may avert an environmental crisis: an executive order from his first week in office creates a
White House envoy, a new Climate Policy Office, an international photo op branded as the
Leaders’ Climate Summit, and a heap of “draft action plans” for a government task force to
review. This month also brought news that the Biden Treasury Department would set up a
“climate hub” among its ranks. Draft actions plans don’t write themselves, after all.

But hidden in this strategy, such as it is, lies one idea of consequence, and that is the
president’s goal to finance lower emissions in developing countries through organizations
like the World Bank. While the Bank aIreédy seeks to do this, its hands have been tied in an
area where it could make an enormous difference: nuclear energy. For the president’s
climate plan to be serious, it should prioritize nuclear support through the Bank and the
other multilateral lenders where the U.S. is a top shareholder.

While rich countries’ carbon output is largely flat, the developing world’s emissions are only
projected to grow unchecked. The U.S. and Europe, responsible for nearly all emissions at
the turn of the 20th century, now only account for one third. Wealthy nations may be the .,
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carbon electricity. The main risks connected with nuclear arise when retreating from it, not
embracing it. For instance, after a 2011 tsunami hit Japan's Fukushima reactor, leading the
country to temporarily take its nuclear power plants offline, fossil fuel usage and electricity
prices surged, resulting in more deaths for the country than from the disaster itself.
Researchers have shown that Germany overreacted to Fukushima too, shutting down some
of its reactors and incurring $12 billion in social costs each year, mostly through increased
mortality from higher levels of air pollution.

Not only does nuclear energy release no carbon emissions, innovations continue to
minimize the waste it leaves behind. One recent breakthrough at the Argonne National
Laboratory may permit up to 97 percent recycling of spent nuclear fuel. Other advances
continue to strengthen power plants’ safety, and in the case of modular reactors, they
permit both smaller physical footprints and use with different energy sources.

Despite producing safe power with more reliability than solar or wind, nuclear hasn’t
benefitted from the same subsidies, and its financing is more complex since projects
require massive upfront costs. This is why government-backed agencies are often called in
to guarantee loans when building abroad. With Beijing and Moscow eyeing nuclear energy
deals in South Asia, Africa, Eastern Europe, and even Latin America, it makes no sense for
the U.S. to stay on the sidelines. For this very reason, Congress in 2019 eased restrictions at
the Export-import Bank when competing for nuclear deals against Chinese suppliers.

Yet the World Bank and its sister institutions across the globe can do even more. Not only is
the Bank’s lending more transparent than China’s, it has the balance sheet and experience
in developing countries to make an impact. It could also finance safer reactors based on
U.S. and Japanese technologies.
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the Bank pursues a goal of universal access to electricity. This makes little sense. If the
World Bank has to surrender its expertise in fossil fuel lending, surely it can restore its
know-how in nuclear finance.

Breaking ground on new infrastructure is better than endless handwringing. Years of
climate talks have emitted pledges to coordinate the vaguest of environmental efforts; the
Paris Agreement itself attempts to “enable opportunities for coordination,” whatever that
means. These discussions.are becoming nothing more than mileage runs for the frequent
flyers who attend them, not progress reports on the building spree that the world will need
to thrive with ample clean energy. It's time to go nuclear or go home.

Congressman French Hill is a Republican representing the 2nd District of Arkansas. Heis a
member of the House Financial Services Gommittee, which oversees U.S. policy at the World
Bank and other international financial institutions.
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OPINION: Guest writer

OPINION | FRENCH HILL: Our energy future
Look to Russellville’s Nuclear One

January 16, 2025 at 9:10 a.m.

by French Hill Special t6 the Democrat-Gazette

in December, Arkansas Nuclear One, Arkansas' only nuclear power plant, celebratad its
50th year of commercial operations. This milestone comes at a consequential moment for
American energy. Across the country, energy demand is growing, fueled by data-center
expansion, increased broad-based electrification, and the onshoring of American
manufacturing,

By the end of the decade, the U.S. Energy Information Administration anticipates
nationwide electricily use to increase by approximately 15 percent and necessary load
growth to increase five-fold. Overall, the electricity intensity of the United States is
expected to increase for the first time since the 1990s, up to 23 percent by 2040.

While the increase in electricity demand is an indicator of strong economic growth, working
1o meet that energy demand comes with challenges. Namely, how the United States can
deliver electricity at an unprecedented scale, reliably, and affordably for everyday
Americans, while also working toward lowering overall emissions.

Some key steps Congress can take are the greater use of safe, clean nuclear power plants
around the country and the proper modernization of the grid.

Nuclear offers a reliable, carbon-free source of "base load” power that is both controllable
and constant. While | believe in an ali-of-the-above energy policy, renewable power, such
as solar and wind, often runs into intermittency and land-use issues.

Nuclear, on the other hand, is incredibly efficient and operates on small amounts of tand
compared to wind or solar farms. Any serious conversation about the significant adoption
of clean energy must include nuclear.

Currently, more than half of Arkansas’ electricity comes from Arkansas Nuclear One and;
nationwide, about 20 percent of electricity is generated by nuclear power. That share is only
set to increase.
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Last May, | supported the Accelerating Deployment of Versatile, Advanced Nuclear for
Clear Energy (ADVANCE) Act, which overwhelmingly passed the House. This legistation is
gritical in helping develop and deploy new nuclear technologies, preserving existing
nuclear-energy generation, providing the Nuclear Regulatory Commission with fewer
regulatory burdens, and creating private-public partnerships in the development of new,
advanced reactors.

Congress needs to continue to take up and advance legislation like the ADVANCE Act to
ensure there are available reactors in the near future until more advanced reactors and
small modular reactors (SMRs) can be scaled for commercial use in the decades to come.

Additionally, the United States should continue to promote the export of American small
modular reactor technology and work to decrease the cost of reactors generally. SMRs
offer the energy benefits of traditional nuclear reactors but with a smaller physical
footprint, making them prime candidates for locations not large enough for traditional
nuclear power plants.

As our adversaries like China and Russia offer energy solutions to the developing world, the
United States should lead in providing these advanced, safe, and efficient nuclear
technologies to nations looking to expand their power grids, as well as finding ways to
decrease the cost of construction or extension of nuctear in the United States.

This leads to our domestic goal of effective modernization of the grid. It is ho secret that our
energy needs are fast outpacing infrastructure growth. No matter what the energy mix of
the future looks like, Congress must continue to work with states and utility stakeholders to
deliver on the projects needed to ensure more efficient transmission for America's
electricity.

As electricity needs increase and the world’s economically developed and developing
nations transition away from coal, nuclear remains a key bipartisan solution to heiping
address the United States' growing energy demand.

None of America’s strategic needs--bringing critical manufacturing back to the United
States, strategic readiness amid an ever-changing global landscape, or anything in
between--are possible without the abundant and affordable energy to power it.

To continue to put America first, Congress and President Trump must work to support
nuclear energy and its development because, without this investment, we risk falling
behind in the race for innovation, jobs, and economic growth.

U.S. Rep. French Hill represents Arkansas’ 2nd District.
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To hold China, Russia, and other major shareholders of the International
Monetary Fund accountable to the principles of the Fund, and for
other purposes.

IN THE HOUSE OF REPRESENTATIVES

Mr. HUIZENGA introduced the following bill; which was referred to the
Committee on

A BILL

To hold China, Russia, and other major shareholders of
the International Monetary Fund accountable to the
principles of the Fund, and for other purposes.

1 Be it enacted by the Senate and House of Representa-
2 tives of the United States of America in Congress assembled,
3 SECTION 1. SHORT TITLE.
4 This Act may be cited as the “IMF Reform and In-
5 tegrity Act of 2025”.

@:\VHLDW022625\D022625.003.xmi (973701i1)

February 26, 2025 (9:57 a.m.}
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1 SEC. 2. OPPOSITION TO QUOTA INCREASE FOR COUNTRIES

2 THAT UNDERMINE IMF PRINCIPLES.,

3 The Bretton Woods Agreements Act (22 U.S.C. 286-

4 286zz) is amended—

5 (1) by redesignating the 2nd section 73 (as

6 added by section 1901 of division P of Public Law

7 116-94) as section 74; and

8 (2) by adding at the end the following:

9 “SEC. 75. OPPOSITION TO QUOTA INCREASE FOR COUN-
10 TRIES THAT UNDERMINE FUND PRINCIPLES.
11 ‘“(a) IN GENERAL.~—Not less than 7 days before con-
12 sideration of any proposal to increase the quota of a for-
13 eign member of the Fund that is one of the 10 largest
14 shareholders in the Fund, the Secretary of the Treasury
15 shall submit a report to the Committee on Financial Serv-
16 ices of the House of Representatives and the Committee
17 on Foreign Relations of the Senate that determines wheth-
18 er the foreign member meets the following eriteria:

19 “(1) The member is in compliance with all obli-
20 gations set forth in Articles IV and VIII of the Arti-
21 cles of Agreement of the Fund.

22 “(2) The member, in the preceding 12 months,
23 was not found to have manipulated ifs currency, as
24 determined in a report required by section 3005 of
25 the Omnibus Trade and Competitiveness Aect of

g:\VHLD\022625\D022625.003.xmi {97370111)

February 26, 2025 (9:57 a.m.}
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1988 or section 701 of the Trade Facilitation and

Trade Enforcement Act of 2015.

“(3) The member is committed to the rules and
prineciples of the Paris Club and the OECD Arrange-
ment on Officially Supported Export Credits.

“(b) EFFECT OF DETERMINATION.—On determining
that a member of the Fund has failed to meet any of the
criteria set forth in subsection (a), the Secretary shall in-
struet the Governor of the Fund to use the voice and vote
of the United States to oppose the proposal to increase
the quota of the member in the Fund.

“(e) WAIVER.—The President may waive subsection
{b) with respect to a member of the Fund on reporting
to the Committee on Financial Services of the House of
Representatives and the Committee on Foreign Relations
of the Senate that the member is attempting to rectify
the failure, with a description of the actions the member
is taking to fulfill any unmet criteria.

“(d) ProursrrioN.—Notwithstanding subsection (¢),
the Governor of the Fund may not use the voice or vote
of the United States to support a proposal to increase the
quota of a member in the Fund if the President of the

United States has determined that the government of the

24 member has, at any time in the preceding 12 months—
25 “(1) eommitted acts of genocide; or
g'\WHLD\022625\D022625.003.xml (87370111}

February 26, 2025 (3:57 am.)
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“(2) repeatedly provided support for acts of
international terrorism. .

“(e) PROPOSAL CONSIDERATION.

For the purposes
of this section, consideration of a proposal to increase the
quota of a foreign member of the Fund does not include
consent to an amendment to the Articles of Agreement
of the Fund that has been authorized by law.

“(f) SuNsSET.—This section shall cease to have force

or effect 10 years after the date of the enactment of this

10 Act.”.
11 SEC. 3. OPPOSITION OF THE UNITED STATES TO INTER-
12 NATIONAL MONETARY FUND LOAN TO A
13 COUNTRY WHOSE PUBLIC DEBT IS NOT LIKE-
14 LY TO BE SUSTAINABLE IN THE MEDIUM
15 TERM.
16 (a) IN GENERAL.—Section 68(a) of the Bretton
17 Woods Agreements Act (22 U.S.C. 286tt(a)) is amend-
18 ed—
19 (1) in paragraph (2), by inserting after the
20 comma the following: “or a staff analytical report of
21 the Fund states that there is not a high probability
22 that the public debt of the country is sustainable in
23 the medium term,”; and
24 (2) by adding at the end the following:

g \VHLD\022625\D022625.003.xmi (97370111}

February 26, 2025 (9:57 am.)



146

GAMMIO\HUIZEN\HUIZEN_011. XML

N - WY I R

ﬁ(\)[\)[\)t\)b—‘b—dkﬂi—‘l—-ﬂb—ib—-\h—dr—db—-\
W N o= O O o NN bR W N e O

25

5
“(3) WAIVER AUTHORITY.—The Secretary of
the Treasury may waive paragraph (2) on a case-by-
case basis if the Secretary provides a written certifi-
cation to the Comrittee on Financial Services of the

House of Representatives and the Committee on

Foreign Relations of the Senate that the waiver is

important to the national interest of the United

States, and includes with the eertification a written

statement of the reasons therefor.”.

(b) SUNSET.—This section shall cease to have force
or effect 10 years after the date of the enactment of this
Act.

SEC. 4. CONGRESSIONAL NOTIFICATION WITH RESPECT TO
EXCEPTIONAL ACCESS LENDING.

(a) IN GENERAL.—The Bretton Woods Agreements
Act (22 U.K.C. 286-286zz), as amended by section 2 of
this Act, is amended by adding at the end the following:
“SEC. 76. CONGRESSIONAL NOTIFICATION WITH RESPECT

TO EXCEPTIONAL ACCESS LENDING.

“(a) IN GENERAL.—The United States Executive Di-
rector at the International Monetary Fund may not sup-
port any proposal that would alter the ecriteria used by
the Fund for exceptional access lending if the proposal
would permit a country that is ineligible, before the pro-

posed alteration, to receive exceptional access lending, un-

¢\VHLD\022625\D022625.003.xmi (97370111}
February 26, 2025 (9:57 a.m.}
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less, not later than 15 days before consideration of the
proposal by the Board of Executive Directors of the Fund,
the Secretary of the Treasury has submitted to the Com-
mittee on Financial Services of the House of Representa-
tives and the Committee on Foreign Relations of the Sen-
ate a report on the justification for the proposal and the
effects of the proposed alteration on moral hazard and re-
payment risk at the Fund.

“(b) WAIVER.—The President may reduce the appli-
cable notice period required under subseetion (a) to not
less than 7 days on reporting to the Committee on Finan-
cial Services of the House of Representatives and Com-
mittee on Foreign Relations of the Senate that the reduc-
tion is important to the national interest of the United
States, with an explanation of the reasons therefor.”.

(b) SunskT.—This seetion shall cease to have force
or effect 10 years after the date of the enactment of this
Act.

¢ \VHLD\022625\D022625.003 xmi (973701i1)
February 26, 2025 (9:57 a.m.)
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Congress of the Tnited States
THouse of Representatives
Tashington, DE 20515

February 4, 2025

The Honorable Scott Bessent
Secretary

U.S. Department of the Treasury
1800 F Street NW

Washington, DC 20405

Dear Secretary Bessent:

We write to you in your capacity as our nation’s 79" Treasury Secretary and as Chairman of the
Committee on Foreign Investment in the United States (CFIUS). As members of the House
Financial Services Committee, we remain deeply concerned with recent reports that Chinese
Communist Party (CCP) sponsored hackers infiltrated CFIUS office networks as a result of a
broader attack targeting the Treasury Department. We cannot allow adversarial actors, like
China, to erode U.S. national security advantages with breaches of our critical infrastructure.
Now confirmed, we urge you to take a proactive approach to combat future attacks and ask for
your firm commitment that CFIUS will continue to aggressively safeguard against foreign
threats—particularly those posed by the CCP.

The rapid growth in CCP-backed hacking incidents highlight the importance of having robust
cybersecurity protections within the Treasury Department. We are encouraged by your remarks
that national security and economic security are inextricably linked—a sentiment shared widely
by members on both sides of the aisle. Especially because it speaks to the view that Treasury is
in fact a national security agency tasked with protecting critical infrastructure, sensitive
information and intellectual property (IP), from espionage or other illicit activities.

The potential for CCP-backed hackers to exploit vulnerabilities in the CFIUS security framework
has never been greater. Reports indicate a marked increase in efforts by Chinese hackers to
infiltrate U.S. government networks and other classified systems—often with the backing of the
Chinese government. These actions disadvantage CFIUS and undermine the integrity of the
committee’s work. They not only pose a threat to the hard-working personnel who fall victim to
attacks but more importantly, to our national security and economic sovereignty. As Secretary, you
will be responsible for ensuring CFIUS continues to play a leading role in reviewing transactions
that could result in foreign control of U.S. businesses. Companies that are party to CFIUS
transactions expect their IP, trade secrets, and investment data to be stored safely. We trust you
will maintain this standard to ensure CFIUS is well-equipped to counter future security breaches.

The consequences of failing to address this issue are dire. The latest CCP-sponsored espionage
breach led to the theft of valuable agency documents and stolen personnel information. As such
we urge you to enhance cybersecurity measures, including by adopting the latest encryption
technologies and robust network security protocols to secure communications and data related to
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foreign investment reviews. Prioritizing regular security audits and penetration testing can help
identify and address vulnerabilities before they can be exploited.

As chairman of the committee, you will also be uniquely positioned to advocate for new and
innovative initiatives. We encourage you to foster increased collaboration between CFIUS and
cybersecurity experts from both the public and private sectors. Building strong partnerships with
leading cybersecurity firms and tech companies can provide CFIUS with advanced threat
intelligence and cutting-edge technologies to defend against potential cyber intrusions. By
leveraging the expertise of these organizations, CFIUS can stay ahead of evolving CCP-backed
threats and reinforce its protective measures.

CFIUS must prioritize the training of personnel on cybersecurity awareness and protocols. It is
vital that all employees understand the risks associated with cyber threats and are equipped with
the knowledge to identify suspicious activities. Regular training sessions and simulations can
prepare staff to respond faster and more effectively to potential breaches. Additionally, we urge
you to improve the parameters and oversight standards over service providers and request your
continued focus on preparing cybersecurity personnel to identify potential Chinese threats.

Moreover, we encourage you to advocate for any and all necessary support from Congress in the
resources allocated to CFIUS. With the rising number of foreign investments and transactions
requiring scrutiny, it is essential that CFIUS has the manpower and technological capabilities to
effectively assess and address potential risks. As you know, the Foreign Investment Risk Review
Modernization Act (FIRRMA) of 2018 granted CFIUS new powers over particular foreign direct
investments by Chinese investors. FIRRMA included new funding for CFIUS to gain additional
staffing, longer review periods, and provided new enforcement authorities. In just six years,
CFIUS has gained significant importance within the U.S. national security apparatus as an
effective tool to combat Chinese espionage. Investing in advanced analytical tools and hiring
additional experts in relevant fields will allow for a more thorough and timely review process—it
will also guarantee that CCP-backed hackers have fewer avenues to succeed.

As we face an ever-evolving landscape of foreign threats, it is imperative that we strengthen
Treasury Department defenses against Chinese espionage and CCP-sponsored cyber breaches.
We respectfully urge you to lend your strong support to CFIUS and its critical mission. Thank
you again for your attention to this important matter and we look forward to working alongside
you and President Trump’s Administration to protect our national security interests.

Sincerely,

TS5 Fk XD Lwsa

David Scott Frank D. Lucas
Member of Congress Member of Congress
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Elon Musk’s China
Threat

The shadow president has deep ties to the
Chinese dictatorship, and it shows. The risk
to national security is unimaginable.

BY RYAN COOPER FEBRUARY 10, 2025

1.4k
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WANG YE/XINHUA VIA AP

Elon Musk meets with Chinese Premier Li Qiang in
Beijing, April 28, 2024.
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Thus far in President Trump’s second term, shadow
president Elon Musk’s rampage through America’s basic
constitutional structure has gotten extensive coverage in
the press. It is becoming clear that Musk and his goon
squad of tech bros in their early twenties are attempting
to seize direct control of the system by which the federal
government disburses more than $5 trillion in payments
annually, apparently so they can pick and choose who
and what gets funded. And they have rifled through
personnel files, scientific data involving health care and
the environment, and bunches of other government
information, for purposes of either propaganda or
opposition research.

But there is another aspect to Musk’s rule in Washington
that is partly flying under the radar: the national-
security threat, particularly regarding China. Musk has
huge and extensive connections to the Chinese
dictatorship, both personally and through his
businesses, and he has a long history of bending over
backwards to appease its desires.

More from Ryan Cooper

Now, national security has often been the justification
for terrible crimes in American history—illegal
surveillance, toppling democratically elected
governments, wars of aggression, and so on. But that
doesn’t mean the idea is meaningless. Nations like
Russia, North Korea, and yes, China have carried out
espionage attacks on the United States government and
American citizens alike. It doesn’t make one Paul
Wolfowitz to think that a man subject to stupendous
influence from a sinister foreign dictatorship should not
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have unilateral control over the Treasury Department’s
payments system.

Musk’s ties to China largely revolve around Tesla. The
company’s largest factory is in Shanghai, where it
produces half—over 900,000—of its vehicles sold
worldwide. One source estimated that nearly 40 percent
of Tesla’s battery supply chain relied on Chinese
companies, and those relationships are growing. In 2022,
Tesla opened a showroom in Xinjiang, where China is
conducting a cultural genocide against its Uyghur
minority. Tesla then built a large battery factory in 2024,
also in Shanghai. It seems Musk likes the hyper-
repressive Chinese labor system; he praised his Chinese
employees for burning the “3 a.m. oil” in 2022.

Tesla has also received large government subsidies, both
tacit and explicit, from the Chinese state. It was the first
and so far only foreign car company allowed to operate
by itself in the Chinese market, as opposed to others like
Volkswagen that had to form a joint venture with a
Chinese company. Tesla has also secured more than half
abillion dollars in loans from state-owned banks there,
as well as a 10 percentage point break on its corporate
tax rate that lasted until 2023.

1
Tesla has received large

government subsidies, both
tacit and explicit, from the
Chinese state.

It’s not a coincidence that China is also Tesla’s largest
market, and indeed has become more important to the
company of late. While sales fell in Europe and the U.S.
last year, and appear to be falling faster since Trump was
elected (which is surely driven in large part by Musk’s
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Nazi antics), Tesla sold 657,000 cars in China in 2024—an
increase of about 9 percent.

Given Tesla’s heavy dependence on its Chinese
investments, Musk’s support for Trump’s attack on Joe
Biden’s climate policies makes more sense. While Tesla’s
U.S. sales will suffer if the EV tax credit in the Inflation
Reduction Act is reduced, its competitors will likely
suffer more, because their EV investments are still in the
early stages. But more importantly, the IRA contains
requirements that EV components be sourced in North
America if they are to receive the EV tax credit, which
tighten over time. EVs could not qualify if they had
batteries sourced from China in 2024, which was to
extend to minerals in 2025, and graphite and other
materials in 2027.

Trump has illegally blocked IRA funding, and has
promised to repeal the law entirely. Whether he could

get that through the Republican majority in Congress is
an open question, but it may not matter if Musk simply
seizes control of the IRS. Should that happen, the
benefits for Tesla would be substantial, as it would not
have to reshore any of its production.

Musk was also seemingly responsible for removing a
number of controls on investment in China in the most
recent government funding bill. Back in December, he
personally blew it up out of nowhere with dozens of
frantic posts on Twitter/X, and when a new version came
through, wouldn’t you know it, the controls were gone.

It similarly comes as no surprise that Musk has
repeatedly praised China, and even offered support for
its foreign-policy objectives. He has personally met with
top Chinese officials and businessmen on many
occasions over the years, including Chinese Premier Li

Qiang, who personally gave Musk a Chinese green card at
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Tesla’s Shanghai factory, and President Xi Jinping. In
2022, Musk said Taiwan should be deemed a Hong
Kong-style “special administrative zone” of China, for
which he was thanked by the Chinese ambassador. In
2023, he said on CNBC there is a “certain inevitability”
about China’s goal of annexing Taiwan, and later that
year said on a podcast that the island is an “integral part”
of China. In 2024, Vladimir Putin reportedly asked Musk
to not activate Starlink internet over Taiwan as a favor to
China, and later SpaceX told its Taiwanese suppliers to
leave the island.

During the 2024 campaign, Trump promised harsh
tariffs on China as high as 60 percent or even more. After
the election, The Wall Street Journal reported that
Chinese officials were hoping that Musk would “ward
off” these policies. After taking office, Trump attacked
Mexico and Canada instead with 25 percent tariffs
(though these have been paused for the moment), while
China got just 10 percent. He has also frozen all foreign
aid, including to Taiwan. Coincidence? I think not.

It should also be mentioned that Chinese law states that
any company operating in China must hand over any
data the government wants without question.

Finally, aside from Musk’s titanic conflicts of interest
and close ties to hostile foreign powers—which would
unquestionably disqualify any ordinary person from
even the lowest security clearance—there is the
vulnerability he and his adolescent goon squad are
creating by making so many wild, abrupt changes.

A big reason that changes to U.S. government computer
systems have always been done slowly and carefully is
the need to avoid opening up holes in their security
systems. Even a small change can let in hackers, from
foreign governments to simple criminals. Indeed, the
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Treasury Department announced in December that it
had been hacked by Chinese spies. Letting some fascist
tech bro who is convinced everyone but himself is an

idiot thrash around in the code of key government
systems is so insane that even China itself might think
twice about doing so—they’d want to steal data and
money, not risk breaking a fifth of the American
economy. “This is the largest data breach and the largest
IT security breach in our country’s history—at least
that’s publicly known,” one federal IT expert told The
Atlantic.

America is getting a painful, bludgeoning lesson in why
there are so many federal rules around ethics, foreign
associations, and security. The government is supposed
to be accountable to the people, not the personal
plaything of one ultra-billionaire and whatever dictators
might be able to twist his arm.

RYAN COOPER

Ryan Cooper is the Prospect'’s
managing editor, and author of 'How
Are You Going to Pay for That?: Smart
Answers to the Dumbest Question in
Politics. He was previously a national correspondent for
The Week.
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ANALYSIS

China May Welcome Elon Musk’s Cuts

The tech mogul’s Department of Government Efficiency has targeted some of
Beijing’s bugbears.

(e
%4

By James Palmer, a deputy editor at Foreign Policy.




160
FEBRUARY 18, 2025, 4:57 PM ] View Comments (0}

Elon Musk’s assault on U.S. federal government capabilities has been met with glee
from Chinese nationalists and state media. Musk’s Department of Government
Efficiency has targeted some of Beijing’s bugbears, such as the U.S. Agency for
International Development (USAID) and the National Endowment for Democracy.
(NED).

Multiple groups monitoring Chinese

influence or human rights abuses have Trump’s Second Term
also been forced to freeze activities after Ongoing reports and analysis

losing federal funding. Musk, who has

extensive business ties to China, has
echoed conspiracy theories about USAID and NED that are also promoted by Beijing
and Moscow.

This approach marks a stark contrast with Trump’s first term, during which China
hawks and aspiring cold warriors dominated. However, while the Trump administration

freezes Chinese monitoring programs, closes down key cybersecurity programs, and
purges the FBI, it is also throwing out moves that target Beijing.

Aside from fresh tariffs on Chinese goods and threats of more tariffs, U.S. intelligence is
now promoting lab leak theories about the origins of COVID-19. But the major
provocation is the U.S, State Department dropping language on its Taiwan fact sheet
saying that Washington doesn’t support Taiwanese independence, which has sparked a

furious Chi )

Read more in today’s China Brief: Xi Se
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James Palmer is a deputy editor at Foreign Policy. X: @BeijingPaliner
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THE CONVERSATION

Acadermic figor, journalistic flsir

Elon Musk meets with Chinese Premier Li Qiang in Beijing on April 28, 2024. Wangye/Xinhua News

How Elon Musk’s deep ties to — and admiration for — China
could complicate Trump’s Beijing policy

Published: February 24, 2025 &:41am EST

Linggong Kong
Ph.D. Student, Auburn University

Elon Musk holds an gutsized influence in the new Trump administration.

As head of his Department of Government Efficiency, or DOGE, the world's wealthiest man has
enjoyed nearly unfettered political power in slashing and refashioning the federal government as he
sees fit. And it has quickly become clear that he has the president’s ear on issues beyond that brief.

But on one topie, Musk stands somewhat apart from others in the coterie of aides and advisers around
Trump: China. In contrast to the many hawks in the new Trump cabinet who call for a hard-line
approach on China, Musk is a striking outlier.

As an expert on China-U.S. relations who has monitored Musk’s views on China, I don’t find his long
history of espousing pro-Chinese sentiment surprising, given that he has sought throughout to geta_
business hold in the country.
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But those entanglements are worth scrutiny, given Musk’s role in the Trump administration at a time
when one of America’s biggest foreign policy challenges is how to ge its relationship with

Musk’s journey to the East

For years, Musk has had significant business interests in China, with Tesla’s Shanghai factory, Tesla
Giga Shanghai, playing a crucial role in the company’s global operations.

Since its opening in 2019, the Shanghai plant has surpassed Tesla’s Fremont, California, facilify in
both size and produectivity, now of the company’s global deliveries and a

majority of its profits. Moreover, nearly 40% of Tesla’s battery supply chain relies on Chinese
companies, and these partnerships continue to expand.

Elon Musk walks with Shanghai Mayor Ying Yong during the groundbreaking ceremony for a Tesla
factory in Shanghai on Jan. 7, 2019. STR/AFP via Getty Images

Notably, Tesla was the first foreign automaker permitted to establis

local partner, following a change in ownership regulations. The Shanghal factory was constructed with
the support of US$1.4 billion in loans from Chinese state-owned banks, granted at favorable interest
rates.

Between 2019 and 2023, the Shanghai government also provided Tesla with a reduced corporate tax
rate of 15% — 10 percentage points lower than the standard rate.

The cost advantages of manufacturing in Shanghai, which include lower production and labor
expenses, have further cemented Tesla’s reliance on the Chinese market.

Given that Musk's wealth is largely tied to Tesla stock, his financial standing is increasingly dependent
on the company’s fortunes in China, making any potential disengagement from the country both
economically and strategically challenging.
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Tesla’s continued investment in China underscores this dependency. On Feb. 11, 2025, the company
opened its second factory in Shanghai — a $200 million plant that is set to produce 10,000 megapack
batteries annually. It's the company’s first megapack battery factory outside the U.S..

This investment deepens Tesla’s presence in China amid a new wave of U.S.-China trade tensions. On
Feb. 1, the Trump administration imposed a 10% tariff on Chinese imports, prompting Beijing’s
retaliation with tariffs on American coal, liquefied natural gas, agricultural equipment and crude oil.

A Chinese fan

It remains unclear to what extent Musk’s financial interests in China will translate to real influence
over the Trump administration’s policy toward Beijing. But Musk’s long history of pro-China remarks
suggests the direction he wants the administration to move.

During his visit to Beijing in April 2024, Musk praised the country, noting also: “Lalso have a lot of
fans in China — well. the feeling 1

His admiration appears to hinge in part on how he views business and labor practices in China. In
that vein, Musk has criticized American workers as lazy and has faced U.S. labor law disputes, while
simultaneously praising Chinese workers for “burning the 3 a.m. ¢il” under an intensely repressive
labor system.

In numerous posts on the social media platform X, formerly Twitter, which he owns, Musk has also
praised China’s infrastructure and high-speed rail system, lauded its space program, applauded its
leadership in global green energy initiatives and urged his followers to visit the country.

Musk has also opposed U.S. efforts to decouple from China, describing the countries’ economies as
“conjoined twins,” despite a sizable part of the foreign policy establishment in the West viewing
decreased dependency on China as necessary for security interests amid rising geopolitical tensions.

On the issue of Taiwan, the most dangerous flashpoint in U.S.-China relations, Musk has compared
Taiwan to Hawaii, arguing that it is an integral part of China and noting that the U.S. Pacific Fleet has
prevented mainland China from achieving reunification by force.

Musk further suggested that the Taiwan dispute could be resolved by allowing China to establish
Taiwan as a special administrative zone, similar to Hong Kong.

His remarks were shared and welcomed by China’s then-ambassador to the U.S., who, ina post on X,
emphasized China’s so-called peaceful unification strategy and advocated for the “one country, two
systems” model.

Trump’s back-channel envoy?
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The big question going forward is how Musk’s financial stakes in, and stated admiration for, China
will translate into attempts to influence the U.S. administration’s China policy, particularly given
Musk’s unconventional advisory role and the strong faction of anti-China hawks in Trumpworld.

Given Musk’s approach to China, it's hard to see him not trying to use his influence with the president
to push for somewhat warmer relations with Beijing.

If such counsel were heeded, it’s easy to envision Musk leveragmg his deep ties to China, partxm]a.rly

was the Shanghax party chief when Tesla’s factory was built. In the scenario, Dcmald Trump could tap
Musk as a back channel for diplomacy to ease U.S.-China tensions and facilitate bilateral cooperation
when needed.

To this point, it was, perhaps, telling that it was Musk who met with China President Xi Jinping's
envoy to Trump’s inauguration, Vice President Han Zheng, on the eve of the event.

But it's far from certain that Trump wants that diplomatie role for Musk, or that other voices won't
win out with regard to Beijing. In his first term, Trump launched an unprecedented trade war and
tech blockade against China, fundamentally reshaping U.S.-China relations and pushing the U.S.
toward something of a bipartisan consensus to counter Bejjing that has existed for several years.

Trump's tariff moves and second-term picks for top trade and commerce roles, like Peter Navarro and
Jamieson Greer — who played key roles in the trade war against China during the president’s first
term — suggest that Trump's commitment to further decoupling from China remains strong.

Furthermore, Musk’s business interests and personal wealth tied to China could leave him vulnerable
to Chinese influence. By leaning on Musk’s close ties with Trump, China could use his dependence on
the Chinese market as a bargaining chip to pressure Trump into making concessions on issues of
major strategic importance to Beijing.

China has a history of coercing foreign companies reliant on its market into making compromises on
matters concerning its national interests. For instance, Apple removed virtual private network apps
from its app store in China at the government’s request. Similarly, Tesla could face comparable
pressure in the future if Beijing wants to use Musk as a cudgelto influence puhcymthe Trump
administration. Notably, as the head of DOGE, with access

Musk could find himself caught between U.S. security scrutiny and China’s strategic targeting.

So long as Musk retains the influence with Trump that he holds now, it’s conceivable that his pro-
China sentiments will translate into attempts to influence government policy. Yet even if this is to be
the case, whether those efforts succeed will depend on the president and his other advisers, many of
whom are seeking an aggressive front against Beijing and are likely to view Musk as an impediment
rather than ally in that fight to come.
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Global Democracy

Elon Musk: A Chinese Puppet?

Pleasing the Chinese leadership is key to Musk’s business fortunes. Tesla's stock price is
key to his wealth and it faces daunting competition in China and beyond from BYD.

January 23, 2025

By George R. Tyler

® f ¥ in ©

Credit; Frederic Legrand - COMEO / Shutterstock com

The most influential courtier around the Oval Office, Elon Musk, has compelling sway
with Donald Trump.

Two highly transactional operators :I
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The way how both men approach the China issue is a pivotal factor in determining the
degree to which the U.S. national interest as well as U.S. national security interests may
be compromised, if not hollowed out.

The principal reason for that is that Trump and Musk both base their own interests and
benefits calculations on their very personal vantage point.

The grave deficiencies of a transactional presidency

As far as Donald Trump is concerned, his decision-making on TikTok shows that he lacks
acumen, is willful and careless — grave deficiencies of a transactional presidency.

Trump’s recent U-turn on TikTok demonstrates that lobbying, personal advantage and
grifting outweigh genuine national security concerns — a recurring pattern with him.

While Trump pretends to rebel against “the deep state,” in reality he seeks to be devoid
of any institutional restraints.

Why Elon Musk is de facto a Chinese puppet

Musk has enormous business interests in China. Much of his wealth is tied up in Tesla
stock which, in turn, is dependent on the good will of Chinese officials. After all, Chinese
customers account for 40% of Tesla’s global sales.

Indeed, pleasing the Chinese leadership is especially important to Musk at this moment
with Tesla facing daunting competition from the Chinese EV favorite, BYD.

Subservient to Xi to keep Tesla stock up

To keep Tesla stock buoyant, Musk needs both Trump and Chinese President Xi Jinping’s
help. That, in effect, means preventing a Trump trade war.

No surprise then that Musk furthered his own business interests by pleasing Chinese
officials when he convinced Trump to have prohibitions on outbound U.S. investment in
key Chinese strategic sectors like Al removed from the December 19, 2024 U.S. budget

bill.
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Viewed in that context, nobody can be surprised that Elon Musk has even urged that
Taiwan be surrendered to China. Unsurprisingly, important U.S. conservatives are now
disputing his agenda.

Musk: Politically toxic in Europe

Pleasing Xi and China is especially important in light of Musk’s increasing toxicity to
prospective EV buyers in much of Europe.

Those well-to-do customers, who consider themselves upstanding and politically,
socially as well as environmentally conscious citizens, must be disturbed by Musk’s
political recent declarations.

Whitewashing the right-wing extremist, pro-Putin AfD political party in Germany
certainly flies in the face of many Tesla EV owners there.

Musk as a U.S. national security risk

That Musk’s dependence on China makes him a significant national security risk is a fact
that is even acknowledged by U.S. Republicans.

In May 2023, for instance, Vivek Ramaswamy — initially his partner in crime at the DOGE
office — warned that “Tesla is increasingly beholden to China.”

He added that “I have no reason to think Elon won’t jump like a circus monkey when Xi
Jinping calls in the hour of need.”

Ramaswamy also referred to Musk as a Chinese puppet when posting on X that “the
United States needs leaders who aren’t in China's pocket.” No real wonder then that the
two men recently parted ways on the DOGE project.

Takeaways

* Trump and Musk both base their own interests and benefits calculations on their very

personal vantage point.
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* While Trump pretends to rebel against “the deep state,” in reality he seeks to be devoid
of any institutional restraints.

* Pleasing Xi and China is especially important in light of Musk’s increasing toxicity to
prospective EV buyers in much of Europe.

* Whitewashing the right-wing extremist, pro-Putin AfD political party in Germany
certainly flies in the face of many Tesla EV owners there.

* That Musk’s dependence on China makes him a significant national security risk is a
fact that is even acknowledged by U.S. Republicans.

Author

George R. Tyler
Economist George R. Tyler is the author of “What Went Wrong” and “Billionaire Democracy:
The Hijacking of the American Political System” and is a former Deputy Assistant Treasury
Secretary. Follow him @georgertyler

[ oemocracy| | ponaLo Trume | [ eon usk | [ unieD STATES

READ PREVIOUS



170

Trump’s Threat to Freedom and Democracy
January 20, 2025
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secrets-national-security-russia-doge.html

GUEST ESSAY

Elon Musk Is a National Security Risk

Dec. 29, 2024

P Listento this article - 6:18 min Learn more

By Russel L. Honoré
Lt. Gen. Honoré retired from the U.S. Army in 2008.
It is now fair to ask the question: Is Elon Musk a national security risk?

According to numerous interviews and remarks, Mr. Musk’s Department of
Government Efficiencv en-leader Vivek Ramaswamv once anneared tn helieve he

a)
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By Russel L. Honoré
Lt. Gen. Honoré retired from the U.S. Army in 2008.

It is now fair to ask the question: Is Elon Musk a national security risk?

According to numerous interviews and remarks, Mr. Musk’s Department of
Government Efficiency co-leader, Vivek Ramaswamy, once appeared to believe he
was. In May 2023, Mr. Ramaswamy went so far as to publicly state, “I have no
reason to think Elon won’t jump like a circus monkey when Xi Jinping calls in the
hour of need,” a reference to China’s leader. In a separate X post targeting Mr.
Musk, he wrote, “the U.S. needs leaders who aren’t in China’s pocket.”

Mr. Ramaswamy has since walked back his numerous public criticisms of Mr.
Musk, but he was right to raise concerns. According to news reports, Mr. Musk and
his rocket company, SpaceX, face federal reviews from the Air Force, the Defense
Department’s Office of Inspector General and the under secretary of defense for
intelligence and security for failing to provide details of Mr. Musk’s meetings with
foreign leaders and other potential violations of national-security rules.

These alleged infractions are just the beginning of my worries. Mr. Musk’s
business ventures are heavily reliant on China. He borrowed at least $1.4 billion

S T T [N U R I S Y N O L N T
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US Department of State

Networked Capacity-Building with Latin-American Journalists to Counter PRC Influence
September 29, 2023 - September 30, 2025

$741,887 (Currently subject to Stop Work Order per Executive Order #14169)

US Department of State — Bureau of International Organizations

To Analyze PRC initiatives to redesign the international system to serve China’s interests
October 1, 2024 — March 30, 2026

$250,000 {Currently subject to Stop Work Order per Executive Order #14169)

US Embassy Kuwait

China in MENA Information Series
October 1, 2021~ March 31, 2023
$176,285

US Embassy Serbia

Promoting Responsible Trade and Foreign Direct Investment in the Western Balkans
January 1, 2025 - November 30, 2026

$489,970 (Currently subject to Stop Work Order per Executive Order #14169)

US Department of State Bureau of International Security and Nonproliferation

Building Coalitions of China Scholars in Europe and the Indo-Pacific to Stymie PRC Efforts to Obtain
WMD-Enabling Technology

October 1, 2024 - December 31, 2025

$700,000 (Currently subject to Stop Work Order per Executive Order #14169)

Defense Threat Reduction Agency

Bridging Asian and European Perspectives on Deterrence: Establishing a Track 1.5 Strategic
Dialogue Among US Allies on Extended Deterrence in Context of a Rising China

February 1, 2022 - January 31, 2023

$199,933

Defense Threat Reduction Agency

Integrated Deterrence of Limited Adversary Nuclear Use in Simultaneous East Asian Conflict
March 1, 2022 - November 31, 2022

$180,081

Defense Threat Reduction Agency
Tabletop Exercises on Integrated Deterrence on Adversary Limited Nuclear Use in East Asia
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March 21, 2022 —March 21, 2023
$197,365

Defense Threat Reduction Agency

Building Coalitions to Counter WMD Threats in the Indo-Pacific
April 25, 2023 ~ August 16, 2024

$1,246,913

Defense Threat Reduction Agency

Adapting US Strategy to Account for China’s Transformation into a Peer Nuclear Power
June 26, 2023 - june 27, 2024

$200,762

Defense Threat Reduction Agency

Limited Nuclear Attack in East Asia: Preparing and Responding with Allies and Partners
July 25, 2024 - July 25, 2025

$605,861

Defense Threat Reduction Agency

Aligning US, Indo-Pacific, and European Allies on Deterring and Defending Against WMD Threats in
the Indo-Pacific: A Strategic Dialogue

September 23, 2024 ~ September 23, 2025

$263,013

Office of Net Assessment

Hyper-Globalization, Multi-Complexity, and the Evolving Global Order
August 6, 2024 - August 25, 2025

$199,942

European Command

A “No Limits Partnership”: Sino-Russian Relations in an Era of Strategic Competition
July 30, 2024 - July 2025

$160,000
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Foreign Funding

Taipei Economic and Cultural Representative Office
Cross-Strait Seminar Series and Strategy Report
January 1 2024 - December 31 2024

$130,000

Taipei Economic and Cultural Representative Office
Cross-Strait Seminar Series, Strategy Report, and Study Trip
January 1 2023 —December 31 2023

$210,000

Taipei Economic and Cultural Representative Office
Cross-Strait Seminar Series and Strategy Report
January 1 2022 - December 31 2022

$120,000
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Introduction

Over the next decade, U.S. policymakers will wrestle over geopolitical challenges
with implications for American technological innovation. Clear and specific
direction from policymakers, transparent decision making, and the development

of long-term strategies to invest in and support companies in the United States are
foundational to promoting U.S. economic security. The technology sector represents
around 10% of the U.S. Gross Domestic Product (GDP), directly employs nine million
Americans, and accounts for roughly 32% of the market capitalization of the S&P 500.
Developing, manufacturing, and delivering the technology goods and services that
enable industries from energy to healthcare to financial services and support critical
government missions requires U.S. companies to leverage global markets and
supply chains.

The strength of the innovation economy bolsters the broader U.S. economy and drives the U.5.'s
competitive advantage in tools and capabilities that underpin U.5. national security, such as
semiconductors, artificial intelligence, quantum technologies, and advanced manufacturing. Both the
technology sector and U.S. economic security depend on smart and stable government policy that
supports American innovation and ingenuity. In this paper, ITl endeavors to define U.S. economic security,
identify what U.5. economic security policy can and should achieve, and provide recommendations for
policies that will foster U.S. economic security.

What is economic security?

Economic security encompasses elements of the economy that affect stability, technological
competitiveness, and resilience — each enabling the U.5. government to better protect national security
and assert international influence.

Sound economic security policies can help the U.S. prevent, mitigate, and recover from risks and shocks
such as wars, cyberattacks, pandemics, and natural disasters.

To develop effective economic security measures, U.S. policymakers should collaborate closely with the
private sector to develop a joint understanding of risks and shape appropriate solutions and strategies
tailored to addressing those risks.

6 ITI Promoting Innovation Worldwide www.itic.org 3
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What is the ideal end state for U.S. economic security?

The ideal end state represents an environment in which the global success of American and multinational
companies operating in the U.5. strengthens domestic manufacturing, job growth, technological
development, and, by extension, national security. Specifically, sound U.5. economic security policy
should create an environment that:

+ Supports technological leadership and innovation, while working with the private sector to safeguard
critical technologies.

* Fosters research and investment, while enabling U.S. companies to invest and expand into global
markets and bring knowledge and talent to the United States.

* Promotes supply chain diversity, stability, and resilience, where the private and public sectors partner
to understand and mitigate strategic supply chain vulnerabilities and identify areas that will have
concrete national security benefits and limited adverse economic consequences.

ITI presents the following recommendations to policymakers for strengthening U.S. economic security

by fostering a resilient and innovative information technology industry. The three pillars cover economic
growth through trade and strategic technology investments; growing U.S. advantages in global technology
and competition with China; and investment reviews and sanctions.

I. Economic Growth - Trade and Strategic
Technology Investments

America's most innovative technologies develop from a stable, robust, diverse,
and interconnected global landscape of markets, innovators, and suppliers.
Successful economic security policies will revitalize and strengthen supply
chains and allow businesses operating in the United States to leverage the global
landscape to enhance the competitiveness of their products, services, and the
American workforce.

H Reinvigorate U.S. trade leadership and open new markets to support economic
security and competitiveness.

Pursuing trade opportunities secures U.S. exporters’ access to foreign markets and encourages
investment and manufacturing in the United States, contributing to reductions in the trade deficit
and growing the U.5. economy. ITl encourages the U.5. government to negotiate robust, binding
commitments that facilitate trade through new strategic and targeted bilateral and multilateral
marlket access agreements to enable U.S. companies to compete on an even playing field. During
President Trump's first term, the United States Trade Representative (USTR) set the gold standard
for digital trade commitments through negotiation of the United States-Mexico-Canada Agreement
(USMCA) and the U.5.-Japan Digital Trade Agreement.

6 ITI Promoting Innovation Worldwide www.itic.org &
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Securing market access allows U.S. exports to reach a global marketplace, further strengthens supply
chains by making them more resilient, and increases U.5. exports. Trade commitments should aim to
reduce tariffs, secure non-discriminatory treatment of goods and services, promote acceptance of
international certification and conformity assessments (instead of requiring country-unique reviews),
and counter local content requirements.

The government should carefully consider any new tariffs or other restrictions on trade to avoid
actions that would harm the domestic economy or undermine global competitiveness of firms
operating in the U.S., such as tariffs on manufacturing inputs and components, or technology
products and services that are essential for companies and workers across the economy.
Policymaleers should also develop a comprehensive, fair, transparent, and consistent review and
exclusion process to regularly consider the real-world effects of any tariffs and to adjust policies
as needed.

H Driving innovation and economic growth through research and development for
semiconductors, Al, quantum, and beyond.

The U.5. should bolster companies and academic institutions that discover and build the
technologies of the future, including artificial intelligence (Al) and quantum information science. One
near-term priority should be restoring the immediate tax deduction of research and development
expenses to drive innovation and create high-wage jobs in the United States. Since 2022, the U.5. has
become a less attractive place to innovate, because companies must now amortize R&D expenses
over five or fifteen years rather than expense them in the year they occur. ITl also encourages

the U.S. government to continue, if not increase, federal funding for research and development,
particularly into key basic, foundational, and applied research areas such as quantum/atomic

-scale semiconductor manufacturing, explainability and interpretable Al systems, and exploring
alternatives to critical minerals such as gallium nitride and silicon carbide.

Semiconductors are the building blocks of the modern digital economy and a strategic asset for any
country’s economic and national security. Since the enactment of the bipartisan CHIPS and Science
Act in 2022- which was itself a product of the discussions during the first Trump Administration

- total public and private investment in the U.S. has exceeded $300 billion, supporting over
115,000 jobs in direct manufacturing and construction. As markets vie to develop cutting-edge
chip technology, U.S. policymakers must continue to prioritize investing in domestic semiconductor
leadership. The investments made today by the private sector and government are sowing the seeds
for a robust semiconductor manufacturing and R&D ecosystem, one example being the successes
of the SMART USA (Semiconductor Manufacturing and Advanced Research with Twins USA) Institute
for Digital Twins at NIST. Policymalkers should also consider investments in other foundational
components of the information communications ecosystem, such as printed circuit boards and
critical minerals.

To this end, President Trump and his team should work with Congress to improve the CHIPS program
by pursuing meaningful permitting reform and streamlining reporting requirements to help facilitate
these multi-billion-dollar investments. Policymakers should also pursue the extension of the 25%
investment tax credit beyond December 31, 2026, expanding it to include research and design.

6 ITI Promoting Innovation Worldwide www.itic.org 5
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These strategic efforts will help unleash American innovation, make the United States a more
competitive investment destination for multi-year, multi-billion dollar projects, and ultimately help
sustain U.5. Al leadership.

U.S. leadership in quantum technologies is vital given their potential to enable groundbreaking
capabilities in health, sciences, and cybersecurity. Development of these technologies requires
up-front investment with benefits that may not be immediately apparent. Congress must support
the development of these crucial technologies because of their strategic economic and security
value. Congress should reauthorize federal research and development activities under the National
Quantum Initiative Act and require the National Quantum Initiative Advisory Committee to assess
continued United States advancement in quantum technologies. Simultaneously, the U.S. must
prepare to defend against quantum-enabled risks by advancing the adoption of post-

quantum cryptography.

Federal research and development efforts for Artificial Intelligence (Al) such as the National Artificial
Intelligence Research Resource (NAIRR) allow 3 wide variety of U.S. stakeholders to leverage shared
resources to advance Al research, fueling American innovation by opening advanced tools and
compute power to America’s best and brightest and maximizing their impact. The creation and
uptake of guidance and metrics, such as the NIST Al Risk Management Frameworl, are also vital to
maintaining U.S. leadership in establishing global rules for the development and deployment of
innovative Al systems.

u Building a resilient energy infrastructure for Al innovation.

As both the public and private sector develop and adopt emerging technologies, including Al and
high-performance computing, the demand for energy to power these solutions will increase. Existing
infrastructure will not support this increased demand long term. To meet this surge in demand and
maintain the U.S. position as the global leader in Al development, governments at all levels must
plan for and invest in solutions that support the data centers responsible for powering the modern
technologies needed to bolster U.5. economic security. This includes increasing access to a diverse
and resilient energy supply, as well as building out the robust and reliable energy infrastructure
underpinning the development of next-generation American innovation.

Federal, state and local permitting processes are unnecessarily burdensome and have blocked or
delayed new energy projects across the United States. The Administration should work with Congress
to streamline permitting processes to accelerate critically needed upgrades to American energy
infrastructure, especially for projects that modernize the aging U.S. electric grid and facilitate the
deployment of advanced nuclear, including small modular reactors.

The Administration should expedite the processes that enable energy development and interregional
transmission line siting, facilitate critical mineral access, and reform the laws that allow projects

to be derailed or delayed by potentially frivolous lawsuits. The Administration should adopt a long-
term strategy for ensuring a sufficient energy supply to meet the government's growing

power needs.
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II. Growing U.S. Advantages in Global Technology
and Competition with China

American companies leverage global markets for developing and selling

their products. Export controls are an essential tool for promoting economic

security but should not be deployed in a way that undermines U.S. technological
competitiveness, supply chain resiliency and stability, or the government's access to
leading edge technologies.

It is important to ensure that export controls, and other review authorities, realize
economic security objectives through a process of robust stakeholder engagement
during development and implementation, provide sufficient transition periods, and
are based on clearly identified national security objectives.

n Export controls should be targeted, rendered multi- or plurilateral, tied to a
specific end-user and/or end-use, and aimed at the most sensitive technologies.

Export controls should focus on non-commercial technologies, with considerations for dual-

use technologies that have direct military or intelligence applications. Overly broad controls on
technology, particularly products with broad commercial applications, undermine the ability of

the U.5. to remain competitive in the global marketplace, and failure to multilateralize controls
leaves market openings for non-U.S. competitors to fill. History has shown that when technology

of comparable quality, quantity, and cost is available outside the U.S, even bilateral controls are

not effective in preventing “end users of concern” from acquiring or developing the capabilities
enabled by controlled technology. The consequence of such overly broad controls is thus to limit U.S.
companies’ global competitiveness and their ability to lead in the development of core technologies
without effectively addressing the underlying security concern.

Recognizing the inherent harm to U.S. companies, unilateral controls should only be used in the

most extreme of national security circumstances —and must take into account foreign availability.
The Bureau of Industry and Security (BIS) should revise existing unilateral controls until the
Administration can reach multilateral or plurilateral agreements so as to more effectively address the
underlying security concerns without putting U.S. companies at a competitive disadvantage.

E Increase speed, transparency, and predictability in export license determinations
and consistency in license requirements.

While a 1996 Executive Order sets the timelines for the license process at nine days for the referral
decision and 30 days for the approval decision, ITI recommends that Congress codify the process to
bring greater certainty to the licensing determinations. Large electronics manufacturers plan their
production cycles months or years in advance, making delays in export license determinations a
significant issue.
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When partners and customers doubt the reliability of U.S. suppliers, or the conditions placed on
licenses by the U.S. government are overly burdensome so as to not be economically viable, they
take their business to foreign suppliers, which not only harms companies in the U.S. but also affects
the U.S." position as the world’s leading innovation economy.

Further, IT| encourages the government to report on license determinations, consistent with business
confidential rules, that take longer than the stated timeline in order to help inform future applicants
of factors which may delay a license determination. IT| also supports appropriate resourcing for
federal agencies handling any increased volume of license applications as a result of expanded
export control regimes. The effective administration of technology controls and export controls

will be critical to ensuring accurate outcomes and protecting against undue delays in reviews

and licensing.

Target implementation of the final rule for EQ 13873, Securing the
Information and Communications Technology and Services Supply Chain
(ICTS supply chain rule), ensuring that transaction reviews are linked to
discrete national security risks.

The Commerce Department should implement the final ICTS supply chain rule, which stems from
President Trump’s Executive Order 13873 and grants the Secretary of Commerce the authority to
review and/or unwind specific ICTS transactions that present a risk to national security. Although
the final rule offers some clarity of terms, the breadth of the rule coupled with the discretion
granted to the Secretary casts uncertainty over almost all ICTS transactions and could undermine
the stated national security objectives by severely hindering U.S. competitiveness. Successful
implementation of the rule should be risk-based and evidence-driven, and address identifiable,
material, and concrete national security risks directly tied to actionable threats articulated in U.S.
government intelligence or vulnerability assessments. It is noteworthy that the ICT Supply Chain Risk
Management Task Force working group on Threat Assessment catalogued a total of 188 supplier-
related threats, with country of origin being just one.

ﬂ Ensure the federal government has access to the best available and most cyber-
secure technology products by recognizing the benefits of diverse, stable, and
resilient supply chains.

ITI recommends avoiding overly restrictive domestic sourcing requirements that increase costs and
inhibit the government's access to innovative, cyber-secure technologies, which are often produced
through global supply chains. Leveraging diverse sources of supply mitigates risks related to single
points of failure. In contrast, the blanket application of restrictive domestic sourcing requirements
(such as "Buy American” requirements) to commercial technology works against America by
increasing overall costs as much as 25 percent while jeopardizing acquisition of commercial IT for
government use, including cutting edge cybersecurity products and services. The U.S. government
should have access to innovative and best-in-class technologies, which can be achieved by
leveraging global supply chains while employing risk-based approaches that are not based solely on
country of origin.

G ITI Promoting Innovation Worldwide www.itic.org &



184

February 2025

Established during the first Trump presidency, the Federal Acquisition Security Council (FASC)
addresses targeted supply chain risks posed throughout the government acquisition process.

The FASC review process appropriately relies on supply chain risk assessments to identify products
of potential concern. When necessary, the FASC is authorized to issue a recommendation for
excluding or removing the source of the concern from government networks. To reduce inefficiencies
and duplicative authorities throughout the government, ITI recommends realigning government
procurement-related supply chain risk management (SCRM) policy under the FASC. The FASC

should be held accountable for mission delivery and should serve as the sole entity responsible

for maintaining a list of problematic or banned ICT equipment for the purpose of

government procurement.

III. Investment Reviews and Sanctions

Capital investments, both inbound and outbound, are foundational to promoting U.S.
economic security, as they help companies in the United States diversify the supply
chain, engage the research and development ecosystem, and gather intelligence on
global market conditions. The global technology market remains highly competitive
and continued U.8. leadership in innovation will require the careful scoping of
national security tools to effectively address identifiable risks.

Strengthen economic ties with allies by establishing clear and targeted national
security criteria for reviewable investments.

Clarity in regulatory liability and security exposure is a critical element of a competitive global
supply chain and helping stakeholders understand risks and threats is essential. If a transaction

does not implicate a specific, identifiable threat or vulnerability to U.5. national security equities,

it should not be the subject of additional regulatory reviews. Overly broad investment restrictions,
whether through the Committee on Foreign Investment in the United States (CFIUS) or the Outbound
Investment Security Program will impede domestic and overseas investment in and by U.S.
companies and consequently decrease U.5. economic security.

Policymakers should be mindful of the economic security value of outbound investments, such as
knowledge acquisition of the current state of the technology, insights into competitor activities,
strengthened economic ties with allies, and access to global talent. As such, joint partnerships and
research collaboration should be assessed through the lens of both risk and benefits. U.S. tech
leadership is the product of knowledge exchange and industry collaboration, which is gained through
partnerships and access to peers and competitors globally. These business relationships - often in
the form of venture capital, investment, and joint ventures — can provide invaluable access to the
state of emerging technologies, transfer of knowledge to a U.S. firm, and access to global talent.
Without these mechanisms, U.S. companies will be forced to compete in a vacuum, threatening U.S.
innovation leadership.
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n Pursue a prospective sanctions approach and prioritize coordination with allies.

As the Administration and Congress consider how to administer and impose sanctions, ITI encourages
the prospective imposition of sanctions to facilitate company compliance. The U.S. government
should also prioritize close coordination with allies to ensure that sanctions meet their intended
objectives and do not inadvertently open market opportunities for competitors. Further, IT sees
value in fostering greater trust between industry and the Office of Foreign Assets Control (OFAC), so
that future dialogue can help companies comply with the various U.S. sanctions regimes and support
OFAC's administration of economic sanctions.

ﬂ Narrow and clarify criteria for outbound investment reviews.

While regulations prohibiting or requiring notifications for certain outbound transactions toolk effect
January 2, 2025, ITI understands there continues to be interest in taking actions related to outbound
investments. One approach could be codifying — with tweaks to provide greater clarity and more
targeted scoping - the final regulations implementing EO 14105, which directed Treasury to develop
regulations for reviewing and prohibiting certain outbound transactions. For example, policymakers
should focus investment reviews on decision makers’ (i.e., those with 50 percent investment or board
voting power) plans and knowledge when setting specific, timely and reasonable investment
scrutiny requirements.

Effective transaction review programs should include de minimis thresholds and clear lines of
coverage to create clarity for U.S. business activity and carve out ordinary business activities (e.g.,
intellectual property licensing, sales activities, etc.) as well as university-to-university and university-
to-company research collaborations. ITl cautions policymakers against establishing a parallel regime
to Treasury's Qutbound Investment Security Program, as that would significantly increase uncertainty
in the U.S. business community and have a chilling effect on investments that would otherwise
benefit U.5. technological leadership.

The Information Technols Industry Council (ITI)

the premier global advocate for technology,
representing the world’s most innovative
companies. We promote public policies and
industry standards that advance competition and
Promoting Innovation Worldwide innovation worldwide.
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Dear Ranking Member Waters,

We at The Washington Institute for Near East Policy thank you for the opportunity to submit a
statement for the record related to the hearing entitled, “Examining Policies to Counter China”
on Tuesday, February 25, 2025, Our Institute’s program on Great Power Competition and the
Middle East tracks China’s actions in the region closely in order to put forward policy
recommendations that will help the U.S. maintain its competitiveness in this important region.

Please see the following reports attached to this letter.

1. “Beijing’s Passive-Aggressive Middle East Policy,” Michael Singh, The Wall Street
Jowrnal, January 2024,

2. “China’s Security Presence in the Middle East: Redlines and Guidelines for the United
States,” Grant Rumley, The Washington Institute for Near East Policy, October 2022,

3. “North Africa in an Era of Great Power Competition: Challenges and Opportunities for
the United States,” Anna Borshchevskaya, Louis Dugit-Gros, Ben Fishman, Sabina

Henneberg, Grant Rumley, The Washington Institute for Near East Policy, May 2024.

4. *G42 and the China-UAE-U.S. Triangle,” Andrew Clemmensen, Rebecca Redlich, Grant
Rumley, The Washington Institute for Near Last Policy, April 2024.

5. “How Russia’s Invasion of Ukraine is Reshaping the Global Arms Market: Implications
for the Middle East and Beyond,” Grant Rumley, Louis Dugit-Gros, The Washington
Institute for Near Fast Policy, July 2023,

Thank you again for the opportunity to contribute to this important hearing,
Sincerely,

Grant Rumley

Meisel Goldberger Senior Fellow

Director, Glazer Foundation Program on Great Power Competition and the Middle East
The Washington Institute for Near East Policy
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OPINION  COMMENTARY

Beijing’s Passive-Aggressive Middle East
Policy

China doesn't aspire to lead the world, much less to establish peace, but
only to undermine the U.S.

By Michael Singh
Jan.28,2024 458pm ET

Xi Jinping and Palestinian Authority President Mahmoud Abbas in Beijing, June 14, 2023, PHOTO:
HUANG JINGWEN/ZUMA PRESS

Will China broker a resolution to the Israeli-Palestinian conflict? It is a question
nobody is asking, because the answer is obvious—not a chance. Yet after Beijing
hosted Iran-Saudi talks that led those two rivals to re-establish diplomatic
relations in March 2023, some observers wondered if China had supplanted the
U.S. as the Middle East’s diplomatic broker. Since Hamas’s Oct. 7 massacre,
China has put such illusions to rest: Beijing seeks not to be a leader, much less to
establish peace and stability, but merely to undermine the U.S.

During Mao Zedong’s rule (1949-76), China was a prime sponsor of Yasser
Arafat’s Palestine Liberation Organization. But under Deng Xiaoping, Beijing
made a priority of economic growth and identified Israel as a partner that could
provide essential military and general technology. The resulting courtship
culminated in China naming Israel its “innovative comprehensive partner” in
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2017, a distinctive status amid Beijing’s mere strategic partners, including the
Palestinian Authority and Iran.

As Beijing realized the benefits of wooing the Mideast’s most dynamic econony,
it recognized that supporting the PLO was a liability. While Chinese policy didn’t
exactly become pro-Israel, it sought the safe ground of inoffensive diplomatic
pablum. China’s 2021 four-point proposal on the Israeli-Palestinian conflict
reads like a ChatGPT summary of every think-tank piece on the subject. Beijing
revealed its true goals, however, with its checkbook. In 2021 Beijing announced a
donation of only $1 million in humanitarian aid for Gaza—less than many
Western businesses gave in the name of corporate social responsibility. That
same yeay, China invested more than $2 billion in Israel.

Yet with the rise of U.S.-China hostilities in recent years, Beijing’s tune on Israel
has shifted—and vice versa. After initially touting its economic partnership with
China, the Israeli government-—prodded in part by Washington—began to install
guardrails against Chinese investment in sensitive Israeli infrastructure
projects as well as on the transfer of dual-use technology. Trade and investment
between the countries has fallen as Jerusalem has come to see Beljing lessas a
backup great-power patron and more as a security threat.

At the same time, China began to regard Israel as collateral damage in its rivalry
with the U.S. During the 2021 Gaza conflict, Beijing used its chairmanship of the
United Nations Security Council to blast the U.S. for “standing on the opposite
side of mankind’s conscience and morality” by supporting the Jewish state.
Israel subsequently joined a statement to the U.N. Human Rights Council that
condemned China’s treatment of its Uyghur Muslim minority.

China has since doubled down on such actions. Beijing has allowed antisemitism
to flourish in Chinese media, especially social media, while declining to condemn
Hamas outright or allow information on the Oct. 7 attacks to be freely
disseminated within its borders. Meanwhile the Yemen-based Houthis have
mounted attacks on commercial shipping through the Guif of Aden and Red Sea
—which one might hope Beijing would see as a threat to its economic interests.
Yet China’s naval vessels, present in the region as an “antipiracy” task force, sit
idle. Its diplomats abstained from a U.N. Security Council resolution condemning
the strikes, and Beijing has paired its belated calls for the attacks’ cessation with
criticism of the U.S.-led response.

A China that aimed to replace the U.S.-led international order with one of its own
devising might see the Gaza conflict as an opportunity to act. The Brics bloc of
emerging economies—Brazil, Russia, India, China and South Africa—or the
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Shanghai Cooperation Organization could organize a peace effort. China’s navy
could escort container ships through the Bab el-Mandeb Strait after, say, a stern
phone call from Beijing to Tehran. A China interested in being the region’s go-to
diplomatic broker would be cultivating Benjamin Netanyahu’s government,
which is ideologically at odds with the Biden White House, in hopes that
Jerusalem might turn to Beijing as an alternative patron.

But China is doing none of that. Its conduct shows that it is less interested in the
success of its own injtiatives than in the failure of Washington’s, The real threat
to U.S. interests in the Mideast isn’t rising Chinese influence but the evosion of
our own. What Beijing wants isn’t a world led by China, but simply one not led by
the U.S. Washington shouldn’t accept that.

Mr. Singh is director of the Glazer Program on Great Power Competition and the
Middle East at the Washington Institute for Near East Policy.

Appeared in the January 28, 2024, print edition as ‘Befjing’s Passive-Aggressive Middle FEast
Policy”.
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Avyear after the U.S. Department of Defense
described long-term strategic competition with
China as a "principal” priority for the U.S, military,
China released its 2019 paper “National Defense

in the New Era.” The document notes that
“international strategic competition is on the

rise,” and blames the United States for provoking
“intensified competition among major countries.”
Spotlighting the need for the Chinese military to
protect its overseas interests, the paper describes
efforts to build “far seas forces” and develop
“overseas logistical facilities” as key 1o its strategic
goals.® Since the release of the paper, Chinese
officials have repeatedly emphasized the need to
defend the country's interests abroad. In June 2022,
Chinese president Xi Jinping approved a broad set of
“trial outlines” that China claims provide the legal
basis for an expanded overseas military presence.
This expansion is meant, in part, to allow "Chinese
troops [to] prevent spillover effects of regional
instabilities from affecting China."

This increased overseas military presence is already
apparent in the Middle East, long key to China's
economic interests abroad. Given China's economic
power and the depth of its overseas commercial
interests, it was almaost inevitable that its military
would adopt a more robust presence in the region to
secure these interests. A majority of China's exports
to the Middle East, Europe, and Africa [low through
the region’s waterways, and the Middle East supplies
significant energy resources to the Chinese main-
land.* To protect these interests, China has gradually
expanded its security presence in the region through
a combination of military deployments, investments
in critical infrastructure, and arms sales.

China's first military deployment beyond its near
seas was to the Middle East, when it dispatched a
three-ship anti-piracy task force to the Gulf of Aden
in 2008. The task force, which still operates taday,
figured in China's calculation 1o establish its first
overseas military base, in Djibouti in 2017. China’s
network of critical infrastructure investments
across the region—ports in particular—boosts
Chinese commercial shipping while also reportedly
providing, in one case, cover for a Chinese security

presence.” While China's arms sales to the region
remain modest in comparison to U8, and Russian
sales, it is increasingly positioning itself as a viable
alternative supplier. China has a long history as a
regional arms supplier; arms sales by Beijing to both
Iraq and Iran during the 198088 war reinforced
China’s defense industry, elevating it from the
seventh largest global arms exporter in 1978 to the
fourth ten years later.®

This paper explores China's efforts to overcome ils
self-perceived strategic vulnerability by augmenting
its Middle East security presence. The analysis
examines how this security presence equates toa
military footprint, investments in eritical infrastruc-
ture, and efforts to increase arms sales. Finally, the
paper describes how this presence challenges U8,
interests in the region, and makes suggestions for
how Washington can respond,

The United States, China,
and the Middle East

Since U8, Central Command was established in
1983, America's relations with the Middle East—and
specifically with the Gull states—have operated
under a straightforward unwritten arrangement:
Washington would provide the security architecture
necessary for stable markets, and the Middle East
would keep oil flowing outward at reasonable prices.
This arrangement worked for all parties. The United
States secured a steady stream of a crucial resource,
and the Gulf states could rely on the U.S, security
umbrella. This security architecture was invoked
when Iraq invaded cil-rich Kuwait in 1991, and
again far more expansively following the 2003 U.S.
invasion of Irag. While Washington has historically
articulated other priorities for the region, with
counterterrorism and democratization among them,
ensuring the free flow of il and freedom of maritime
navigation remained consistent priorities.

In recent years, this calculus has begun to change.
The United States is no longer as reliant on Middle

THE WASHINGTON INSTITUTE FOR NEAR EAST POLICY
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East oil as it once was. In late 2013, domestic U.S.
production of crude ofl surpassed imports. By 2020,
the United States had become a net exporter of
petroleum.” At the same time, two decades of war

in Iraq and Afghanistan complicated the American
people's appetite for entanglements abroad. President
Trump's administration pledged to end “endless
wars” abroad, while one of the Biden administration’s
first policy directives called for “right-sizing” the

1.8 presence in the Middle East.™ Israel, for whose
sake America occasionally justified its large regional
military investment, has never been stronger or as
integrated in the region. The Abraham Accords—the
2020 deals signed by lsrael with the United Arab
Emirates, Bahrain, Sudan, and Morocco—and the
absorption of 1srael within the CENTCOM area of
responsibility from U.S. European Command have
opened new possibilities for Israel-Arab cooperation.

As the Middle East has diminished somewhat as

a strategic priority for the United States, emerging
threats are di ding more of Washington's
attention. Russia's invasion of Ukraine has threat-
ened Eastern European security in a way that will
demand U.S. focus for the foreseeable future. China’s
rapid military modernization, aggressive activities
in the South China Sea, and intermittently hostile
foreign policy has energized successive American
administrations (o attempt o prioritize Asia. A new
era of great power competition, enshrined first by the
Trump administration’s National Security Strategy
and National Defense Strategy, and then by the Biden
administration’s Interim Mational Security Strategy,
has become the central organizing principle in the
1.8, foreign policy community,

In the Middle East, the U.S.-China competition is
already playing out. While perhaps not the primary
theater of contest with the United States and the
West, Chinese officials view the region as key to
establishing a world order more [avorable 1o Befjing.
In 2016, one week before Chinese president Xi
Jinping visited the Middle East for the first time since
taking office, China issued its Arab Policy Paper,
which noted that “Arab countries as a whole have
become China's biggest supplier of erude oil and the
Tth biggest trading partner,” and described the Arab
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world as “China’s important partners in..establishing
a new type of international relations with win-win
cooperation at its core,"** China's consumption of oil
and gas exceeded its domestic production in 1993,
and since then China has increasingly been forced
to rely on overseas sources to meet demand.’* China
surpassed the United States in crude il imports
globally in 2017, and today is the world's largest
imparter of il and gas.* While not exclusively
dependent on the region for energy, upwards of 40
percent of China's erude oil imports in 2019 came
from the Middle East, more than any other single
region.t

Over the last decade, China has deepened its trade
and investment ties to the Middle East, demonstrating
the strategic importance of the region to Beijing.
Under the Belt and Road Initiative, Chinese lending to
the Middle East has increased significantly, jumping
from $300 million in 2014 to $8.8 billion in 2017
From 2014 to 2019, Chinese state-owned companies
invested $21.6 billion in the region. During that same
period, construction contracts awarded to Chinese
companies in the region totaled $92.4 billion.*® Since
2005, Chinese construction contracts in the Middle
East have surpassed $180 billion in value.*” Today,
China is the region’s number-one trading partnerand
a top-three supplier of imparts to each of its countries,
except Lebanon, where it ranks fourth.”® Among
other infrastructure projects, Chinese companies
have invested in ports and industrial parks across
the Middle East, including in Egypt, the United

Arab Emirates, and Oman. Chinese multinational
telecommunications company Huawei has officially
partnered with firms in the UAE, Saudi Arabia, and
Qatar to provide 5G infrastructure.””

These commercial ties have led 1o enhanced cultural
affiliations, Confucius Institutes, which help the
Chinese government advance its public image
around the world, have branches across the region,
including in Egypt, Saudi Arabia, the UAE, and
Jordan.*® In China, Arabic is taught at more than

forty universities, and as many as 50,000 Chinese
and foreign students in the country study Arabic and
Islamic culture, according to one professor at the
Beijing Foreign Studies University.* A 2018 Shanghai
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International Studies University report found the rate
of Chinese students studying in the Middle East had
increased by 21 percent between 2004 and 2016,
Another study by the university in 2016 found more
than 14,000 students from the Middle East currently
enrolled in Chinese universities.* In Egypt and
Saudi Arabia, officials have announced plans to
begin offering Chinese-language courses in
preparatory schools.

China’s interests in the Middle East and North Africa
lie in preserving its economic access, maintaining
the free flow of commerce, preventing violent
extremism from affecting its equities, and advancing
its image as a global power. Some of these goals

are compatible with U.8. interests in the region.
China values stability, often positioning itsell as an
independent arbiter helping all parties toadvance
economic interests in accordance with Beijing’s
maodel of “win-win cooperation.” Like the United
States, China seeks stable and secure markets to
ensure the free flow of commerce. For instance,
China's anti-piracy naval task force, while not
operating in conjunction with U.S. or Western naval
forees, contributes to the overall security of maritime
shipping in the Bab al-Mandab maritime chokepoint.

China's pursuit of other goals in the region often
does not comport with longstanding U.S, interests.
Most troublingly, China's blending of state-controlled
commercial enterprises with military development,
commeonly referred to as “military-civil fusion,”
presents unique risks to countries engaging in
significant economic transactions with the country.
Military-civil fusion involves, broadly, synchronizing
China’s civilian research and commercial sectors
with its military and defense industrial sectors so
that “innovations simultaneously advance economic
and military development.”** Further, China requires
that state-controlled enterprises in specific sectors
be prepared to host and service Chinese military
assets,” This effectively blurs the line between its
commercial and military presence abroad, and puts
countries with commercial agreements with China
in the awkward position of potentially supporting the
Chinese military. In the Middle East, this conundrum
is most visible in Chinese investment in ports and

industrial parks, which—though designed to grow
commerce—can also enhance Chinese naval assets
and aid China in building out a future military
presence. As one Biden administration official
testified in August 2021, "The current assessment is
that China has a global strategy of pursuing military
installations all over, including the Middle East..we
warn and discuss with our partners in the Middle
East that ultimately Chinese engagement in certain
categories will violate their sovereignty. "

The growing Chinese security presence in the Middle
East concerns U.S. policymakers for several reasons,
the first involving the risk that China could collect
information on U.S. troops and equipment in the
region. This concern is most pronounced in Djibouti,
where China's first overseas base is located mere
miles from the U.S. naval base, Camp Lemonnier, and
where China has already interfered with U.8. military
activity.* As one Biden administration official put it:
“What we discuss with our partners is the expectation
that [while] there will be an economic or trade
relationship with China, just like the United States
has, but there are certain categories of activities or
engagement that our partners may be considering
with China that if they do will pose a risk 1o U.S.
defense technology, other kinds of technology, and

ultimately force protection,™®

Another concern for Washington is that through its
investment tactics, Beijing may ultimately create
enough leverage with 1.8, partners in the region 1o
sway them against American interests, This could
lead to a decrease in U.8.-partner coordination,
anincrease in partner cooperation with China, or
broader instability stemming from Chinese economic
conditions. This is already occurring in parts of
Africa, where China has used its investment tactics
1o gain leverage over host countries, get access lo
rare minerals, and expand its security influence.®? As
one U.S. general deseribed it: “1 had an African leader
tell me a drowning man will reach for any hand."*
This leads to an additional level of risk for the United
States: that Chinese debt-trap lending—which has

led to turbulence in countries like Sri Lanka—may
destabilize weakened economies in the Middle East
and trigger broader instability.

THE WASHINGTON INSTITUTE FOR NEAR EAST POLICY
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Overall, China's pursuit of its interests in the Middle
East presents both a direct and an indirect challenge
to 1.8, interests. China's military presence and its
arms sales represent a direct challenge, Chinese
military deployments to the region have led to the
establishment of the Djibouti overseas base and a
broader willingness from Beijing to flow in forces
abroad, and its arms sales have captured customers
in niche markets, forcing direct competition with the
United States and other sellers. Indirectly, China's
deep economic ties to the region and subsequent
investment in critical infrastructure have given it

an apportunity to translate its commercial influence
into military power projection, potentially threatening
regional countries’ overall relationship with the
United States.

China’s Security Presence
in the Middle East

China's security presence in the region comprises a
traditional military footprint of naval deployments
and exercises, arms sales, and critical infrastructure
agreements,

Traditional Military Footprint

In December 2008, China sent two guided missile
destroyers and a suppaort ship to the Gulf of Aden

as part of the first wave of its anti-piracy naval

task force, marking the first time China's People's
Liberation Army Navy (PLAN) had participated in
operations outside its near seas.™ The previous year,
pirates staged more than a hundred attacks against
commercial vessels transiting the Gulf, Chinese
officials claimed at least seven of those attacks

were against Chinese merchant ships. In Beijing,
repercussions of the global financial erisis, coupled
with threats to China's overseas economic interests,
led many to argue in favor of a more assertive
military posture abroad.®® In its initial deployments,
the PLAN task force escorted only Chinese merchant
vessels, according to one French naval official, and
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did not participate in operations with any other navy
in the region.”

China has kept this deployment active, and it now
represents China's longest continuous overseas
deployment of naval forees.” Since its initial launch,
the composition of PLAN's task force has rarely
deviated from two combat ships, typically a destroyer
and a frigate, along with one refueling vessel.** In
June 2022, Chinese state media claimed that since
the deployment began, PLAN had deployed more
than 100 ships and 30,000 service members 1o
escort over 7,000 “merchant ships of China and
foreign countries.™® At times, the task force has also
supported additional missions in the region. Over
less than two weeks in 2011, Chinese forces in the
region coordinated with civilian entities to evacuate
more than 35,000 of its citizens from Libyaina
massive air, land, and sea operation that coordinated
military assets with civilian aircraft.® In 2013, China
senta PLAN ship to support the removal of chemical
weapons from Syria, and in 2015 China evacuated
more than 200 foreign nationals and 600 Chinese
citizens from Yemen's Port of Aden amid heavy
fighting.«

Beijing views the task force as a resounding success,
in large part due to an overall decrease in piracy
throughout the Gulf. From 2012 to 2016, NATO
claimed that as a result of its own anti-piracy

task force, no successful piracy attacks had been
conducted in the Gulf,*® As piracy dropped in the
region, so too did China's escort missions. [n 2020,
China’s task force escorted just forty-nine ships,
according to a Defense Department report.** The
decreased piracy levels and the Chinese perception
of task foree success presented Beijing with an
opportunity to use its continued deployment to
project more traditional military power overseas,
enhance the prestige of the Chinese military, and
support its other economic interests in the Middle
East and the African continent,

Given that China's surface fleets in the task force rely
on oil tankers for refueling, replenishment became

a priority for sustaining the task force’s continued
deployment. In 2014, China and Djibouti signed
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an agreement to allow the Chinese navy to use the
Djibouti port for replenishment. A year later, the
two countries began negotiating an arrangement
to allow China to expand the nearby Doraleh port
1o include the construction of an adjacent Chinese
naval facility.* This is China’s first over
discussed earlier, and China has taken full advantage
of it. Since its construction, China has expanded the
naval facility’s capabilities 1o potentially dock an
aircraft carrier or nuclear submarine, according to
U.S. military offic ‘

China’s base in Djibouti and its naval task force

are the most prominent features of its military
presence in the Middle East and Africa, but China

has augmented these features with other military
operations, including joint exercises and port ealls, In
2014, two PLAN warships made a port call to Iran’s
Bandar Abbas and conducted joint exercises with the
[ranian navy.*” In 2016, Chinese special hasted
their Saudi counterparts for two weeks o
2019 China and Saudi Arabia conducted a

k joint counter-piracy exer * Later that
inese guided mis
unier-pirac
navy.* In 2020, Chin : articipated in a

1 military exel > that included Iran and
in, and in 2019 and 2022 the Chinese navy

IXEICISes

yer participated

Djibouti’s President Ismail Omar Guelleh and
China’s President XiJinping take partina
signing ceremony in Beijing, November 23, 2017,
is0n Lee

took part in joint exercises with Iran and Russia

in the Gulfof Oman and the Indian Ocean.*® Since
ships have made port calls to every
GulfC rration Council country as well as to Iran,
Egypt, and lsrael*

nese

The effects of piracy and the massive evacuation
from Libya demonstrated both the vulnerability

of China's overseas economic interests and the
inadequacy of the Chinese military to protect these
inters China’s subsequent investment in military
operations in the region, along with its establishment
of a base, demonstrates its commitment 1o sustain
operations over the long term. China’s success in
ensuring the security of its commercial shipping in
the region has likely reinforced Beijing’s willingness
to project further power abroad. While me in
comparison to the U.S. military footprint in the
Middle East, China has used its military presence to
support its primary objectives in the region: advanc
ing its economic interests, boosting its reputation,
military pows

and inc

nee has provided

ncreased securily cooperation
a dynamic that will likely

expands its engagement in the
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Critical Infrastructure Agreements

In 2018, lsrael awarded the Shanghai International
Port Group a twenty-five-year contract to operate the
Haifa Bayport. Under the agreement, the terminal
operations company, majority-controlled by the
Chinese government, is allowed to manage the
Bayport terminal through an Israeli company.®

The agreement set off alarms in Washington: here
was the closest U.S. partner in the region signing

a major infrastructure agreement with a key U.S.
global adversary, at a location frequented by the U.S.
Navy. In 2020, Israel rejected a U.S. offer to conduct
a security review of the port.” During a visit to

Israel in 2021, Central Intelligence Agency director
William Burns reportedly raised U.S. concerns about
major Chinese investment in Israel, such as the
Haifa port.* Later that year, lsraeli defense sources
sounded a more conciliatory tone, noting the Israeli
navy would take action to keep its platforms in the
Haifa port protected against "suspected foreign eyes
and ears."s

The concern over what appeared, on paper at least, to
be an innocuous agreement between a company and
a country reflects deeper distrust of China's overseas
investment strategy. China's blending of private
companies with government control, as discussed
earlier, allows it 1o use overseas projects as a poten-
tial bridge to hard power. Chinese regulations—in
particular, the 2010 National Defense Maobilization
Law and the 2016 National Defense Transportation
Law—require Chinese companies abroad be prepared
to pravide support to Chinese forees globally.® These
regulations stipulate that “the military, if necessary,
can station military representatives in relative
transportation enterprises,” essentially meaning

that China can choose to embed military personnel
in civilian firms overseas in order to coordinate
military operations.®”

Chinese military strategists see overseas civilian
investment in ports as a cost-effective way to support
military operations without building large bases and
risking geopolitical backlash (see figure 1).5° China
can claim that because it has not built a network of
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global bases, it lacks the same global military aspira-
tions as the United States, even though by increasing
its network of modernized ports, it effectively
achieves the same outcome, Some Chinese officials
have been candid about their goals, describing
overseas investments as “opportunities for firms to
participate in or service military operations."* For
instance, initial drafts of China's negotiations with
Sri Lanka over operating the Hambantota port left
open the possibility of China placing military assets
at the port. Only after Indian officials intervened did
Sri Lanka insert a clause barring China from using
the port for military purposes without permission
from 8ri Lankan authorities.*

A review of Chinese sources reveals that Beijing

has depicted several overseas ports as potential
“strategic strongpoints” it might use to provide future
support to military forces abroad.* China's 2013
“Seience of Military Strategy” document called for
building “strategic strongpoints that rely on main
land, radiate out into the periphery, and go into the
two oceans, providing support for military operations
of serving as a forward base for the deployment of
military forces overseas, as well as exerting political
and military influence in relevant regions."* A Biden
administration official has said that China's invest-
ments in ports “are made cautiously and with an eye
toward their future potential for military access,”

and “top Chinese officials have privately told foreign
delegations that these port projects are built as dual-
use because China expects it will use them in the
future for military purposes. In 2022, the Economist
noted that Chinese firms either “partly or wholly™
own more than ninety ports worldwide.**

In the Middle East, Chinese government—backed
entities have invested in several eritical portsalong
the “Maritime Silk Road” connecting China to
Europe. Chinese firms have also financed industrial
parks in Egypt along the Suez Canal and in Oman

at the Port of Dugm.** In 2020, Egypt signed a
memorandum of understanding with the Hong
Kong-based firm Hutchison Ports—which already
aperates Egyptian ports in Alexandria and El
Dekheila—to operate a container terminal at the Abu



197

FAATH U yaunAG 0 YIM BUIYD U JUOZ [MLISHPUD U ‘DALY Juaidopaiad parTojounaaf-onuouodq utfuntf 0y safai VA L.
Aoy Awiay wogoaaqry sapdvad 03 saafod NV 1.

Suvd WiMISnaNI ) VITVHOS Ay

swod @ s S

—~

IR
: Lnogira ) .
wan 32 o Qr. [
23S UBIGEIY o
NAWIR x
Aoy 3uo7 ajuouas; [e10ads wbng | N |..° N
o [ saujsnpuj weazsumag pue
{ Aseuiiad Joj A1 ueze 5
NVIWO IR o et
uBtQ JO JIng AV, VIgVEV 1a0VS N
mc._las_w apei] aa1j3i0g E__n__v_.#_o\\ RUARTs! 2
L .nh_ 1[eu; ¢0§z_§z<m <
% [Lau0g emsnpur zang-ya | VINEOTY |
- - =

LIVMny

~ 022040K

S Nvayor /\
N TAVHSI
~:

UBadQ IIUBY

)

)
£ I¥DnLdod

-

NIVdS

Ty
S

eag yaeg

S)ied |BIIISNPU| PUB S10d B2y YLION pUe 1583 9|PPI Ul SJUSWISIAU| 9SaUIYD 3|qeIoN | aIngl]



198

CHINA'S SECURITY PRESENCE IN THE MIDDLE EAST

(Jir Naval Base along Egypt’s Mediterranean coast.*
Maore than 1,500 Chin cmpanies are currently
active in Egypt, and China is the largest user of the
Suez Canal.®” In the UAE, a transit hub for almaost
two-thirds of Chinese exports to Europe, the Middle
East, and Africa, the China Ocean Shipping Company
was awarded a thirty-five-year concession in 2018

to operate and develop a new container terminal

at the al-Khalifa port.” In 2021, Hutchison Ports
secured a deal with Saudi Arabia to operate the Jazan
port along the Red Sea.”” In Turkey, a consortium of
Chinese firms purchased a controlling stake in 2015
in the Kumport Terminal within the Ambarli port
outside Istanbul” In Algeria, Chinese firms have
financed the construction of the port of El Hamdania
in exchange for twenty-five years of operating
rights.™

In spring of 2021, amid talks to sell the most
advanced U.S. military aircralti—the F-35—1o the
UAE, American officials reportedly learned that
China was using its presence at the Emirates’
al-Khalifa port industrial park 1o construct a
suspected military facility.™ The U.8. Defense
Department had consistently warned that China
was eyeing the UAE as a potential location for its
next ove s base, given ties between the countries
and the strategic importance al-Khalifa served to
advance China's economic interests in the region
and beyond.” The discovery disrupted negotiations

- " 9
Zfes ABU DHABI PORTS
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over the F-35 sale. Despite the UAE's halting of
Chinese construction later that year, 1alks neverthe-
less collapsed shortly afterward, Soon after, the UAE
announced it would purchase Chinese 1-15 light
attack advanced jet trainers,
manifested Washington's darkest suspicions about
Chinese port investments abroad, which by their
very nature can be used as quasi-bases for the
Chinese military.

Parts represent the nearest-term realization of
China's ability to blend civilian investment with
military presence, but they are not the only critical
infrastructure Chinese investment is shaping in the
region. Over the past seventeen years, China has
invested billions of dollars in infrastructure projects
throughout the Middle East. Since 2005, Chinese
firms have signed $36.8 billion in construction
contracts in Saudi Arabia, $29.1 billion in the

UAE, $21.8 billion in lran, $18.8 billion in Egypt,
$18.1 billion in Iraq, $4.5 billion in Jordan, and
$2.75 billion in Israel.”™ While these projects are

not always directly linked to China's so-called
military-civilian fusion, they further entrench the
country's interests in hard infrastructure in the
region. Further, they could potentially allow cover
fora future security presence, as China may invoke
the need to protect these investments through
private security companies or even a traditional
military deployment.

UAE minister of state Sultan
Ahmed al-Jaber meets with
Chinese official Huang Lixin
to sign a cooperation deal in
Abu Dhabi, UAE, July 31, 2017,
REUTERS/Stringer
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Arms Sales Figure 2.

China's Arms Exports to the Middle East and
Like the United States and other arms Morth Africa, 1967-2021
exporters, China advances both its

commercial and security interests
through weapons sales. [n the Middle
East, arms sales support China's efforts
1o protect ils overseas interests i
several ways. They advance China’s
own defense industrial base, boost the
prestige of Chinese materiel, serve as
an inroad for potential military cooper-
ation, and provide an alternative supply
of arms to longstanding U.S. partners.
“or countries that have grown weary of
long waiting times, U.S. restrictions, and
oversight, Chinese military equipment
and arms systems are increasingly
attractive.

Trend Indicator Volume in Millions of USD
0
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Histarically, the Middle East has proven
a lucrative market for Chinese arms
{see figure 2). During the Iran-Irag War,
China sold both countries the same
fighter jets, the F-6 and F-7, as well as
tanks, armored personnel carriers,

and a range of missile systems.” China
also found a willing customer in Saudi
Arabia in the 1980s, selling the kingdom
fifty Dong Feng-3 intermediate-range
istic missiles.”” By the end of the
Cold War, China was the fourth largest
global exporter of arms, with a sizable
portion headed to the Middle East.™
However, the collapse of the Soviet
Union coupled with the swilt defeat

of the heavily Soviet-equipped Iragi %ggg
military in the 1991 Gulf War dimin 2010
ished the availability and appeal of %g;;
Soviet materiel in the global arms 2013
market, and China’s arms exports gg:g

which also relied on Soviet supply 2016

decre, as well. (See figures 3 and 4 %g;;
for China’s arms sales compared with 2019

other powers, and for the breakdown of 2020
China's clients.)

Source: Stockholm International Peace and Research Institute,
accessed August 2022
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Figure 3,

Top Arms Exporters to the Middle East and North Africa, 2011-21
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As China's own defense industry has developed

and as its global aspirations have grown, Beijing

has made a concerted effort to further vary its arms
exports, The U.S. Defense Department noted in 2019
that China had become “the world's fastest-growing
arms supplier during the past 15 years."™ In the
19805 and 1990s, China typically exported missiles
and land-based systems.® In recent years, however,
China has increasingly exported aireraft, ships,

and advanced missile systems. In the Middle East,
China has targeted a small niche market: armed
unmanned aerial vehicles (UAVS). The United States
has traditionally been reticent to supply armed UAVs
to customers in the region, and Russia does not have
a populararmed UAV it markets successfully to the
region. China has met the demand among Middle
East customers for such systems, supplying them 1o
LS. adversaries and partners alike.

Among the first Chinese armed UAVS to appear in
the region was the Cai Hong-4, a medium-altitude,
long-endurance UAV that comes in two primary
models, one focused on reconnaissance (CH-44)
and one capable of conducting airstrikes (CH-4B).®
China’s exports of the CH-4 were prolific at first,
Between 2014 and 2016, Iraq, Jordan, and Saudi
Arabia purchased the CH-48; in 2017, Algeria
purchased the CH-4A 5 The UAV demonstrated
mixed performance, however. According to the U.S,
Defense Department, Iraq had to sideline its fleet of
twenty CH-4Bs in the middle of its anti-Islamic State
campaign after eight crashed and China was tardy
in providing parts for the twelve others.™ Algeria's
CH-4 fleet was likewise prone o crashing.® Jordan,
which purchased the CH-4 after the Obama
administration denied the kingdom's requests to
buy the 1S, Predator UAV, almost immediately put
its squadron of CH-4s up for sale.®™ A 2020 report
indicated that they may have sold to the Libyan
National Army faction under Khalifa Haftar.*

China has also had success selling the more
advanced Wing Loong series of UAVs to the region.
Like the CH-4, the Wing Loong [ and 11 series are
medium-altitude, long-endurance platforms that
can be armed to support long-range precision strike

missions.® In the region to date, Egypt, Saudi Arabia,
and the UAE have purchased the Wing Loong.® This
drone’s long-range precision strike capability has
made it particularly useful to countries engaged in
expeditionary warfare. The UAE has purchased the
Wing Loong | and 11 and has reportedly fielded them
in Yemen, Libya, and Eritrea.® Egypt, which has
bought dozens of the Wing Loong [, has reportedly
deployed the UAV along its border with Libya.* Nearly
all these UAV sales have come with associated sales of
Chinese precision missiles, Egypt's purchase of the
Wing Loongs came with hundreds of Blue Arrow-7
antitank missiles and TL-2 antiship missiles.” The
UAE's purchase of the Wing Loong 1l was accompa-
nied by an order for approximately five hundred Blue
Arrow-7 missiles. Iraq’s purchase of the Ch-4B was
joined by an order for approximately one hundred
FT-9 precision-guided munitions.”

China has used the success of UAV sales to expand
its defense relationships with countries around the
warld. Serbia, which purchased nearly $20 million
worth of Chinese UAVs in 2020, recently received a
battery of the Chinese HQ-22 medium-to-long-range
air defense system.” Serbia’s purchase of Chinese
UAVs represented China's first export of military
aircraft to Europe.* Saudi Arabia, which has
purchased both the CH-4 and Wing Loong, recently
showcased the Chinese HQ-17 air defense system in
its arsenal, and the two countries have announced
plans to jointly manufacture UAVs.™ Additionally,
reports emerged in 2021 that Saudi Arabia was
domestically producing ballistic missiles with
China's technological support.” The UAE, likewise,
announced in early 2022 that it would be comple-
menting its Chinese UAVs by purchasing the
aforementioned Chinese L-15 trainer jet.”” Emirati
and Chinese firms have also set up a joint UAV
research and development project in Abu Dhabi.*
And as drones have proliferated on Middle East
battlefields, China has also marketed its own maobile,
counter-UAV system, the Silent Hunter, which it
exhibited at the Dubai air show in 2021.° Here, 100,
the United States is at a disadvantage, as it lacks a
comparable platform to export to the region, despite
the demand.

THE WASHINGTON INSTITUTE FOR NEAR EAST POLICY
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Redlines for the United
States

Not all of China's relationships in the region will
look the same. To craft a response that both meets
the China challenge and preserves strong ties
with partners in the region, the United States must
aceurately assess the type of Chinese security
presence and its associated risks to U.S. security
interests. China's security presence in the Middle
East generally covers five levels of risk to U.S.
security interests, each associated with China's
varying levels of engagement with particular
countries, both in its security presence as well as
in its future relationship with the countries and the
region (see figure 5 for a graphic representation).

The first level of risk—the standard level associated
with any country in which both the United States and
China have some type of presence—is characterized
by maodest Chinese investment in the country's
economy and minor arms sales. At this level,
embadied, for example, by Jordan, the relationship
with China tends to be innocuous. China has invested
in Jordanian infrastructure projects such as the
Attarat Power Plant, and has even sold the kingdom
UAVs. But Jordan almost immediately put those
UAVs up for sale, and Jordanian officials regularly
complain about the terms of the Attarat deal. Even
today, some officials note that the king hasan
informal ban on major Chinese investment in the
country. Jordan, then, has largely calibrated its
commercial relationship with China to serve its
economic interests without jeopardizing its national
security and, by extension, its defense relationship
with Washington. The United States can therefore
continue to deepen its defense relationship with
Jordan without serious concern about Chinese
interference. While Jordan may be an outlier, the
United States can assume that most countries in
the Middle East will have at least this level of
relationship with China,

More enhanced cooperation with China leads to the

second level of risk the United States must navigate
in competing with its rival: one focused on informa-
tion protection, or the worry that China's economic
relationship with the host country will allow it to
collect information on U.S. military platforms and
personnel. Nowhere is this concern more tangible
than in Huawei's role in supplying regional cell
phone networks. In 2019, the United States banned
American companies from using federal subsidies
to purchase components from Huawei, and in 2021
the U.S, Department of Commerce opened a probe
into Huawei assets near U.S. bases stateside.’™ Fears
center on the prospect that these Huawei assets may
be used to collect information on the United States,
which in turn might be handed over ta the Chinese
government, as dictated by Chinese law. The United
States likewise pressured Britain to divest from
Huawei in its 5G networks, in part to protect U.S,
personnel and proprietary defense information in
future F-35 deployments to British bases.’™ Several
countries in the Middle East with a Huawei presence
also host U.S. forees, including Saudi Arabia and

the UAE. This level of risk drove the July 2022
agreement with Saudi Arabia to collaborate with

U.S. firms on 5G and 66 research, a potential avenue
1o box out Huawei in Saudi Arabia's 5G (and later
60) networks. ' While this level of risk is broadly
assumed whenever the United States stages forces
around the world, it is heightened in places where
China has an increased technological presence
owing to the dual-use nature of its commercial entities.

A third level of risk involves the likelihood that a
country's economic relationship with China might
lead to an enhanced security relationship, and that
China might leverage this relationship at the expense
of the country’s defense relationship with the United
States. This could manifest itself in several ways,
including a potential decrease in security coopera-
tion with America. Such a level of risk applies to the
U.5.-UAE defense relationship. The F-35 negotiations
collapsed over two issues: the presence of Huawei

in the UAE’s cell phone networks and the reported
construction of the secret Chinese military installa-
tion at al-Khalifa port. In this instance, China's long
standing economic ties to the UAE led to a deepened
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Levels of Risk to U.S. Security Interests from China's Presence in the Middle East and North Africa

sk Level Characteristics e
z Moderate Chinese economic investment and potentially
Fizst some security coordination/arms sales Joician
Chinese economic presence and security coordination/arms =
W Second sales, creating risk to proprietary U.S. defense information SandiArabia
Chinese economic and military relationship with a country
B Third deepens, potentially precluding closer security coordination UAE
with U.S.
Fourth China’s economic and military relationship becomes country’s -
top priority, pushing U.S. out of country’s security orhit
Fifth China becomes the security partner of choice for multiple -

countries in the region

security relationship, and this relationship ultimately
torpedoed the F-35 sale. Shortly after these negotia
tions failed, as discussed before, the UAE announced
that it would purchase the Chinese L-15 trainer jet, a
platform specifically designed to acquaint pilots with
Chinese avionics for [uture fighter jet purchases.
Here was a nascent Chinese military installation
nested within an economic relationship that was
directly contributing to a crisis in a country’s
defense relationship with the United States.

In a fourth level of risk, a country’s deepening
economic and security ties with China causes

it to gradually drift out of the U.8. security orbit.

This could emerge in several different ways, likely
starting with a robust economic relationship with
China that evolves into purchasing Chinese arms
and potentially hosting Chinese security forces. The
purchases may follow the emerging Chinese model
of starting with sales of UAVs and missiles before
evolving into air defense systems and aircraft. China
may be granted access to military installations in the
country or be able to flow in its own assets to local
ports. The country, in turn, may look to China first for
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its procurements, joint exercises, and military
cooperation. At this stage in a country’s security
relationship with China, the United States could
reasonably conclude that it is no longer the
“preferred partner of choice,”

Finally, in a fifth level of risk, should China sway
traditional partners from the U.S. security orhit,
the People’s Republic may be able to marshal the
countries of the Middle East against American
interests. This level is the most remote possibility
in the region, but it is still worth considering. A
scenario in which the United States disengages
diplomatically from the region, coupled with any
patential drawdown of U.S. forces and an overall
weakening of LS. reliance on Middle East cil—as
well as with growing Chinese relationships with
both .8, partners and adversaries alike—creates
a hypothetical future in which China's voice in the
region could match or even exceed that of the United
States. Such a scenario, while unlikely in the near
term, poses great risk with regard to U.S, global
competition with China.
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Guidelines for the
United States

Ultimately, many countries will view this era of
great power competition as an oppaortunity to play
the United States and China against each other to
maximize their own gains. They will view relation
ships with both the United States and Chinaasa
“hedge” should either power emerge stronger.
Defense relationships in the Middle East and North
Africa—home to some of the world's largest arms
importers—will become complicated as some
countries decide to procure weapons from both
parties. Yet weapons sales demonstrate a degree of
bilateral cooperation and trust that reverberates in
the diplomatic realm; a country's defense purchases
are often the first signs of a potential change in

its geopolitical orientation. In order to compete
diplomatically with China in the region, the United
States must also compete in the field of security
coaperation, To do so, U.S. officials should consider
the following:

Expeditiously identify and convey the risks a
relationship with China may have on security
cooperation with the United States. Without
doubt, some countries in the region will seek to
balance between security cooperation with the
United States—in the form of security commitments,
procurement, joint exercises, and intelligence
sharing—and a closer relationship with China. As
the UAE example shows, however, there are limits
1o this balancing act. Countries that partner with
Huawei in their 5G networks, purchase advanced
Chinese platforms, and allow secret Chinese
military installations likely present too much

risk to acquire the most advanced U.S, weaponry.
Washington should make that point repeatedly to
partners in the region looking to deepen their

ties to China.

Reverse the decision to downgrade general
officer/flag officer defense-attaché billets.
The 2017 U.8. Naticnal Defense Authorization Act

mandated the Defense Department to reduce its
corps of generals and admirals from 963 to 852
starting in 2023.1% Reports over the 2022 summer
indicated the chairman of the Joint Chiefs of Staff
was recommending fulfilling this requirement by
downgrading senior defense official/defense attaché
(SDO/DATT) paositions around the world, many of
whom are cne- or two-star generals.'™ This isan
inexplicable decision in an era of great power
competition, where the global U8, network of
security relationships is a clear, but not guaranteed,
advantage. SDO/DATTs are the frontline in main
taining this network of global military partnerships.
Replacing a brigadier general with a colonel in a
country where China might have a brigadier general,
for example, risks sending an unintentional message
of U.S. withdrawal, especially in a Middle East
environment already skeptical of American commit-
ment, Instead, the Defense Department should look
1o the services or combatant commands to reduce
the requisite number of billets.

Identify and dual-track platforms to export to

the region. In the region today, most U.S, partners
seek advanced air defense platforms to address the
threat of UAVS and missile strikes. UL.S. partners also
complain that American arms transfers take too
long, burdened by a byzantine export process. The
United States has an effective counter-UAV platform
in the region, the counter-rocket, artillery, and
mortar system (C-RAM), but does not export it widely,
Instead, the United States has provided Patriot
batteries to select countries. But given that a single
Patrict interceptor runs into the millions of dollars,
the cost of shooting down UAVS can quickly become
disproportionate.’* The United States lacks a

maobile, cost-effective counter-UAV platform ready for
export—the closest is perhaps a prototype currently
being develaped by the U.S. Army.*** China and
Russia, however, do have counter-UAV platforms that,
though of dubious quality, are aggressively marketed
to the Middle East."** To better compete in this space,
the United States needs to identify critical platforms
designed for partners around the world-—specifically
defensive platforms—and dual-track their develop-
ment for potential export.
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Increase senior-level visits to the Middle East.
One way to counter the narrative of U.S. withdrawal
from the region is by increasing senior-level visits,
making them maore comparable with officials’ stays
in other regions. Visits demonstrate principal-

level commitment and attention and create
opportunities for deepened cooperation. As of July
2022, President Biden has visited Europe four times
and the Middle East only once. Secretary of State
Antony Blinken has visited Europe almost twenty
times, but the Middle East six, while Secretary of
Defense Lloyd Austin has visited Europe seven
times and the Middle East three. Undoubtedly, the
war in Ukraine is at least partially to blame for this
imbalance. Yet high-level visits are an important
barometer of Washington's investment in a rela-
tionship. If the administration wants to convince
its partners in the region that its presence involves
more than boots on the ground, it needs to show up
in other ways.

Explore possibilities of coproduction with select
partners. Many countries around the world seek 1o
develop their own defense industrial base in order to
diminish their reliance on foreign suppliers. But this
process requires technological sharing and cooper-
ation from an arms exporting supplier. The United
States has long been reticent to share its technology
in the region out of concern for losing proprietary
information. Yet it has at times partnered with
countries in the region to manufacture arms: lsrael
has produced airframe and wing components and
conformal [uel tanks for F-16, F-15, and F-35 aircraft,
and the United States and Egypt previously copro-
duced the M1A1 Abrams tank. Other U.S. partners in
the region seek these types of arrangements. Saudi
Arabia and China have agread to jointly manufacture
UAVs, and the UAE and Russia have agreed in the
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past o jointly develop advanced fighters.’* The
uneven U.S, willingness to caproduce platforms
is a sore spot for regional U.S, partners looking to
advance their own economies. The United States
and its defense industry have ample means to
counter China in this space, but will require strict
conditions and protections in order to prevent any
information leaking. 1.8, officials should explore
the possibilities of potential arrangements while
also advising potential recipients of the specific
agreements necessary in order to proceed.

Conclusion

China’s presence in the region has mirrored its
rise as a global power. What began as a strategy o
advance its economic interests has gradually
evolved to include an increasingly expansive array
of military-security interactions with Middle East
and North Africa countries. Today, China has putin
place the infrastructure for deeper security ties in
the region. As competition between the United
States and China ramps up, the region will again
be a key arena. As Gen. Michael E. Kurilla of U.S.
Central Command remarked in July 2022: “This
region is at the center of America’s strategic
competition with Russia and China.”™** To avoid
turbulence with longstanding U.S. partners in the
region, the United States must establish and
communicate to them what it sees as the acceptable
parameters of their security relationships with
China. In doing so, Washington can avoid unnec-
essary escalation with China, maintain its regional
network of defense partnerships, and find a way
toward a sustainable long-term presence in the
Middle East and Morth Alrica.
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NORTH AFRICA IN AN ERA OF GREAT POWER COMPETITION

orth Africa is among the many world regions overshadowed by crises in Europe, the Middle East, and the

Asia Pacific. Yet the countries of North Africa—Morocco, Algeria, Tunisia, and Libya, referred to collectively

as the Maghreb—are strategically significant to U.5. defense and economic interests, both in their own
right and even more strikingly in the context of current geopolitical competition with Russia and China.

The United States should care about North Africa
for the following reasons:

« i location is critical 1o the security of NATO and
BEuropean allies,

The region holds vast energy resources. Libya

has the largest proven oil reserves in Africa, and
Algeria has the world's tenth-largest gas reserves.
The region also hosts important mineral and other
resources critical for renewable energy.

Russia is making steady military inroads in
Morth Africa, especially Libya, where it is
actively transitioning the Wagner Group—now
semiofficially rebranded as the Africa Corps—to
a formal presence and possibly securing basing
rights that threaten U.S. and NATO interests.

Instability in Morth Africa can spawn migrant
crises, stoked by Russia, that threaten the
political-economic stability of European countries.

« The region is likewise vulnerable to jihadist
threats, especially in the ungoverned spaces of
Libya, Sahel areas to the west, and in the context
of Tunisia’s failing political-economic system,
which could reignite dangers to U.S. citizens and
personnel stationed there,

Growing Chinese influence in the region could
strengthen Beijing's position on the African
continent, while expanding its access to the
Mediterranean Sea and Atlantic Ocean.

POLICY NOTE 147

This paper examines the Russian and Chinese
presence in North Africa across four dimensions—
palitical, economie, security, and cultural—treating
the cases of Moroceo, Algeria, Tunisia, and Libya
discretely (see figure 1 for Russian and Chinese
levels of influence by country). The content focuses
on roughly the Arab Spring period to the present,
ora little maore than a decade, and emphasizes the
perspectives of regional countries rather than those
of the two great powers in question. The study does
not address Egypt because, while technically in
North Africa, it is distinet from the other countries
in several ways. Not only is it more intricately tied
to Levantine and Gulf Arab politics as a result of

its location and eastward orientation, it is also
significantly larger in population and GDP. Cairo

is moreover one of Washington's most important
security partners in the region, suggesting that it
would warrant its own separate study on these
questions.

For each of the four North African countries under
discussion, this paper attempts to tell the story of
current Russian and Chinese influence. Moracco,

for example, has seen strong Chinese economic
activity but little from Russia. The longstanding
Algerian relationship with Russia has allowed
Mascow to exert significant influence, but not encugh
to undermine Algeria’s fierce insistence on political
independence. Both Russia and China have shown
interest in developing closer ties with Tunisia, but
these have so far remained limited due to a variety
of internal factors. In Libya, Russian military inter-
vention has been strong, versus virtually nothing
from China. The paper concludes with a summary
of major trends and several policy recommendations
for the U.S. government,
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Background: The United
States in North Africa

Morth Africa is rich in energy resources, including oil
and gas as well as wind, solar, and critical minerals.®
It is also located at a strategic continental crossroads,
with the northern tip of Moreceo a mere nine miles
from Spain and Tunisia’s coast roughly two hundred
miles from ltaly.

The countries of North Africa are distinct in being
integral to the Arab world and Africa alike. For
example, although all four countries belong to the
Arab League, they were also represented at the 2022
Alrica Summit in Washington. Moroceo and Algeria
have two of the largest economies on the continent
and serve as important counterterrorism partners to
the West.® Finally, each of the four countries is closely
linked to Europe, notably when it comes to energy
dynamics and the perennial challenges posed by mi-
gration. Europe also hosts large diasporas from these
countries who send home significant remittances.

Despite these features, North Africa has never been

a top priority for the United States.* Furthermore,
aware of the great diversity in the region and lack

of integration among its states, the United States

hag mostly dealt with countries on a bilateral basis.®
The four nations treated here vary in governance and
economic structure, as well as in size, ideclogical
makeup, and even demographics. The only historical
attempt to form a regional bloc, the Arab Maghreb
Union, has been defunct for years.®

Broadly, U.S. goals in these four North African
countries center on preserving stability. Although
Libya is the only country currently experiencing
violent internal conflict, the situation elsewhere has
often been precarious: Algeria experienced its own
decade of civil war from around 1992 to 2002, and the
region as a whole was shaken by the Arab uprisings of
2011. In general terms, the United States has engaged
mast in the region when facing an immediate crisis or
when asked to do so by allies. There is little sense of
an overarching U.S -initiated strategy to address the
long-term risks of climate change and lack of economic
opportunity, especially among youth, as well as poor
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governance, factors that prime the region for extrem
ism and mass migration. Great power competition, in
addition to the risks just outlined, should compel the
United States 1o take North Africa more seriously.

The next section reviews how the United States has
broadly engaged with each country.

Moroceo is a constitutional monarchy where power
is meant to be shared between the hereditary
monarch and an elected legislature. In 1777,
Moroceo became one of the first states to recognize
American independence, and the two countries have
long maintained a close partnership, reinforced
after Moroceo attained independence from France
in 1956, Today, defense is at the core of that rela-
tionship: strong defense ties date to the Cold War,
when the kingdom purchased arms from the United
States and hosted American forces at naval stations
in the country.” Morccco today hosts African Lion,
the largest U.S.-led multinational exercise on the
continent, and remains a key arms purchaser and
counterterrorism partner. In 2004, the United States
designated Moroeco as a major non-NATO ally,

and since 2018 Rabat has received roughly

$70-80 million annually from Washington.

Moroceo and the United States have also enjoyed

a fair amount of economic and cultural exchange.
Although Meroceo's strongest trading partners
have traditionally been in Europe—notably, France
and Spain—its free trade agreement with America
dates back to 2004:% bilateral trade is now roughly at
$6.8 billion per year. American-funded educational
exchange programs are also relatively popular with
Maroceans, For example, the Fulbright Program
offers eight English teaching assistant awards and
eight open study/research awards for Moroceans,
more than any other Maghreb country and on par
with other close American partners in the Middle
East such as Jordan and Egypt, Moroceo has hosted
mare than five thousand Peace Corps volunteers
since the program began there in 1963—more than
any other Arab country. Hundreds of thousands of
American tourists also visit Moroceo every year.
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In 2020, the United States recognized Moroccan sovereignty
over the internationally disputed territory of Western Sahara.

a Polisario Front-controlled area 9 Morocco-controlled area
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When the eighty-year French protectorate ended in
1956, Tunisia formed a republic, adopting its first
constitution in 1959. Like Moroeco, Tunisia has since
independence been generally Western-oriented and
has retained close ties with its [ormer colonizer.
Given geographic proximity, laly has also long held
a strong influence in Tunisia. Ties with the United
States date back to the late eighteenth century, when
the two countries signed a Friendship Treaty, and
have remained firm since. The last two decades
have seen discussion of a free trade agreement,

with Tunisia having had a deal with Europe (known
as an association agreement) since 1998.4 In 1962,
Tunisia distinguished itself as the first Arab country
to open a Peace Corps program, and hosted roughly
two thousand volunteers before the program closed
in 19967

Tunisia rose as a .S, priority after popular uprisings
led to the overthrow of autocrat Zine al-Abidine

Ben Aliin 2011, and it later emerged as the most
likely Arab Spring country to become a demoeracy,
bolstered by the creation of democratic intuitions,
Meanwhile, growing extremist activity in the region
prompted Washington to also focus on strengthening
Tunisia’s security sector and to develop a security
partnership. Since 2011, the United States has
allocated more than $1.4 billion to support Tunisia's
transition, which overall has focused on internal and
external security, promaoting democracy and good
governance, and supporting economic growth.'

In 2015, the United States designated Tunisia as a
major nan-NATO ally.

In 2021, however, President Kais Saied, who had
been popularly elected two years earlier, launched
a dramatic overhaul of the country’s governing
system, reversing many of its democratic advances,
He has employed a populist, anti-Western narrative
in part to justify his actions, challenging relations
with the United States—and Europe, This situation
has led 10 reduced U.S, economic and security
assistance despite dire economic conditions, and
postponement or cancellation of major programs

such as a $500 million Millennium Challenge
Corporation compact to improve transportation and
access lo water and irrigation.'” Saied’s comparative
indifference regarding Tunisia’s relationship to the
United States has opened the country to greater
activity from China and Russia, which lack America’s
seruples about Saied's governance,

The United States has had the rockiest relationship
with Libya relative to the other three countries
discussed in this paper. [n the 1980s—during
Muammar Qadhafi’s forty-two-year rule—the United
States carried out air operations against Libya and
sanctioned the regime in response to the 1988
bombing of Pan Am Flight 103 over Scotland, which
was linked to Libyan actors. By the early 20008, in an
effort to reopen his suffering but oil-rich economy,
Qadhafi agreed 1o turn over weapons of mass
destruction materiel and to pay reparations to the
families of Pan Am victims, This long process, which
occurred in the context of the U.S. invasion of Iraq,
led to the formal restoration of U.S.-Libya relations
in2006.1*

When the Libyan uprisings began in February 2011,
U.8. president Barack Obama decided to intervene
with NATO and coalition partners in response to
the regime’s crackdown, authorized by UN Security
Council Resolution 1973. After six months of mostly
stagnation, coalition forces helped the fragmented
opposition seize the capital, Tripoli, in August 2011,
Twao months later, Qadhafi was killed and a
transitional government took over.

Since then, the United States has supported a transi-
tional governing process but suffered major sethacks,
notably the 2012 murder in Benghazi of Ambassador
Christopher Stevens and three other Americans. Yet
internal Libyan disputes have been at the heart of a
now thirteen-year transition, including two civil wars
primarily between western and eastern actors. U.S.
personnel vacated the Tripoli embassy during fighting
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in 2014 and now operate out of Tunis, putting them
at a distinct disadvantage when it comes to engaging
the population. But the United States remains
diplomatically involved through a special envoy,
Richard Norland, to support the transition process.

Palitically, the United States has supported a UN-led
process to end the transition through national
elections, which have been postponed indefinitely
from a planned vote in December 2021, Over the
last several years, America has been providing Libya
an average of $69.4 million per year in economic
support funds to the UN-recognized government
based in the west, mainly earmarked for democracy
and governance support for aiding civil society
organizations, local governments, and national
institutions such as the High National Election
Commission. Nevertheless, the deep divides that
continue to characterize Libyan leadership and the
heavy influence of militias and Khalifa Haflar's
eastern-based Libyan National Army suggest it will
be difficult for Washington—or any actor—to help
stabilize Libya and develop a strong, effective
partnership with the country in the near future.”

The Russian and Chinese
Tool Kits

China and Russia use differing strategies for
asserting their influence. Broadly speaking, Russia
takes a “pragmatic” appraach to foreign policy on the
African continent—supporting whomever it believes
will help advance its goals—and primarily has a
security or strategic focus.™ In contrast, China seeks
principally to advance its economic interests, typically
by developing local infrastructure on terms conducive
to Chinese firms, and thus create leverage in the
relationship. (For trade with China and Russia for
each North African country, see figures 2and 3.)

In addition to extending military support to various
armed actors through the state-sponsored Wagner
Group (now rebranded Africa Corps), the Kremlin has
long used disinformation as a tool in the Middle East
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and Africa. Over the years, the Russian state-owned
media outlets RT Arabic and Sputnik Arabic emerged
as major sources of perceived legitimate regional
news in the Middle East.** More recently, starting

in about 2019, the Wagner Group itsell has helped
spread disinformation across the African continent,
Russia also deploys more traditional diplomatic
and economic modes of influence, such as an
initiative for a free trade area with North Africa, 1o
be integrated into the Eurasian Economic Union—a
bloc comprising Russia, Armenia, Belarus,
Kazakhstan, and Kyrgyzstan.®

Chinese economie activity includes high levels of
exports, primarily of cheap consumer goods, and
“near-shoring"—or establishing manufacturing
plants for such goods in the Maghreb to take
advantage of its proximity to Europe. China has also
sought 1o export services in the form of construction
projects—often major infrastructure initiatives—but
this approach has faced some backlash due to
Beijing’s tendency to send its own workers rather
than ereate opportunities for local employment.
Large pockets of Chinese workers have on oceasion
led 1o friction with locals.® These efforts are often
connected to Beijing's Belt and Road Initiative (BRI),
which has sought among other means to link China
with the rest of the globe through large transportation
projects. China has also notoriously offered loans 1o
heavily indebted countries in exchange for aceess to
key natural resources, but this pattern has not taken
hold in the Maghreb.

China engages all four Maghreb countries—as it does
others in Africa and the Middle East—through a
combination of bilateral relations and multilateral
forums, with each country belonging to China's
primary multilateral engagement mechanisms in the
region: the China-Arab States Cooperation Forum
(CASCF) and the Forum on China-Africa Cooperation
(FOCAL). Engagement through these multilateral
forums is seen as advantageous to China, in part
because it allows China to portray itself as convening
a wide range of countries while also diluting the
Maghreb countries’ individual bargaining power.*
For the Maghrieb countries, membership in such
forums offers the appearance of active engagement
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Figure 2. Trade with China
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with a global power. The Algeria-Morocco rivalry
has proven the greatest obstacle to Maghreb
integration, forcing the other countries to relinquish
their own potential benefits from collective
bargaining with China,

Culturally, the Maghreb hosts centers such as
Confucius Institutes, which are modeled on Western
entities such as the Goethe Institute and Institut
Frangais, where citizens of other countries can
study language and other aspects of Chinese
culture,*® and Russia has supported outpasts of the
Orthodox Church, Although Russian and Chinese
tourism in North Africa has grown, especially in
Tunisia and Morocco, barriers such as language
and ease of travel continue to limit such visits.
Educational exchanges, too, are very limited
compared with the number of Morth Africans
studying in Europe or the United States,*

Maroceo's chief foreign policy concern is preserving
its claim on Western Sahara, which affects its
relations bilaterally with Algeria and in multilateral
forums such as the UN Security Council. In addirion,
since approximately the start of King Mohammed V1's
reign in 1999, Moroceo has sought more actively o
capitalize on its geographical position—namely, its
access to the Atlantic Ocean and Mediterranean Sea
and its proximity to Europe—hy casting itself as a
critical node in global supply chains. These efforts
have been complemented by Rabat's successful
diplomacy in sub-Saharan Africa—part of a general
attempt to diversify the kingdom’s political and
economic partnerships as conditions in Europe have
shifted (e.g., since the 2007-8 global financial crisis).
Additionally, Moroceo has tried to attract a diversity
of investors and foreign partners by touting its
endowment of renewable resources and its political
stability compared to its North African neighbors, >

As a result, Moroceo's relations with China have
expanded in recent years, particularly in the
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economic sector. Relations between Moroceo and
Russia are generally cooler given Russia’s traditional
ties with Algeria.

Cordial Relations with Russia,
but at a Remove

Russia-Morocco relations date back to approximately
1778, when an exchange of messages between Sultan
Mohammed I11 bin Abdullah and Catherine the Great
(Catherine I1) resulted in a peace treaty.® In 1897,
imperial Russia established a consulate in Tangier

in part to gain support from North African countries
during its confrontation with the Ottoman Empire.*

During the Cold War, Russia attlempted to maintain
good relations with Morocco, with Rabat serving as
an important trading partner for the Soviets, who
sought access to phosphates, used largely to produce
fertilizers, and generally to gain a deeper foothold

in North Africa.®® Moroceo never fully embraced
socialism, however, limiting the intimacy of bilateral
relations. Meanwhile, the Kremlin also armed the
Palisario movement in Western Sahara (see below),
drawing pushback from Rabat and creating tensions.™

In the Putin era, Russia has made a concerted effort
1o improve relations with Moroeeo, King Mohammed
VI first visited Moscow in October 2002, three years
after assuming power, and went again in March
2016, During the first visit, Putin and the king
signed a Declaration on Strategic Partnership

aimed at expanding bilateral ties, with the language
indicating it was “based on the principles of
soversign equality, a peaceful settlement of disputes,
respect for human rights and freedoms, and a
dialogue between civilizations and cultures."*

Putin’s world profile had grown distinetly darker
between the first and second visits, punctuated by
Russia’s 2014 invasion of Crimea, and Moroceo had
maintained its Western-oriented foreign policy under
Mohammed VI. The 2016 conclave, nevertheless,
yielded several cooperation agreements, including
documents related 1o counterterrorism, tourism,
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nuclear energy,™ and transportation.® The king
reportedly reiterated his determination to strengthen
security ties between the two countries.™ Subsequent
senior official visits followed, along with visits from
prominent members of the business community, and
both countries reported continued intent to deepen
ties on growing bilateral trade.” Upon Putin's 2024
reelection as president, the king reiterated his
commitment to strengthening bilateral ties.*

Yet largely out of respect for the United States,

and perhaps also due to Russia’s close ties with
Maroceo's rival Algeria (see below), Rabat has kept
its distance from Moscow, particularly in interna-
tional diplomacy. Moroeco was absent from the first
several UN General Assembly votes condemning
Russia's invasion of Ukraine but has since switched
o voting against Russia (see figure 4 for UN votes
by all North African states).”” Moroceo claims never-
theless to uphold a neutral position on the conflict,*
possibly because of its increased dependence on
Russian energy, having reportedly emerged as one of
Africa’s main importers of Russia's diesel fuel, along
with increased imports of other oil and gas products,
as Russia loses shares in the European market amid
sanctions.* But Moroceo has reportedly sent tanks
to Ukraine,* and especially given its close ties to
Europe and the United States, would be unlikely to
take a future position in support of Russia.” The
growing presence of the Russia-sponsored Wagner
Group/rebranded Africa Corps in the Sahel, including
reportedly in southern Algeria**—combined with
Russia's substantial arms sales to Algeria—has also
heightened Rabat's suspicions about Russian aims.

Economically, Moroceo is Russia's third largest
Alrican trading partner behind Egypt and Algeria,
although Morocean exports to Russia—mostly citrus
and other food products—constituted less than

1 percent of Russian imports in 2021.%° In the same
year, Russia aceounted for 3.4 percent of Moroccan
imports, which totaled about 42 percent of Moroceo's
total GDE* Morocean imports from Russia include
coal, chemicals, diesel fuel, and fertilizers.” The
coal plays a significant role in producing electricity
for Moracco, which is entirely energy-import
dependent, and increased Moroccan imports of

Russian diesel after the Ukraine invasion exemplify
Rabat's increased energy dependence on Moscow,
whose investment in the North African country
remains minimal.**

In terms of public diplomacy, Russia saw its first
Maorth African vaceine diplomacy success during the
Covid-19 pandemic in Moroceo, In November 2020,
Artyom Tsinamdzgvrishvili, the head of Russia's
trade mission there, announced that his country would
ship Moroceo enough doses to vaceinate 20 percent
of its population.*® Thus far, however, this success
does not appear to have translated into a deeper
connection between the two countries. By compar-
ison, the United States donated 2.7 million doses of
vaccines produced by Plizer and Johnson & Johnson
through the COVAX program, enough to vaccinate
about 7 percent of the Moroccan population.®®

Growing Morocco-China Economic Links
and Modest Defense Ties...

Maoroceo's economic ties with China have deepened
in recent decades, particularly given Beijing’s
simultaneous shift to a more market- and export-
ariented economy followed by its Belt and Road
[nitiative. In 2017, Moroceo became the first Maghreb
country to launch a strategic partnership with

China. Trade between the two countries stood at
approximately $4.8 billion in 2020;% China has sought
to manufacture goods in Morocco (o take advantage
of its free trade agreements with both Europe and the
United States.” Yet the large trade imbalance ~imports
from China are roughly 10 percent of Moroceo's total,
while exports to China represent only 0.9% of all
Maoroceo's exports—worries some Rabat officialg.
Mareover, Moroceo has deliberately sought to
maintain a diversity of trading partners and avoid
compromising its traditional close relations with
Europe—particularly France—and the United States.

The two countries signed a BRI implementation
agreement in January 2022, which among other
ohjecrives sought to promote Chinese financing
for Moroccan development projects and encourage
Chinese firms to invest in Moroceo.™ Yet Chinese
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Figure 4. North African Votes on Ukraine at UN General Assembly
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investment (bath public and private) had already
been expanding in a range of sectors including but
not limited to fisheries, telecommunications, and
infrastructure.* Monetheless, as with trade, Chinese
investment in Morocco has not expanded at the same
pace as in other African countries,™ and it still has
not reached the levels of traditional European, Gulf,
and American investors.® Additionally, an increase
in Chinese foreign direct investment (FDI) remains
challenged by Moroceo's preference for local
production, which conflicts with China’s emphasis
on manufacturing and production by Chinese
companies.®

Unlike in neighboring Algeria, China has not been
the main implementer of high-profile construction
projects, which in Moroceo include impressive
endeavors such as the Tanger Med Port Complex,™
which has become one of the largest and most

active ports both along the Mediterranean Sea and in
Africa.® Monetheless, China's investment has been
notable, including as a partner on the Mohammed V1
Tangier Tech City project.® This $10 billion “smart
city” was announced in March 2017 but delayed after
the Chinese Haite Group pulled out—later replaced
by the China Communications Construction Company
and its subsidiary, the China Road and Bridge
Corporation, which signed a memorandum of
understanding with Morocco'’s BMCE Bank.™ The
project, now projected for completion by 2027, is set
to become the largest Chinese investment project in
North Africa.® It is also meant to host approximately
two hundred Chinese tech companies and “strengthen
Moroceo's linkages within the Euro-Mediterranean
region. "

The Chinese telecommunications giant Huawei
also plans to establish regional and logistical
centers in the Tangier Tech City, having already
achieved a significant place in Moroceo's market.*
Yet security concerns may limit its presence at the
port complex,* and several indicators suggest
Moroceo will not use Huawei as its 5G provider®
Still, this decision—and the reassurance it would
provide 1o the United States and Europe about
preventing Chinese access to sensitive data—is not
a sure thing, and the West may have to put forward

aclear, affordable alternative to dissuade Moroceo
from ultimately choosing Huawel.

Chinese investors have also been involved in the past
two decades of Morocean growth in key strategic
sectors such as automobile manufacturing *® Major
European manufacturers including Renault and
Stellantis now produce inside the kingdom, with
Chinese firms amaong their many international
suppliers.”” Additionally, Moroceo's cobalt and
phosphate reserves could allow the country to
become a key player in the production of electric
vehicle batteries and EVs themselves.”” Here, too,
Chinese firms have been quick o establish their role.
For example:

» In 2017, the Chinese company BY D signed a deal ta
open an EV production plant in Kenitra—although
this effort has faced some delays.™

« InJune 2023, the Chinese firm Gotion signed
a similar MOU for an EV battery factory, which
would represent the second largest FDI project in
the country if realized.™

China would likely face headwinds in pursuing
major defense contracts with Moroceo, given the
kingdom’s preference for importing arms from the
United States, Europe, and elsewhere. Rabat has
purchased frigates from Europe,” unmanned
aerial vehicles from Turkey,™ and some of the maost
in-demand U.S. platforms, like F-16s,® Apache
helicopters,™ and the High Maobility Artillery Rocket
System (HIMARS). In 2022, Moroceo signed on

1o a ten-year road map for defense cooperation with
the United States.”™ Moroceo also has a growing
relationship with Israel; the Morocean air force
currently operates three Heron UAVS, and Israeli
soldiers participated in the African Lion exercise for
the first time in 2023, Moroccan forces regularly
train with their U.S. and Western counterparts, and
Moroccan defense officials have clearly prioritized
relations with the United States and the West.

Yet that does not mean relations have been exclusive,

In recent years, Moroceo has increased its defense
budget from an adjusted $3.61 billion in 2008 to

THE WASHINGTON INSTITUTE FOR NEAR EAST POLICY
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$5.66 billion in 2022 With increased spending
has come a willingness to diversify its defense
relations in select sectors, including developing
modest defense ties with China. In 2016, for example,
Moroceo purchased the Tianlong-50 air defense
system from Beijing.** Another Chinese air defense
system operated by Maroceo, according to the
International Institute for Strategic Studies, is the
FD-2000, a long-range platform similar to Russia’s
5-300.%* In 2022, open source imagery indicated
Moroceo was building a new air defense base
outside Rabat that would incorporate Chinese
systems, potentially alongside others from the
United States, Europe, and Israel

...While Cultural Ties Face Challenges

China has pursued certain openings in the
peaple-to-people domain, such as in vaccine
diplomacy and cultural exchange, but these do not
yet constitute a threat to the historic Moroccan
closeness with the United States and Europe,
particularly France. Chinese cultural exchanges
with Morocco are nonetheless significant: Moroceco
hosts three Confucius Institutes—in Casablanea,
Rabat, and Tetouan—and other cultural centers in
Casablanca, Tangier, Tetouan, and Agadir.® Chinese-
language instruction is becoming integrated into
training courses in the tourism industry and other
professional development programs such as those
run by the BMCE Bank Foundation for Education and
Environment, The language is even being introduced
in some primary schools.® Moroceo's Ministry of
Culture has helped organize celebrations of the
Chinese New Year in multiple cities for the past
several years.™

Chinese tourism to Morocco received a major push
with the lifting of visa restrictions in 2016 and the
establishment of direct flights in 2019,%" reaching
approximately 150,000 visitors per year by 2019.%*
Aneedotal reports suggest the numbers have not
returned to their pre-Covid levels.® Regardless,
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Chinese tourism is still minor compared to the
numbers from the Maroccan diaspora, France,
and Spain.®®

Like Russia, China took advantage of the severity
of the pandemic to expand its health diplomacy

in Maroceo, providing 65 million doses of the
Chinese-produced vaccine Sinopharm and four
large air shipments of medical supplies and
personal protective equipment. (Immediately
following the outbreak, Rabat sent medical supplies
to Beijing.”) Chinese pharmaceutical companies
also partnered with Moroccao to carry out clinical
tests for the vaccine,

As elsewhere, a growing Chinese economic presence
does not necessarily translate into closer people-to-
people relations. Despite some indications of an
expanding Chinese presence in Morocean society,”™
including reports of pockets of Chinese residency
in places like Casablanca’s Derb Omar business
district,” Beijing's investment has not necessarily
been accompanied by the societal integration of
Chinese workers. The numbers of Chinese immi-
grants has actually fallen in recent years, likelyas a
result of the pandemic and the demand for workers
elsewhere in Africa.

Unsurprisingly given their histories, cultural affinity
between Moroccans and their Western counterparts
remains stronger than that between Moroccans and
Chinese. This is evident in the wide prevalence of
French in Moroceo (as in Algeria and Tunisia) and
the large numbers (approximately 1.3 million) of
Marocean expats living in France paired with roughly
50,000 French eitizens living in Morocco—"a number
that doubles when accounting for dual citizens,™®
Other indications come from public opinion data: for
instance, China's treatment of Uyghur Muslims has
reportedly weakened perceptions of China inside
Moroceo.* Numbers of Chinese students in Morocco
have not increased with particular rapidity, and the
growth of Morocean students interested in studying
in China remains limited ””

n
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Despite its professed commitment to nonalignment,
Algeria during the Cold War was closer 1o the Soviet
Union and its proxies and satellites than to the West,
In the 1990s, amid the Algerian civil war and the
Russian transition away from communism, relations
temporarily dimmed, but they picked up again
under Algerian president Abdelaziz Bouteflika,

who came to power in 2000, and Russia's newly
elected President Putin.®® More recently, defense
ties have been challenged by Russia's invasion of
Ukraine and Algeria’s growing desire to assert itself
globally following several years under an ailing
head of state,” the internal disruptions of the
pandemic, and popular uprisings in 2019, Algeria's
pursuit of improved regional and global stature is
also evident in its relations with China, where
President Abdelmadjid Tebboune paid an official
visitin July 20232 Yet China-Algeria relations have
also faced hurdles, including on the economic front.

Algeria-Russia Defense Relations
Strong but Not Unshakable

The Algerian military’s significant influence in
national politics makes the country’s historic
defense orientation toward Russia all the more
significant, The connection can be traced to 1963,
a year after independence, when Algerian forces
suffered a serious setback during a border clash
with the Morocean military, prompting officials to
seek military aid from Moscow. The Soviet Union
extended a line of military credit for the equivalent
of $100 million, thus starting a long arms sales
relationship.*” Today, Algeria is a top-five purchaser
of Russian arms globally, with Russian weaponry
constituting approximately 76 percent of Algeria’s
arms imports since 2002, Algeria has purchased
advanced Russian platforms, including the 5-300
air defense system, Project 636 diesel-electric
submarines, Iskander-E short-range ballistic
missiles, and various fighter jets.*® Given the
importance of arms exports o Russia's economy
and the strategic positioning of Algeria in the

Mediterranean, Moscow has been keen to keep this
relationship close: in 2006, Russia wrote off billions
of dollars in Algerian debt in exchange for Algerian
purchases of Russian arms;™ and in 2018, Russia
granted Algeria access to its global navigation
satellite system known as GLONASS, a status
previously given only to India,

Yet over the decades, Algeria has often attempted to
assert its defense independence. It rejected the Soviet
Unien's requests for basing rights at naval [acilities
in the 1960s and attempted to reassert its status as

a nonaligned country following the 1973 Arab-lsrael
war, in part because it viewed Moscow's suppaort for
the Arabs as insufficient.’ In the 1980s, Algerian
officials grew wary of their reliance on Moscow for
weaponry and attempted to diversify arms suppliers,
in particular by purchasing C-130s from the United
States.*” Algerian leader Chadli Bendjedid visited
Washington in 1985, prompting the United States to
grant Algeria access to general military equipment—
though subsequent purchases were unsubstantial **®
Algeria condemned the 9/11 attacks and pledged 1o
enhance counterterrorism efforts with the United
States, leading to an increase in U.S. military support
and several cabinet-level visits to Algiers.!” When
Mark Esper vigited in 2020, he became the first U.S,
defense secretary to visit the country since 2006,
The trip reflected an inclination in Washington to
“maybe push the door open a little bit” in courting
Algeria out of Russia's defense orbit.®

Notably, Russian and Algerian leaders have not
finalized an estimated $12-17 billion weapons
purchase by the latter reportedly under discussion
since 2022 —likely due to Russia’s unanticipated
needs in Ukraine. In August 2023, the Russian
defense minister and Algerian army chief also met
1o discuss “improving the combat capabilities of the
Algerian armed forces,” but they did not announce a
deal. ) Therealter, in April 2024, the deputy defense
ministers met in Algeria to discuss the countries’
“strategic partnership."?

For Algiers, Russia's invasion of Ukraine and the

subsequent effects on its ability to export arms will
continue to shake up the global arms market and
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may have renewed Algeria’s desire for more autonomy
in its defense partnerships, but Algeria’s deep and
historic ties to the Russian military remain a serious
hurdle.** Algeria, like many traditional customers of
Russian weaponry, will struggle in the coming years
to not only purchase new Russian weaponry but even
to maintain its existing supply of Russian arms.
From now on, Algiers will have to weigh whether its
historically elose defense relationship with Moscow
still makes sense.

Algiers as a Political Free Agent

In the diplomatic arena too, Algiers must balance
its desire to retain strong ties with Moscow (as its
main weapons supplier) with its foreign policy
principles of sovereignty and its relations with the
West, Moscow offered more support to Algiers than
dicl other countries during its decade of internal
turmail, as well as during the 2019 popular protests
that pushed President Abdelaziz Bouteflika from
power—giving Algiers reason 1o try to keep Russia
happy***—but the Ukraine invasion aliered the
equation. Algeria abstained on five of six votes in
the UN General Assembly condemning Russian
aggression in Ukraine, but in April 2022 it voted
along with BRICS members China, India, and
Brazil***—1o remove Russia from the UN Human
Rights Council.**” A similar dynamic may have
pertained in July 2023 when then Prime Minister
Aymen Benabderrahmane, rather than President
Tebboune, representad Algeria at the second Russia-
Africa Summit in St. Petersburg. Benabderrahmane
alsoattended the 1.S,-Africa Leaders Summit in
Decemnber 2022, suggesting that Algeria is seeking
tosend balanced signals about its great power
relations.”®

In November 2022, Algeria officially announced that
it was applying to join the BRICS paolitical-economic
grouping, and Russian foreign minister Sergei Lavrov
subsequently said the North African state “tops the
list” of applicants.’*® The candidacy was generally
considerad a reflection of Algeria’s longstanding
foreign policy strategy of pursuing multilateralism
without becoming tied down by formal alliances, as
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well as a means of accelerating Algeria’s own
economic development—e.g., by increasing financial
resources and technological transfers from countries
such as India.**® Finally, however, Algeria was not
among the five countries—including the higher-GDP
Middle East contestants Egypt, lran, and the United
Arab Emirates—invited to join in August 2023,

Economically, Algeria is one of Russia’s main trading
partners in Africa,** but trade relations are highly
imbalanced, as they are in the Russia-Maroceo
context. In 2017, Russia exported an estimated

$1.2 billion worth of goods and services to Algeria
(led by navigation equipment, soybean oil, and
broadecast services); that same year, Algeria only
exported approximately $6.3 million in goods to
Russia (largely dried and fresh fruit) = In 2017,
Algeria's GDP totaled $170.1 billion, 22.6 percent

of which consisted of exports.** This reflects
Algeria’s general lack of diversification when it comes
to economic production and exports. Another barrier
to trade between the two countries is their shared
role as major exporters in natural gas.*** Algeria also
imports significant amounts of wheat from Russia,'*
After Russia pulled out of the Black Sea Grain Initiative
in July 2023, which allowed exports of various grains
from Odessa ports, Egypt criticized the move, but
Algeria did not, This reflects the balancing act
Algiers is still seeking to strike,

Cultural Relations with Russia
Mostly Strong

Culturally, Russia has managed 1o make inroads

in Algeria, According to some reports, Russian
disinformation campaigns have attempted to portray
the Hirak protest movement as fueled by radical
Islamists.'*” One analyst has documented several
cases of Russian media outlets, think tank analysts,
and officials warning about Islamists' role in the
uprisings that began in 2019, and likening them 1o
Egypt's 2011 uprisings.'*

Analyses of Russian media suggest the Kremlin

views Algeria as a significant country to pursue
influence. The state media outlet RT (formerly Russia

19
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Today) opened a bureau in 2024, thereafter launching
its fifth RT Arabic talk show ser so available in
Russian.'*® Reportedly, RT has received more
welcoming treatment compared with other interna
tional news outlets, many of which have either been
barred from operating or had journalists expelled.*®

Polling data also suggests that decades of broad
government-level Algeria-Russia cooperation, as
well as Russia's relative success in the information
and media sphere, has influenced public percep
tions.*** For example, in 2022 a large majority (66%)
of Algerians expressed favorable attitudes toward
Russia—likely “the consequence of decades of clos
government cooperation and cultural exchange
Notably, in 2022 the proportion of Algerians wanting
to strengthen economic ties with the country (55%)
had increased by 20 points from 2019, (For public
perceptions of the United States, Russia, and China,
see figure 5.}

In late 2020 and early 2021, Russia and Algeria also
reached an agreement over very of 500,000
doses of the Sputnik V v: fcharge and for
Algeria to start producing the vaccine. Algeria was
reportedly the first African country to register the

vaccine and one of a select number on the continent
to receive a delivery given its "preferred” status in
Moscow's eyes.'* The first shipment of Sputnik V
was quickly followed by deliveries of the British
produced AstraZeneca vaccine and the U.S.-produced
Johnson & Johnson vaceine. ™

A Generally Upward Trend for
Algeria-China Ties

China and Algeria have grown closer politically in
recent years. Historically, Beijing was an early
supporter of the National Liberation Front (FLN)
during the Algerian war of independence from 1954
to 1962, In the 19708, Algeria supported China'’s
candidacy to the United Nations and eventually
promoted the resolution that in 1972 granted to the
People's Republic Taiwan's seat at the UN.

The state visit of President Tebboune to Beijing in
23, following a similar trip to Moscow the

18 month, is a recent sign of this deepened
political partnership. The visit highlighted the
evolution of Algeria-China ties, based on a shared
vision of the world that emphasizes sovereignty and

Figure 5. China, Russia, and the United States: Favorability Ratings Across North Africa
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noninterference, The main pillar of this renewed
relationship is Algeria’s continued candidacy 1o

join BRICS, which Algeria continues to frame
optimistically despite its lack of success thus far.**
In a further sign of adherence to this “new multilar-
eralism” pursued by Beijing, Algiers pledged (o join
the BRICS-associated New Development Bank as a
shareholder. On January 1, 2024, Algeria entered the
UN Security Council as nonpermanent member for a
two-year tenure, during which it is expected 1o
coordinate closely with China,

The two countries are also longtime economic
partners. Algeria has shown a preference [or Chinese
investments over the past decade, notably awarding
Beijing emblematic projects such as the construction
of the Great Mosque of Algiers and the new Algiers
International Airport.** Today, as with all its economic
partners, Algeria expects China to carry out produc-
tive investments in partnership with Algerian actors.
Algeria hosts one of the largest populations of
Chinese workers in Africa,’*” and has 850 Chinese
active companies in the country,**

Indeed, since 2012 China has overtaken France as
Algeria’s top supplier, with more than $6 billion of
imports that year, and China is among the biggest
clients of Algeria globally.**” Algerian authorities
have encouraged a Chinese presence and ratified a
Belt and Road Initiative MOU in 2019, Algiers also
adhered to the Asian Infrastructure Investment
Bank as early as 2018, hence acquiring a seat on
the bank's board, with voting rights proportional to
capital invested *

China's investments have focused on four key
sectors: petrochemical extraction, public works

and infrastructure, telecommunications, and car
produection, (Activity in the defense industry marks
a fifth.) Building on this strong presence, contracts
involving Chinese companies now emphasize key
infrastructure projects with strategic value, including:

» The completion in 2023 of the 1,216-kilometer

East-West Highway, largely built by CITIC
Construction at a total cost of more than $17 billion.

POLICY NOTE 147

«  Anagreement for the construction of a deepwater
port in El Hamdania-Cherchell, signed in
January 2016 as part of the BRI and backed by
a$3.3 billion Chinese loan.* If this project
materializes, it will end the de facto Algerian
palicy of not contracting loans,

.

A contract signed in February 2022 with the
Chinese petroleum and chemical company
Sinopec for the construction of a liquid gas
storage facility in Skikda, worth $180 million.

A project with Sinopec underway since May 2022
on the production of fuel additives in Arzew,
worth $430 million.

Despite this seemingly flourishing economic
relationship, Algiers-Beijing cooperation faces
many constraints. As a generally closed economy
with an unfriendly investment climate,’* Algeria
has placed restrictions on imports that have forced
some Chinese companies to leave the country, As
elsewhere, the significant number of Chinese
workers has prompted accusations in Algerian
policy circles that China is evading the practice

of local hiring in a country where unemployment
reaches 14 percent. Besides these difficulties,
Chinese efforts in Algeria face stff competition from
abroad, especially from Turkish companies in the
key sector of public works.** The reputation of some
Chinese companies for scandal and corruption has
encouraged such competition.*** In fact, President
Tebboune's summer 2023 visit to Beljing resulted

in the rebranding of old projects, reflecting some of
the limitations to growing the partnership.

Like many countries that rely on arms imports
primarily from a single source, Algeria has at
various points attempted to diversify its acquisitions
and modernize its defense industrial base. Russia's
invasion of Ukraine—and the subsequent turbulence
facing longstanding customers of Russian weaponry,
including Algeria—will likely accelerate Algeria's
efforts to fortify its military’s status '+

In recent years, Algeria has shortened military
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Russia, China, and the
Conflict over Western
Sahara

The U.8.-Russia geostrategic rivalry has been playing
out quietly in the dispute over Western Sahara—a
situation from which both Algeria and Moroceo have
sought advantage. Technically, Moscow has always
professed neutrality on Western Sahara. Yet in
practice, Russia has stuck close ta the Algerian
position, which generally backs the Polisario Front
representing the claim to Sahrawi independence."**
In October 2023, Moscow abstained from a UN
Security Council vote on the draft resolution put forth
by the United States to renew the MINURSO mandate,
calling it “unscrupulous” and claiming it failed 1o
incorporate “a single one” of Russia's comments,'*

In the years since the Trump administration
recognized Morocco's soverelgnty over Western
Sahara, Russia has responded favorably to the
Polisario’s increased overtures for support,
Moroceo's anger over such moves may have
prompted its postponement in October 2021 of
the sixth Arab-Russian Cooperation Forum in
Marrakesh, even as the gathering eventually took
place in December 2023—conveniently timed
with the rise in anti-American sentiment over the
Hamas-lsrael war,***

In tapping the Western Sahara issue, Algeria appeals
to Russia's interest in expanding bilateral relations
as well as its competition with the United States.
When in June 2023 Algerian president Tebboune

led a large ministerial delegation on a long-awaited
visit to Moscow, some read this as a response to the
joint LL.S.-Moroceo military exercises taking place
the same week. For the first time, the area for the
exercises had been expanded to include al-Mahbes in
the Morocean-held part of Western Sahara—a move
potentially seen as provocative by Algiers.

Thus, Moseow has followed similar patterns of
behavior in Moroceo and Algeria as elsewhere in the
Middle East: attempting to play a more assertive role
asa mediator, taking the anti-U.8. side despite
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professing neutrality, and inserting itself into
vacuums left by a U.S. absence.’™ With respect to
Western Sahara, Moroceo has sometimes gestured
toward Russia when it feels challenged, such as in
2013 when Rabat canceled the African Lion exercise
in response to the U.S. introduction of a human rights
monitoring component into the MINURSO mandate,
which Moroceo has consistently opposed.’ Some
have argued that the incident helped solidify
Marocco's intent 1o find more allies in the Security
Couneil, although U.S. recognition of Morocean
sovereignty over Western Sahara likely dampened
this inclination.’

China has staked out a more neutral position than
Russia on the Western Sahara issue, Despite strong
ties to Algiers, Beijing has generally embraced
principles of sovereignty and territorial integrity
that some have read as tacit recognition of
Marocco's claim to the territory.** To date, an
equilibrium appears 1o have emerged wherein
Moroceo respects Beijing's “one China” policy in
exchange for the latter’s cooperation on the UN
Security Council over Western Sahara—a sort of
mutual acceptance of red lines.**

Meanwhile, building on their history and ideological
affinity, Algiers and Beijing have developed a positive
political relationship based on mutual support in
multilateral forums. On Western Sahara and Taiwan,
key sovereignty issues for both capitals, each is
careful not to take any step that would harm the
other. In China's case, a real balancing act here
involves ensuring its relations with Morocco do not
deteriorate in the process.

Given the intractability of the Western Sahara
conflict, Morocco and Algeria are likely to continue
using U.8.-Russia competition to try to advance their
respective positions, At a moment when the basis for
American recognition of Moroceo's position—Rabat’s
normalization of relations with Jerusalem—is being
challenged by lsrael’s engagement in Gaza, this
situation has only become more complicated.
Although China has not yet signaled an intent to

do s, a more neutral position could conceivably
pasition it to try to exert influence as a mediator in
the future.!**
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Tunisia’s sharp authoritarian turn since July 2021—
driven in large part by popular frustration with

the failures of the country’s political elites—has
had a noticeable, if confusing, effect on its foreign
policy outlook. ™ Under previous governments,

the country had maintained largely (riendly
relations with the West and comparatively more
distant relations with China and Russia. Yet over
the past few years, President Kais Saied's fierce
anti-Western populist rhetoric has become a key
part of Tunisia's outward identity, as manifested in
actions such as the rejection of EU assistance and
the blocking of a European parliamentary delegation
in summer 2023.* In Washington, once an active
supporter of Tunisian democratization, it has aroused
fears of enhanced influence from Moscow and
Beijing—even as these fears appear not yet o have
played out.

Political, Economic, and Cultural
Ties with Russia—Modest but Not
Insignificant

Russia and Tunisia have had full diplomatic ties since
July 1956, but the relationship has never been
especially deep. Since February 2022, Tunisia has
vated in favor of four of the six UN General Assembly
resolutions condemning Russia's aggression in
Ukraine, although it claims to be neutral on the
conflict. Some have interpreted its two abstentions
as the result of increasing pressure from Algiers,

on which Tunis relies for some financial support.™®
Certain analysts also highlight a lack of sympathy
for Ukraine among the Tunisian public, where the
West is perceived as hypocritical in its rush to aid
Ukraine while ignoring the suffering of Palestinians
and conflicts in Africa and elsewhere.'*

Recently, diplomatic exchanges have been moderate
but noteworthy. In July 2023, Tunisia was among
thirty-two of forty-nine countries to send a delegation
headed by a foreign minister, rather than a head of
state, to the Russia-Africa Summit in St Petersburg '™

24

In late September 2023, Foreign Minister Nabil
Ammar met with his Russian counterpart, Sergei
Lavraov, in Moscow, where the two reportedly
discussed increasing volumes of Russian wheat to
Tunisia—a key vulnerability for the country.*™ Then,
in December 2023, Lavrov stopped in Tunis as part
of a North African tour following the Arab-Russian
Cooperation Forum in Marrakesh.'” And in early
2024, reports emerged that the national electoral
commission, known by its French acronym ISIE,
had entered into a memorandum of understanding
with Russia following a study tour to Moscow by ISIE
president Farouk Bouasker.!™

Tourism has remained a key link between the two
countries. Between 2012 and 2016, overall tourism
in Tunisia suffered a sharp decline due to a series of
terrorist attacks, but a tenfold increase in Russian
vigitors between 2015 and 2016 helped make up for
the drop from Europe.*™ This was partly a result of
diverted tourism from Egypt and Turkey, two top
destinations, attributable among other factors toa
temporary diplomatic rift between Ankara and
Moscow.

In 2021, Russia furnished 3 percent of wurists in
Tunisia—considered a significant market by
authorities.™ Hotel owners and other stakeholders
in Tunisia's tourism industry expected another
increase in 2022, but the war in Ukraine brought
about a decline,™ In an achievement, Russia
managed to deliver one million doses of its Sputnik V
Covid vaccine to Tunisia, reportedly driven in part by
Tunisia’s desire to encourage the return of Russian
tourists.”” The Russian airline Aeroflot announced
that it would restart flights to Tunisia in May 20237
but is rumored to have faced financial difficulties in
doing 0.7

“Cultural centers” are generally known to be fronts
for Russian intelligence gathering, and for many
years one has maintained a presence in Tunisia.

In the 1950s, moreover, the Russian community
built an Orthodox Church in Tunis, and its enduring
presence suggests a means of access or intelligence
gathering, with the church having become integral to
the state in the Putin era.”® Also in the area of cultural
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exchange, recently the Russian state propaganda
outlet Sputnik reported that Tunis held its first
exhibition promoting Russian universities, “Education
in Russia for Tunisia 2023."** The Tunisian-Russian
Friendship Association has reportedly launched an
initiative to [acilitate funding for Tunisian students
wishing to study in Russia**

Stasis in Other Areas, but Tunisia
Susceptible

Elsewhere, Russia's activity in Tunisia has not
tended to expand significantly, likely as a result

of Tunisia’s inability to capitalize on any Russian
interest. Trade between the two countries is modest,
totaling roughly $566 million in 2021, although
such numbers should be seen in the context of its
much smaller GDP ($46.69 billion) relative to
Algeria ($163.47 billion) and Moroceo ($141.82).2%
Like Algeria, Tunisia imports significant amounts
of grain from Russia—in 2021, wheat and barley
imports were estimated at approximately

$38 million and $105 million, respectively, although
these figures were upset by the February 2022
invasion of Ukraine.*®® Tunisian exports to Russia
mastly consist of textiles, leather, and fluorides.*®

However limited the current relationship, Tunisia
remains susceptible to Russian inroads—likely more
than Morocco, another North African state with scant
ties to Moscow. Tunisia’s reliance on Russian and
Ukrainian grain is one such area, with Moscow
having shown it will weaponize food in the context

of the Ukraine war.**’ Morocco historically has
imported its grain from both Ukraine and Russia,*®

Relatedly, Tunisia’s democratic backsliding under
President Kais Saied has prompted U.S, policymakers
to enact reductions in bilateral assistance.'™ To the
extent that this alfects the security partnership—
some on Capitol Hill are calling for a trimming of
military assistance’**—Tunisian officials could decide
that Russia is a more reliable partner during its time
of heightened economic uncertainty. So far, this has
not played out, with Saied choosing to insist on
Tunisian “sovereignty” above a more direct turn
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toward the West's rivals. Yet given the overall
dynamic, Western officials should also closely
manitor Russian inroads into the Tunisia security
services as an attempt to expand influence across
the region. Finally, the possibility must be considered
that Saied will call on Russian, not American, assis-
tance if the terrorist threat reemerges in Tunisia,

Political-Economic Relations with China
Hampered by Tunisian Weakness

Tunisia recognized the People’s Republic in 1964,
becoming the last Maghreb country to do so. The
first president of Tunisia as an independent nation,
Habib Bourguiba, favored a pro-Western orientation,
but relations with China deepened somewhat

under his successor, Zine al-Abidine Ben Ali, who
unambiguously supported the one China policy.

Ben Ali traveled 1o Bejjing in 1991 and Chinese
leader Jiang Zemin traveled to Tunisia in 2002.
During the second visit, they signed several bilateral
agreements on a range of economic and other
cooperative issues.'*

Relations dipped slightly following the sudden
popular overthrow of Ben Al in 2011, with Beijing
uncertain of how to react.* Under the first
permanent pastrevolutionary government of Beji
Caid Essebsi, elected in 2014, both sides seriously
explored ways to deepen Chinese investment, but the
domestic preoceupation with rebuilding the Tunisian
state prevented these explorations from fully bearing
fruit.*” This general trend has accelerated since the
transition of power to Saied from Essebsi who died

in office in 2019 at age ninety-two, with Chinese
outreach to Tunisia appearing stronger than the
other way around. For example, Chinese [oreign
minister Wang Yi's visit to the country in January
2024 as part of his annual Africa tour reflected a
recognition of Tunisia's importance in Beijing's eyes
but was not presented as holding particular strategic
value by the Tunisian press.'** Moreover, despite his
fierce anti-Western positions, Saied’s rhetoric and
actions have so far contained surprisingly few
allusions to deepening ties with China.”** This is in
contrast to neighboring Algeria, which has actively

25



239

BORSHCHEVSKAYA, DUGIT-GROS, FISHMAN, HENNEBERG, AND RUMLEY

s with both Ru
reign policy str

limited
visibility
academy

.
se financial

istan president Kais naugurated

hospital fn Sfax, built with ¢

T R

L 1

- iy .

26 THE WASHINGTON INSTITUTE FOR NEAR EAST POLICY



240

NORTH AFRICA IN AN ERA OF GREAT POWER COMPETITION

inaugurated in April 2022. China also constructed
a university hospital in Sfax, completed in 2020,

Similarly, China's interest in developing Tunisia's
ports has been clear, but its actual involvement has
not been,” Tunisia’s plans to expand the strategic
Zarzis port into a logistical hub with a free trade
zone opening onto Libya, for example, have been
consistently delayed, as has the planned port project
at Enfidha ** Tunisia's indebtedness makes a
contract with China on such projects unlikely any
time soon; ™ at the time of writing, it is unclear
how the government will meet its $2.6 billion
foreign liability repayments scheduled for 2024,27
Moreover, China has struggled to translate its
interest in developing Tunisia’s ports, including
Bizerte, into tangible contracts due to Tunisian
government ineptitude.*™ China appears to have
more promising prospects of developing deepwater
ports in neighboring Algeria, as discussed earlier.

Tunisia has permitted some Chinese involvement in
developing the country’s connectivity and other
infrastructure. For instance, Huawei Marine
Networks completed the "Hannibal” cable linking
Tunisia to ltaly in 2009, despite concern amaong
Europeans that this could lead to Chinese intelligence
gathering and naval and military coaperation in the
Mediterranean.* Tunisia was also the site of the
BeiDou Navigation Satellite System's first facility
abroad, launched in 2018 by the China Satellite
Mavigation Office and the Arab Information and
Communication Technology Organization. ™ In
June 2023, Tunisia’s minister of communication
technologies, Nizar Ben Neji, led a delegation to
China's port city of Tianjin, where the two countries
entered into an MOU on communication and
information technology.** Yet even as Huawei
provides 4G connectivity for approximately 15 percent
of the local smartphone market, ' its 5G ambitions
have faced pushback [rom the United States and
competition from Europe

In sum, while China thecretically should have a
favorable position in Tunisia on investments,
infrastructure, and loans, Saied’s emphasis on
sovereignty—including his insistence on hiring of
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local workers amid high unemployment—as well as
Tunisia’s general internal struggles could challenge
China's traditional development model.

A Slow Attempt to Build Cultural Ties

During the 1980s, Tunisia became the first Arab
country to offer Chinese-language courses, and in
2009 it became the [irst to open a Confucius Class-
room, in Sfax.* A Confucius Institute was opened in
2010 at the University of Carthage outside Tunis, and
the same university now partners with four different
Chinese universities and has hosted cohorts of
Chinese students studying Arabic.** By 2020,
Chinese training centers and universities had hosted
maore than a thousand Tunisians for courses and
workshops in sectors including diplomatic relations,
economic management, and health and agriculture, »¢
In late 2023, the Chinese Association for International
Understanding and the Tunisian National Heritage
Institute held a conference on culture and civilization
in Tunis. ™"

Tunisia has followed Morocco's path in trying to
attract Chinese tourism by eliminating visa require-
ments. ¥ Chinese visits subsequently increased by
as much as 10 percent year-on-year between 2017
and 2019, according to some reports.®* As in Moroceo,
however, a pandemic-era drop in tourist numbers
still has not been remediated; moreover, even at

its annual peak of 30,000 Chinese tourists, this
represented an iota of the roughly 9.4 million total
yearly visitors,***

The Chinese media presence in the country has
notably expanded, including through social media
outreach by the Chinese embassy in Tunis**

Thus far, however, its effects on public opinion are
unclear.*** Polling data indicates that Tunisians hold
largely favorable perceptions of China—more than
60 percent say they would favor stronger economic
relations™ —but this does not translate into a
preference for Beijing as a political and economic
partner.*** At the same time, the narrowing of
domestic press freedoms in Tunisia could make the
country more prone to Chinese influence.
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Lacking support from a permanent government
since 2011, Libyan foreign policy has consisted
of responses by various actors to international
interests. At its height in 2015 and again in 2019,
the proxy conflict between Libya's eastern and
western governments included competition
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Russian Intervention in Libyan Politics
and Military...

In April 2008, Vladimir Putin became the first
Russian leader in twenty-three years to visit Libya,
helping establish a cordial relationship with
Muammar Qadhafi.** Putin's visit brought about
the cancellation of $4.5 billion in Soviet-era debt in
exchange for Qadhafi's commitment to multibillion-
dollar contracts with Russian defense companies,
energy investments, and a plan to build a high-speed
coastal rail from Qadhafi's hometown, Sirte—often
the site of his vanity projects and diplomatic

2011 uprigings, only fifteen kilometers had been
built, and the project was suspended by the fighting,

The Libyan dictator's violent response to the 2011
uprisings and subsequent NATO-led intervention
ultimately facilitated a destructive Russian role

in the country, along with new fault lines with the
United States, Russia's bitterness about the NATO
action can be traced o its abstention on (rather than
rejection of) UN Security Council Resolution 1973,
which authorized a “civilian protection” mission in
response to Qadhafi's vicious crackdown, primarily
then around Benghazi, At the time, while ostensibly
serving as Dmitry Medvedev's prime minister, Putin
did not block Russia from abstaining on the resolution,
Yet Russia later claimed it had been reassured the
resolution would not lead to regime change, and the
apparent betrayal of this promise has stoked Russian
anti-MATO grievance ever since. Putin called the
resolution “defective and flawed" and compared it
to "medieval calls for crusades."** Reportedly,

Putin has repeatedly watched the gruesome footage
of Qadhafi’s eventual death in October 2011 as a
reminder of perceived Western duplicity and the
consequences of allowing organized domestic
apposition,”*

Since Putin's resumption of the presidency, Russia
has been an obstinate actor on the Security Council,
often opposing international efforts to unify the
opposing sides, providing alternative forums for
international gatherings, and limiting the mandate
and leadership of the UN Support Mission in Libya
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(UNSMIL). As of this writing, UNSMIL is on its eighth
leader in twelve years, and huge staff and leader-
ship turnover weakens its overall mission. Russia's
obstructionism is largely responsible for two lengthy
gaps in UNSMIL leadership and even shortened

the length of the mission’s mandate, requiring the
Security Council to reauthorize it every three months
instead of every year. "

Moreover, in the run-up to the ultimately postponed
December 2021 elections, Russia was suspected of
supporting the return of Saif al-1slam al Qadhafi, one
of the former leader's sons, and at least two Russians
were arrested for conducting influence operations.*
Russia pays lip service to supporting elections and
voted for the latest UNSCR 2702 (October 2023),
which extended UNSMILs mandate by a year,
calling for reconciliation and urging “free, fair,
transparent and inclusive national presidential and
parliamentary elections as soon as possible across
the country.”=* Yet Russia remains an unreliable
actorand has regularly agreed 1o resolutions

calling for the departure of foreign forces since

the October 2020 ceasefire, despite the obvious
presence of Wagner, as detailed below, ™

On the military front, Russian activity in Libya's
fractured military landscape can be dated 1o at least
2017, when Moscow backed Haftar [ollowing his
visit to Moscow. Despite his anti-Qadhafi stance in
the 1980s and his ultimate residency in Virginia
for more than twenty years, Haftar is at heart a
Russian-trained officer, like most of his Qadhafi-era
colleagues. Moscow, for its part, has denied being
active in Libya, using its Wagner Group forces for
deniability. After Haftar was rebuffed in his April
2019 assault on Tripoli, Wagner forces began
deploying to the frontlines and offered additional
tactical advantages to his Libyan National Army
(LNA), including precision sniper activity, deploy-
ment of Pantsir antiaircraft systems, and Chinese
origin drones.** A Defense Department report
corroborated by independent research showed
that Wagner was receiving UAE support at the
time, but this evident relationship—denied by Abu
Dhabi—ended after being exposed.** A UN panel
of experts initially established to monitor arms
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embargo and other violations estimated the presence
of up to two thousand Wagner personnel actively
supporting Haftar, as of 2021.%¢

To counter Haftar's advances, the UN-recognized
Government of National Accord signed a set

of controversial maritime and defense agreements
with Turkey, which formed the legal basis for Ankara
to deploy its own forces to Tripoli and ultimately
deleat Haltar's LNA forces and Wagner's systems
with superior Bayraktar-2 drones. ™ In its retreat,
Wagner left dozens of improvised explosive devices,
including some attached to children's toys.>®

Alter the October 2020 ceaseflire, the parties agreed
to the departure of foreign forces on either side,
including mercenaries from Chad, Sudan, and Syria.
(Many Syrian were lighting under Wagner's direction.)
In May and July 2021, the U.S. Africa Command
released imagery demonstrating the continued
supply of Wagner platforms and equipment, including
transfers of fighter aircraft from Syria. Other
imagery showed cargo aircraft delivered from

Syria to Libya, The UN panel of experts, moreover,
“identified at least 505 flights by specific aircraft
registration number, equating toa maximum cargo
delivery of 23,328 tonnes during 2020.."*° As of

late 2023, many African and Syrian mercenaries

had departed even as Turkish personnel remained,
ostensibly justified by their defense pact with the
Tripoli-based government. Haftar, in turn, argues
that he needs Wagner to defend against a potential
attack from Turkish forces.*

After the August 2023 death of Wagner chief
Yevgeny Prigozhin, the Russian official defense
establishment worked expeditiously to keep Haftar
in its orbit. Deputy Defense Minister Yunus-bek
Yevkurov, charged with running Moscow's Africa
operations, visited Haftar the day after Prigozhin's
death and has met Haftar in Libya multiple times
since, More tellingly, a day after meeting the U8,
envoy to Libya and the head of U.8. Africa Command
in Libya, Haftar flew to Moscow to meet Putin—an
unmistakable diplomatic swipe at Washington.

For U.8. and NATO interests, the potentially worst
outcome would be Russia’s establishment of a naval
base in eastern Libya, to go with its al-Jufrah Air

30

Base, marking an unacceptable Russian intrusion
into the Mediterranean.

As it has done on Western Sahara and other Middle
East conflicts, however, Russia has tried 1w uphold
the appearance of balance, maintaining a relation-
ship with the Tripoli-based government even as it
has poured most support into Haftar's forces, thus
affording it a veneer of credibility as a mediator. For
example, Prime Minister Fayez al-Sarraj visited
Moscow twice, in 2017 and 2020; during the latter
visit, he accepted Russian diplomatic support to end
the 2019-20 battle for Tripoli. Subsequently, in April
2021, Putin met current prime minister Abdulhamid
Dbeibeh shortly after he assumed the role. And in
November 2023, Mohammed Takala, the newly
appointed head of the Tripoli-based parliament,
known as the High State Council, stressed the need
for improving Libya-Russia relations during his first
visit 1o Moscow.*

Given Russia's track record of meddling, the United
States and its partners can expect Moscow to remain
a destructive force in internal Libiyan politics, This is
because a unified, legitimate government threatens
the presence of Russia-backed forces, whatever risks
the alternative scenario may pose, ranging from
emboldenad militias to rampant smuggling and
overall chaos. U.S. and other actors, in the end,
should not be fooled by Russian pretensions of
neutrality in Libya, They mustin turn pressure
Haftar to limit his reliance on Russia and, if he fails
to respond, be prepared 1o impose meaningful
consequences against the military figure,

...But Without Major Economic Benefit
for Either Side

Modest economic ties do not fundamentally drive
Russia's interest in Libya, in contrast to the Wagner
Group's gold and mineral exploitation elsewhere

in Africa, Nevertheless, expansion of trade and
investment—especially in the energy sector—is
always a possibility, although volumes will remain
limited relative to neighboring Egypt and Algeria.
When it does engage in trade and investment, Russia
will need to show political balance due to Tripoli's
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overall economic influence through the Central Bank
and National Oil Corporation, institutions through
which any deal requiring state funding must go.

Russia clearly demonstrated its support for the east
when, over 2016-19, it began creating a black market
exchange rate by printing and shipping around

10 billion dinars (then around US$7 billion) untila
large shipment was stopped in Malta.** The Russian
initiative temporarily eased a liquidity crunch but
only ereated more long-term debt in the eastern
banking system, which would eventually be supplied
by the Tripali-based Central Bank asg partof a
Haflar-engineered deal in exchange for ending the
Wagner-supported 2022 blockade of oil fields, which
over four months cut production by as much as half?#

On the energy front, Russia suspended operations

in Libya for a decade, from 2011 until 2021,
Gazprom, in a joint venture with Germany's
Wintershall Dea, shares a 49 percent stake in fields
in the Sirte basin that produce around 50,000 barrels
per day.** And in May 2023, the Russian exploration
and development company Tatnelt discovered a
small field in Ghadames Basin.*** Overall, though,
Moscow appears much less poised to expand its
influence in Libya's energy sector relative to the
political and security domains,

China-Libya Ties Guided by Pragmatism

Compared with Russia's strategic presence in Libya,
China has taken a much more limited, pragmatic
approach, principally governed by economic interests,
mainly oil imports. In late 2019, just before the
outbreak of the Covid-19 pandemic, China imported
2 percent of its crude oil from Libya.*** That amount
flatlined during the pandemic but could increase

if record Chinese demand persists and Libyan
production endures, which is contingent on the
absence of domestic conflicts or stoppages and
boyeotts at production sites, Libya exports almost
exclusively fuel to China. For its part, China is second
1o Italy as an exporter of goods o Libya, a significant
partion of them consumer goods,

To date, Libya remains a comparatively limited
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source of investment in the Belt and Road Initiative,
in large part due to Libyan governance instability
and China's desire 1o avoid entangling itself in the
Libyan conflict. China also remains scarred by
having had to evacuate 36,000 workers from nearly
fifty infrastructure projects during the 2011 Libyan
revalution, a massive effort that required diplomatic
resources, naval assets, and chartered planes.®*
Those workers were employed at prajects valued at
approximately $18.8 billion, including a more than
%4 billion railroad project.* The experience has
made China slow 1o engage Libya on BRI projects,
although Libyan leaders from both east and west
have occasionally sought Chinese reinvestment—
principally in the railroad project. In August 2023,
Tripoli-based Presidential Council deputy Musa
al-Koni talked with Chinese officials on the sidelines
of the BRICS summit in South Africa.*®

China has demaonstrated its neutrality diplomatically
by abstaining on UN Security Council Resolution
1973 (2011), which authorized the intervention
against Qadhafi, as well as during the country’s
subsequent periods of civil war, The China-Libya
relationship has vacillated historically and was
marred for Beijing by Qadhafi's initial recognition

of Taiwan. But that insult evidently faded, relations
improved, and economic ties deepened once Libya
started opening its economy. Today, China generally
regards Maghreb and African states as holding
increasing strategic importance, with intentional
engagement in Libya reflected in its humanitarian
response to the massive September 2023 flooding in
Darnah. According to the Chinese Foreign Ministry
spokesman: “The people of China and Libya share a
profound and long-standing friendship."*** China's
chargé d'affairs at the embassy in Tripoli also
provided the Libyan Red Crescent with $200,000

for flood relief, The chargé completed a five-and-
a-half-year tenure in Libya in 2023, with China's
non-appointment of an ambassador likely showing its
ambivalence toward the bilateral relationship,”*

Although Libya is not a Chinese military elient,
Haftar's forces did use Wing Loong 11 drones and
missiles against Tripoli before Turkey intervened
on the western government’s behalf in early 2020,
These drones were reportedly operated out of the
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UAE and launched from Libyan air bases, as
confirmed by the UN panel of experts,®® China's
lack of end-user agreements allows these advanced
systems to be operated with impunity in third
countries.

Conclusions

The Russian and Chinese presence in Morth Africa
varies substantially by country and in form.
Russia's military involvement, for example, ranges
from fairly deeply embedded in Libya to almost
completely absent in Moroceo. Similarly, both
Russian and Chinese economic activity—particularly
trade—is high in some countries, such as Algeria
and Moroceo, but relatively low elsewhere, such
asin Tunisia. This variation reflects the starkly
different strategies of the two aspiring superpowers
and the diversity and lack of integration among the
Maghreb countries.

Clearly, however, both Russia and China have a
desire to expand their influence in Morth Africa,
Some of the most [ormidable obstacles come not
from the Eastern powers’ weaknesses, but from the
inability of North African countries to capitalize on
this interest—again to varying degrees, reflecting
their own politics, ideclogies, governance capacity, or
conflicts. Tunisia's failure thus far to realize several
infrastructure projects in partnership with China,
as compared to Chinese participation in Morocean
and Algerian economic activity, reflects not so much
different preferences among these North African
countries as their different capacities and levels

of economic stability. On the other hand, Russia’s
success in establishing a foothold in Libya is partly
due to the inability of North Africa's leaders to unify
around national interests and objectives. The same
is true regarding China's growing media influence
in Tunisia—as compared to, say, Algeria~where
Beijing seems to have recognized an opportunity to
successfully deploy certain tools and tactics.

Yer to the extent that Russia and China will seek

opportunities to engage in the Maghreb, the four
countries of the region will seek to benefit from them,
This is true, for example, as great power competition
plays out in the UN Security Council vis-a-vis the
Western Sahara and Libya conflicts. It is also plain in
defense spending and in the economic sphere—with
the possible exception of Tunisia, where a great
emphasis by the current president on sovereignty
could explain the relative lack of courtship of
Beijing. Finally, in North Africa as elsewhere on the
continent, Russia and China are perceived differently
from Western powers. Available post-October 7
public opinion polls suggest a sharp decline in
favorable attitudes toward the United States and
President Joe Biden specifically, and a moderate rise
in favorable views about China and Russia along
with their leaders, Xi Jinping and Vladimir Putin.

An Arah Barometer poll of Tunisians fielded both
belore and after October 7 supports this trend,
finding that "before Cetober 7, on average 40 percent
of Tunisians had a favorable view of the U.8. and

29 percent favored Biden's foreign policies.” After
October 7, however, favorable views of the United
States fell to 10 percent and to just 6 percent for
President Biden.*** Although the polling results did
not reflect significant movement of views on China
and Russia, their starting points are strong, with
China earning 71 percent favorability and Xi netting
54 percent; the numbers are 60 percent for Russia
and 54 percent for Putin. This data suggests that

the Eastern powers enjoy a more favorable public
perception because they lack the same colonial
legacy, do not impose the same conditions on

human rights and democracy, and “talk about

equal partnerships with African states"*

A trans-regional poll conducted in December 2023/
January 2024 by the Arab Center for Research and
Policy Studies suggests similar trends, with more
country-specific opinions on Hamas, U.S. policy, and
relations with Israel. It found that across the region,
94 percent of respondents viewed the U.S, position
on the Gaza war as “very bad” or “bad,” compared
with 42 percent for Russia and 38 percent for China;
76 percent reported that their attitudes toward the
United States had become more negative. The
generally negative view was pretty steady across
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the states surveyed, although slight variations
appeared in “very bad” versus “bad" responses.
Perhaps notably, respondents from Moroceo, which
normalized relations with Israel in 2020, held more
negative views than those from Algeria, which has
no official ties to Israel. Similarly, the poll suggested
that whereas 67 percent of Moroccans opposed
recognition of Israel when surveyed in 2022, the
figure had risen to 78 percent in 2024.% This survey
indicates trends similar to the Arab Barometer poll,
but does not address China or Russia. The question
is whether and to what extent these views, assuming
they are accurate, could change with the end of the
war and progress toward a Palestinian state.

Such trends reinforce the overall picture presented
in this paper: each Morth African country will pursue
its own interests before joining any geopolitical
“camp.” With two major wars now raging—one
started by Russia and with heavy repercussions in
Europe, one with profound implications across the
Middle East, and both with significant American
involvement—the complexity of navigating the
geopolitical environment for a divided country like
Libya only deepens. North African governments and
publics may be influenced by messaging, policies,
and larger strategies, but ultimately they will seek

to profit from today’s fractured global landscape
however they can—such as by inviting Chinese
investment in infrastructure, a sector from which
American investors are largely absent—while
mitigating the detrimental effects of increased
global competition.

Implications and
Recommendations for
U.S. Policy

North Africa’s lack of integration and unity makes
it particularly vulnerable to increased geopolitical
competition with Russia and China. As this paper
has outlined, North Africa is a case of long-term,
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slow-moving engagement by U.5. adversaries,
which use both country-specific and region-wide
approaches to expand their influence. The United
States should therefore invest now in expanding its
influence across a range of sectors so thatitcan
compete in the region. Showing a commitment to
partnerships in North Africa will also better
position the United States to respond if and when
the region experiences a new crisis linked 1o
governance, stability, terrorism, or a climate disaster,
In the absence of a crisis, stronger relationships
with the four countries discussed here will help
accomplish U5, foreign policy objectives in other
areas, especially in the strategically vital East
Mediterranean, where Washington needs to stay
focused on impeding Russia's influence. Libya
remains especially vulnerable 1o Russian aspirations
1o Bast Mediterranean access on NATO's southern
flank and Russia's overall power projection into
Africa. Similarly, enhancement of relations with
Algeria—a major source of energy resources
particularly for Europe, a military heavyweight,
and an increasingly vocal actor in multilateral
[orums—warrants stronger U.S. efforts given
Algeria's potential future influence on the world
diplomatic stage and through energy exports.

While Russia and China appear to adapt somewhat
to each North African country’s specific context,
they also tend 1o use the same playbook regardless
of where they are operating, To counter Russian and
Chinese influence in each country and in the region
as a whole, Washington should promote regional
integration, in addition to strengthening tieson a
bilateral level. Policies promating integration are
absent from Russian and Chinese activities and

can help fortify the countries against malign
influence by Moscow and Beijing by decreasing

the need for arms buildups, fostering solutions to
key cross-border challenges such as climate
change, and providing new pathways for economic
development.

Specifically, the United States should focus on

several actions in order to counter growing Russian
and Chinese influence,
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Recommendations for the
Broader Region

Policy recommendations applicable to the broader
North Africa region are as follows:

Encourage cooperation to address natural
disasters and climate change. [n the second hall
of 2023 alone, Algeria, Moroceo, and Libya suffered
extensive damage [rom wildfires, earthquakes, and
flooding. As such incidents become more frequent,
North African states can benefit from exchanging
information and best practices and preparing
coordination mechanisms for future incidents that
cross national borders. Washington can encourage
cooperation in the face of accelerating climate
change by facilitating regional dialogues among
civil society and other relevant actors that deal
with challenges facing North Africa. The United
States should also provide expertise on emergency
rescue and crisis management as a gateway to the
discussions.

Focus on economic and livelihood issues.
Democracy promotion remains an important part
of U.S. foreign palicy, and America should remain
true to its values, That said, when it comes to North
Africa, a more effective approach would be to
prioritize the needs of the population—particularly
through protection against economic instability
and climate shocks—and build closer relationships
based on those interests. (Indeed, after a decade of
progress toward democracy, including the drafting
and approval of a constitution and the peaceful
transition of power after successive elections,
Tunisians elected an autocrat who remains popu
lar)) This is where Russia and China tend to make
headway: by focusing on the immediate and practi-
cal neads of their interlocutors. For instance, when
Russian foreign minister Sergei Lavrov travels to
Africa, he typically arrives with a business entou
rage and the goal of signing business agreements
that matter to the region’s leaders. The United States
should therefore review practical programs that it
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can provide, especially in the commercial, business,
energy, and trade sectors, and seek 1o extend
public-private initiatives that would assist North
African populations where they need the most help,

Coordinate with the private sector to offer
commercial alternatives to China and Russia.
China, in particular, has the ability to direct state-
associated companies to make deals in resource-
stricken countries, often at a more competitive
price point than Western alternatives and without
being subject to strict anti-corruption laws. When
Western companies have successfully outbid their
Chinese competitors, they have often done so after
coordination between Western countries and China's
potential customers. For instance, Jordanian
telecommunications companies recently selected
European [irms over Chinese [irms for their 5G
networks after years of concerted U.S. and Western
discussions with Amman. A similar opportunity
exists in North Africa, where Moroceo and Tunisia
have yet to select their own 5G provider and have
considered Huawei. The United States and its
partners must keep conveying the risks of deeper
commercial ties with China and Russia (eg., 10
cybersecurity, which viclates principles of
sovereignty) while simultanecusly coordinating
with Western private-sector partners on the
development of alternatives.

Convey to regional countries the risks of security
ties with China. A close security partnership with
China poses risks to the sovereignty of host nations,
an issue of particular sensitivity in North Africa.
Even seemingly commercial projects, such as those
invalving critical infrastructure, can open the door
to Chinese interference that can affect relationships
with other states. The increasing risk of Chinese
surveillance of sensitive U.S. platforms at home

and abroad means Washington will likely have little
appetite for selling sensitive weaponry to countries
with security ties to China. For U.S. partners in the
region—particularly Moroceo and Tunisia—America
should consult closely on establishing clear baseline
parameters for relations with China that safeguard
security cooperation with Washington.
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Emphasize the poor track record of Russia and
China as security partners. Russia has a weak
history of countering terrorism, from Syria to the
North Caucasus to its own capital, as the March 22,
2024, terrorist attack in Moscow tragically
demanstrated. Although Russian officials have
acknowledged the importance of countering
terrorism emanating from North Africa, they often
do so as a pretext to establish influence. Extremist
activity is a major concern for North African

governments given the region’s history, and terrorism

threats will likely worsen as Libyan authorities
struggle 1o contain militias and Sahel governments
reel from instability, Beijing, for its part, has done
little to engage in counterterrorism-related issues
beyond those that directly touch its own interests
abroad. In North Africa, China has yet to present
itself as a security partner, and il it did so, it could
not offer a convineing track record, Such weakness
offers Washington an opportunity to highlight its
advantages over Beijing and Moscow in areas of
transparency, technology, knowledge, and experi
ence and to increase security cooperation where
appropriate,

Work more closely with European and other

allies where interests align. Europe understandably

remains focused on the warin Ukraine and on its
eastern sector generally, Still, its southern neighbor-
hood also deserves close attention for reasons
including a rolling migration crisis, which has
fueled the rise of far-right political movements
across Europe. As in the past, the Kremlin will
likely use migration as a cudgel against Europe,
underscoring why the United States should increase
its attention to Morth Africa now, including by
supporting European initiatives (e.g., on migration
management and renewable energy) that lay the
groundwork for future cooperation.

Project an alternative narrative. Russia and China
have been sending a clear message in North Africa,
as they have done elsewhere in the “global south™;
that they will support development and security
with “no strings attached "—i.e., no expectation of
steps toward democracy—although such support is
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undoubtedly associated with other “strings” such
as debt traps. Rather than simply play defense and
counter disinformation, Western governments
must unapologetically project their own narrative
on media channels and elsewhere, whether about
Russia's invasion of Ukraine, China's mistreatment
alits Muslim Uyghur population, or any other issue.
Ultimately, the West needs to make clear that the
alternative to the world order advanced by Moscow
and Beijing will allow North African countries o
develop economically while also retaining their
sovereignty.

Although bath Russia and China tend to invest in
cultural activities with little apparent tangible value,
including parades and movie nights, such activities
appear to be gradually helping shape a positive image
of these countries among North Africans. [n addition
to focusing on local and regional media, the United
States can enhance its influence by devoting more
resouirces to cultural exchanges—e.g., study tours,
English-language courses and clubs, scholarships
that help reorient participants’ worldviews toward
aliberal model. Such programs have historically
contributed to building strong ties that anchor North
African countries to the United States—e.g,, through
the high number of U.8.-Moroceo Fulbright and Peace
Corps exchanges, Although the effectiveness of such
“soft power” tools is notoriously difficult to measure,
their absence ensures failure and creates a vacuum
for American adversaries to [l

Country-Specific
Recommendations

Recommendations applicable to individual North
African states are as follows:

Shore up Morocco as the strategic anchor for
U.S. engagement in North Afriea. Moroceo is the
most stable American partner in North Africa, and
Washington must reinforce the countries’ strong
security partnership and sustain existing economic
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and security assistance with the goal of blunting
Chinese and Russian advances. The United States
should also monitor areas such as Moroceo's energy
imports from Russia and reiterate its support for
Maoroceo not only in security but also in fields that
will enhance the perception of the West in the eyes
of the Morocean public, including through technical
assistance o manage water scarcity. The United
States can expand programs through the Develop-
ment Finance Corporation and show its commitment
to resolving the Western Sahara conflict by reiterating
its support for UN special envoy Staffan de Mistura
and urging “concerned parties,” including Algeria,

to resume roundtable talks,

Deepen defense and business relations with
Algeria. The United States should continue to warn
Algiers of the perils of a close security relationship
with China and be prepared (o address Algeria’s
concerns if Beijing's actions jeopardize the relation-
ship. Washington likewise needs a closer defense
dialogue with Algiers on U.S, end-user agreements
and their perceived risks to Algerian sovereignty.
An enhanced dialogue should include reiterating
how increased security cooperation with Russia
and China also compromises Algeria's sovereignty,
particularly through purchases of communications
and surveillance technology. Concomitantly,
Washington should keep pursuing business and
investment relations in Algeria.

Reinforce up Tunisia against long-term
vulnerabilities such as climate change. The
United States has rightly decided 1o continue
investing in its military partnership with Tunisia
despite concerns about President Kais Saied’s
authoritarian measures, including some apparent

attempts to drag the military into politics,
Washington should additionally support Tunisia
against Russian and Chinese encroachment by
helping the country mitigate the effects of climate
change and boosting private-sector development of
advanced technological industries. It could begin
doing so by reinvigorating the Tunisian American
Enterprise Fund and exploring new projects through
the Development Finance Corporation, thereby
benefiting the Tunisian population regardless of
Saied's authoritarian rule.

Pressure Haftar to stop cooperating with Russia.
Russia’s military presence in Libya remains
especially concerning [or reasons connected o
stability, security, and control of natural resources.
With Wagner Group/rebranded Africa Corps forces
having seized the al-Jufrah Air Base in 2019,
Moscow's acquisition of a naval base or even
docking rights would pose an acute threat to NATO.
Reopening the UL.S. embassy in Tripoli will be
useful for freeing up resources and coordinating
with like-minded partners in countering Russian
encroachment, Yet eastern-based warlord Khalifa
Haftar provides Russia with a gateway to the Sahel
as well as East Africa, potentially facilitating power
projection and mineral extraction activities. Any
effort to counter Russia in Libya therefore requires
a plan to counter Haftar. If UN initiatives to produce
elections fail and if Haftar does not adhere to U.8.
warnings to stop obstructing peace efforts,
Washington should sanetion him and his family
under authorities including the Global Magnitsky
Act, Washington should also work with Egypt and
the UAE especially to convey to Haftar's clique the
serious consequences of deepening his relationship
with the Kremlin. <
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Brief Analysis

By sharing very specific concerns directly with the United Arab Emirates, the White House
and Congress were rewarded with tangible action on a key company’s ties to Beijing—
though more such engagement is needed to keep regional partners aware of U.S. risk
tolerance.

I n January, the House Select Committee on the Chinese Communist Party asked

(https://selectcommiti: house. media/press-r gher-calls-usg-i i ai-firm-g42-ties-pre-
military-intelligence) the Department of Commerce to investigate the Emirati artificial intelligence company Group 42 Holdings
{GA42), citing suspicion of ties to blacklisted Chinese entities. The request followed months of quiet U.S. pressure on the issue, In June

2023, for instance, White House officials reportedly (https://www.nytimes.com/20 15/pal ai-us-uae-china-
security-g42 html) mentioned their concerns about G42 during a meeting with company chair Sheikh Tahnoun bin Zayed, who also
serves as the UAE's national security advisor. This February, in an apparent acl led of these G42 d
(https://www.ft.com/ (82473ecd-fa7a-43(2-897c-ceb9b10ffd7a) that its investment arm had divested entirely from

Chinese companies, including an estimated $100 million stake in ByteDance, owner of the controversial app TikTok.

Despite this promising step forward, however, G42 is not the UAE's only avenue for advanced technological collaboration with China,
nor is this the first time that U.S. competition with Beijing has complicated relations with Abu Dhabi. As countries across the region
deepen their ties with China in multiple sectors, many will continue to test the limits of U.S. patience and risk tolerance, and the UAE
is no exception.

G42 and Broader Chinese Tech Concerns
ounded in 2018, G42 has been chaired by Sheikh Tahnoun since 2021. The full-spectrum Al company focuses on research related

to machine learning, big data, and natural language processing across a range of industries, from government to healtheare to
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finance, It is essentially the execution arm of an ambitious national (hitps://ai.gov.ae/ fuploads/2021/07/UAE-

National-Strategy-for-Artificial-Intelligence-2031.pdf) that calls for the UAE to “build an Al economy™ and “become one of the
leading nations of Al by 2031.” To that end, G42 has been interwoven into the Emirati economy: it inked a deal

- - = the Abu Dhabi Developmental Holding Company just a vear after its founding,
hed a joint (https://adnoc.ae/en/ and-media/press-rel -and-abu- ji- - -
A42-launch-aig-an-artificial-intelligence t: ) with the Abu Dhabi National Oil Company (ADNOC) in 2020.

Moreover, Sheikh Tahnoun was recently na

then |

abu-dhabi) chairman of the country’s new Artificial Intelligence and Advanced Technology Council.

G42's CEO is Peng Xiao, a controversial figure who renounced his American citizenship in exchange for Emirati citizenship.
Previously, he led the Pegasus subsidiary (hitp://cdiconf.com/node/370) of the DarkMatter Group, a UAE-based firm that has been
aceused of serious privacy breaches (hitps://freedomk w.mtmfunug_d:gm!; i [freedom-net/2023) at home and

abroad. Just before G42 was founded, he concluded a deal (https:

between Pegasus and the massive Chinese technology firm Huawei, highlighted by the latter’s promotion of ToTok, a highly

L messaging app tied to both G42 and
DarkMatter. In its January letter to the Commerce Department, the House Select Committee noted
(https://static0Lnyt. ics/d f1068778222c5d51/dc46b295-full.pdf , “Xiao operates and is affiliated

with an expansive network of UAE and [China]-based companies that develop dual-use technologies and materially support PRC

military-civil fusion and human rights abuses.”

One such Chinese company is BGl Genomics, which was bla
1/0/1260H%20COMPANIES.PDF) by the U 5. Defense Department in 2021 as an official Chinese mﬂuary entity. In addition, the
company facesa p ial ional ban (https://www.nk {politi ional wants-ban-ch
genomics-firm-bgi-from-us-renal35698) from operating in the United States due to its close ties with the Chinese state and
concerns over the military applications of its research. During the COVID-19 pandemic, G42 partnered

lab) with BGl on virus detection; it also worked

with another Chinese company, Smnpha rm, on vaceine | (https://www. i -5i = =
3-clinical-trial-vaccine) . In March 2023, it partnered with BGI again on the Emirati Genome Program
(https://www.thenational [uae/2023/03/28/uae ident-launch tional strategy-to-prioritise-emirati-

health-care/).

G42 is not the only peint of tech-related tension between the UAE and Washington. In 2019, Emirati telecom provider Etisalat
d (hitps://www g.com/ ticles/2021-06-11/bhiden-prods-uae-to-dump: i-sowing-doubts-on-
key-f-35-sale) with Huawei to build 5G towers—an arrangement that drew U.5. ire under both the Trump and Biden administrations.

Emirati ties with Huawei have only deepened since then, as seen in multlp]e deals announced last year (in February

¥ . September
(https://fwww.pr ire, [news-rel huawei llery-and-leading-banking-apps-in-the-uae-a
partnership-for-the-future-of-banking-301916965.html) , and D (https:/, i [tel
hnology/wirel ks/15906-h i-and-etisalat-by-g-d 1 5¢ ive-mimo.html)) and one this

U.5. officials tend to see G42 and other Emirati technological endeavors with China as inherent risks to U.S. proprietary information
and technology—and in some cases to national security as well, In their view, the presence of Chinese firms runs the risk of corporate

and technical espionage against U.S. entities when they work within the same networks.,

Yet very few regional officials share these concerns. For instance, the UAE's minister for Al has dismissed
(https://asia.nikkei.com/Editor-s-Picks/Interview/UAE-open-to-China-Al-despite-1.5.-concer inister) such ar
noting that the government has been ishi fi ds to miti; privacy and security risks.

Caught Amid Great Power Competition

Despite ongoing U.S. concerns about the UAE's China links, Emirati leaders have made clear that they will chart an independent
course in this era of heightened great power competition. As the diplomatic advisor to President Muhammad bin Zayed stated
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powers-says-anwar-gargash/) in 2022, “The UAE has no interest in choosing sides between great powers,” instead preferring a
“multilayer approach” to its various partnerships. In seeking this balance, the government's foreign policy may at times embrace
“more of China, less of America on all fronts,” as one prominent Emirati commentator put it

i) in 2021,

This calculation is partly rooted in Abu Dhabi’s economic reality:

& Chinais the UAE's top trading partner, with their non-oil trade memm&m:ﬂﬁﬁn&
echnology) nearly 20 percent between 2021 and 2022,

surpassing $70 billion that year according to Emirati officials.

& Around 7 per:enl of China's crude oil imparts and & per:enl of its petroleum products came from the UAE as of 2022

. This includes approximately

480,000 barrels of crude per day, an increase of around 40 percent from the previous year.

®  The UAE is the largest hub for Chinese businesses in the region and the transit point for appmxumately 60 percent of Chinese trade
flowing to the Middle East and North Africa, 2 i i
Cooperation) to the Emirati Foreign Ministry, Sumularly, azﬂmﬂmﬂﬂmmﬂmg;m&mmﬁkﬂsm
africa/2019/04/20/chi is-hehind {-the-arab-worlds-biggest-projects) noted that almost two-thirds of Chinese
exports 1o Africa, the Middle East, and Europe flowed through Emirati ports. And in 2022, Chinese ambassador Zhang Yiming remarked
(http://ae china-embassy.gov.cn/eng/dshd/202209/120220929 10773756 htm) that the UAE was the top regional destination for
his country's exports.

* China remrtedlv mmmmmmmm;

in foreign direct investment in the UAE, after in and India.

In short, Washington can hardly be surprised or frustrated when the UAE—one of the most advanced economies in the Middle East—

takes steps to enh its robust ic relationship with a global powerhouse like China,

At the same time, however, endeavors like G42 indicate that the UAE still has little hesitation about deepening ties with Beijing in

ways that may expose American interests to unacceptable risk. Most notable is its development of Khalifa Port in Abu Dhabi, where

U.S5. authorities (hitps://www.wsj i us-china-uae-military-11637274224) in 2021 that China was
constructing a military facility mere miles from U.5. forces at al-Dhafra Air Base. This discovery contributed to the derailment of
s (hitps:/fwww i institute.or i i ing-uae-f-35-negotiations) in which the UAE sought

to acquire F-35 jets, MQ-9 drones, and billions of dollars in precision munitions from the United States. Abu Dhablﬂmﬂ

11639070894) to stop work on this facility in 2021 and insisted that it was civilian in nature. Yet the status of the project and its
implications for the broader bilateral relationship remain sensitive. Much like the G42 episode, the port episode reveals an
underlying reality of U.S.-China competition: that economic ties with Beijing often come with security implications, and these
implications may jeopardize aspects of a country’s relationship with the United States.

Conclusion
he handling of the G42 issue may have crystallized an effective model for addressing China-related security issues with U.5.
partners—that is, Washington shared its specific concerns about a specific company directly with Emirati officials, who in turn
adjusted the company’s ties with specific Chinese entities. Going after the entire G42 enterprise would have been a nonstarter given
how crucial the company is to the UAE's national Al endeavor; U.S. officials also r ized the firm's el to the Emirati ruling

elite. Combining pressure from Congress and the executive branch—whether coordinated or not—was similarly effective in
underscoring the issue’s gravity. Even G42's CEO recently ack
picks-side-against-china-g24-us i amp/) that the

P “cannot work with both sides” anymore, pledg‘mg to divest

entirely from China.
Yet divestment alone—while welcome—is unlikely to all U.5. concerns cr letely. In its ¢ to the ional letter in

gn-the-CCP) that it operates within “strict compliance and ethical boundaries.”

But it did not specify what this formulation means in the current environment, where rapid Al development continues despite the
international community’s failure to establish clear standards for the sector or otherwise match policy with progress.
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Accordingly, the United States will need to keep holding G42 acce ble through i monitoring and engagement with

Emirati officials. It should also turn its policy achievement with Abu Dhabi into a playbook for other countries seeking to balance
between U.5. and Chinese tech cooperation. This means being prepared to hold tailored, senior-level briefings with Middle East
partners on specific concerns related to China, and following up these discussions with patient, transparent diplomacy.

The United States should also convene like-minded partners to help formulate international norms and definitions for digital
i (hittps://car il 0rg/2023/11/29/defending-s-word-1 of-digital i can-be-tool-of-
iva a d 5 an-rig iva igi g) . Setting clear

parameters and reinforcing them globally would enable Washington to simultaneously bolster its security partnerships and
information protection.

Col. Andrew Clemmensen (USAF) is a 2023-24 military fellow at The Washington Institute. Rebecea Redlich is a research assistant in
the Institute's Diane and Guilford Glazer Foundation Program on Great Power Competition and the Middle East. Grant Rumley is the
program’'s Meisel-Goldberger Fellow. The conclusions and opinions expressed in this article are the authors’ and do not necessarily
reflect the official policy or position of the U5, g the Department of Defense, or Air University, %
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HOW RUSSIA'S INVASION OF UKRAINE IS RESHAPING THE GLOBAL ARMS MARKET

How Ukraine Is Changing
the Global Defense
Landscape

The Russian invasion has highlighted a decline in
Russian arms on the market, caused a rise in global
arms spending, and revealed many of the challenges
facing U.8. and Western arms suppliers,

Russia’s Invasion Has Highlighted a
Decrease in Russian Arms on the
Global Market

Arms and arms-related exports comprise a crucial
component of the Russian economy. By some esti-
mates, they are just behind cil and gas in terms of

Figure 1.
Global Arms Exports, 2007-22

Values in Millions per SIPRI's Trend Indicator Value (TIV)
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revenues. Yet Russia’s invasion will negatively affect
Moscow’s ability 1o maintain this flow of weaponry.
In fact, the invasion may highlight an existing

trend: namely, as shown in a recent Stockholm
International Peace Research Institute (SIPRI)

study, Russian arms exports dropped by 31 percent
between the 2013-17 and 2018-22 time periods,
and have consistently been in decline since peaking
in 2011.2 Russia has historically been one of the
world's largest arms exporters, regularly surpassing
the United States at times during the Cold War and
routinely second only to America in the past two
decades.” A majority of Russian arms exports have
historically flowed to five countries—China, Egypt,
Algeria, Vietnam, and India—although in recent years
Maoscow hag made notable inroads in other areas like
the Bahel.* Yet Moscow's invasion has jeopardized
the future of these transactions, and Russia will face
several obstacles to maintaining its level of exports:

United
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Source: Stockholm International Peace Research Institute
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Western sanctions. The Western-led sanctions
regime will affect Russia's ability to field and export
arms in two distinet ways:

« By hampering the Russian defense industry s ability
to source necessary parts, Sanctions against the
Russian defense industry, levied by the United
States and European Union, have largeted
military officials, senior defense executives,
and the supply chains necessary for sourcing
components.® Western countries have increas-
ingly targeted efforts by the Russian defense
industry to circumvent and evade sanctions
throughout the conflict.* Recent reports suggest
Russia has even been attempting to buy back
military supplies previously shipped to customers
overseas in the hope of repurposing equipment
for its platforms.” The cumulative effect is a
Russian defense industry, already plagued by
pre-2022 sanctions, struggling to rapidly produce
and maintain the most advanced armaments in
itsarsenal ®

Through the application of sanctions against third-
party countries that purchase weapons from Russia.
The most prominent example here is the
Countering America's Adversaries Through
Sanctions Act, or CAATSA, which directs the
United States to levy sanctions against any
country or person deemed to be engaging in a
“significant transaction” with “a person that is
part of, or operates for or on behalf of, the defense
or intelligence sectors of the Government of the
Russian Federation.” CAATSA sanctions were
applied against China in 2018 for buying Russian
fighter jets and Turkey in 2020 after it acquired
the Russian 5-400 air defense system, and were
reportedly a major consideration in Egypt's
decision to walk away from the Su-35 fighter

jet deal.’® In addition to the threat of CAATSA
sanctions, countries have been deterred by the
prospect of secondary Ukraine-related sanctions.
Already, the effect of these sanctions has been
visible: India’s payments to Russia [or more than
$2 billion in weaponry have been stuck since the
invasion over India's unwillingness to pay in LS.
dollars, for fear of triggering sanctions.

Battlefield demand and loss. Perhaps the most
obvious obstacle to Russian arms exports is the

loss of Russian platforms in Ukraine and the
subsequent need to replenish its own forces. A

year into the war, estimates from open-source
analysis conducted by the Center for Strategic and
International Studies indicate Russia has lost at least
9,700 pieces of military equipment, including tanks,
artillery systems, and aircrafl.** Notwithstanding its
staggering battlefield losses, there is not necessarily
a one-lo-one correlation between its losses and arms
exports. Russia's most popular exports—fighter jets
and air defense systems—have largely been spared
the atrophy facing land systems.

Reputational hit. The last time Russian equipment
faced Western materiel on the battlefield—during
the U.S. invasion of Saddam Hussein's lraq—it was
soundly defeated, dealing a blow to Russia’s image
as a global arms supplier. The loss by Saddam’s
Soviet-equipped forces against the U.8.-led coalition
sent ripples through the global arms market.
Chinese military officials, for instance, had previously
seen Iraq's military as “similar and in some cases
superior” to its own, but the quick U.S. victory
spurred Beijing to modernize its military and reduce
its dependence on Russian weaponry.® Of course,
the collapse of the Soviet Union played an arguably
larger role in the sudden decrease of Russianarms
transactions, but the reputational damage from their
poor performance lingered. Today, as Ukrainian
forees have fielded Western platforms to surprising
effect against their Russian adversaries, a similar
reputational hit will likely follow for some Russian
arms on the market. This will not dissuade all
customers, of course, given that many will differen-
tiate the standalone capabilities of some advanced
Russian advanced platforms from their weak
fielding in the invasion. Some such platforms, such
as the 5-300 and §-400 air defense systems, or
Russia’s loitering Lancet drones, have performed
well and will likely still appeal to some customers.™
But undoubtedly, the overall performance of the
Russian military and technology will give many
customers significant pause when contemplating
future purchases.
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Russia’s Invasion Has Caused Global
Defense Spending to Rise

The war in Ukraine and the return of great power
competition have already driven up defense
spending around the globe, with worldwide
expenditures increasing by nearly 4 percent in
2022 1o set record highs.*® Eurape has seen the
sharpest rise in pledged defense spending, with
countries like France, Poland, and Germany
announcing plans to massively increase their
budgets.'® In Asia and the Pacific, countries like
South Korea, Japan, and Australia have likewise
announced plans to increase defense spending.!”
And in the Middle East, which in 2022 featured
nine of the top-fifteen countries globally for defense
spending relative to GDP, several countries have
already boosted their defense spending.’®

Ukraine Has Revealed Challenges
Confronting Western Defense
Industrial Bases

Many, if not all, of the challenges confronting these
countries relate to production and stockpile issues
such as the following:

» The invasion has shed light on Western
unpreparedness for high-intensity conflicts.
Although resolute in its determination to support
Kyiv, the West quickly had to grapple with the
effects of decades of defense budget reductions
and inadequate investment in the defense
industry. Stockpiles of various types of equipment
were revealed to be extremely low.* In the United
States, this was especially true for munitions,
and in Europe for complex combat systems,

The depletion of stockpiles even reached a point
where it could jeopardize readiness levels,
prompting NATO to raise its own targets this
past February.®

* The protracted conflict has revealed Western
difficulties in surging production to meet the
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war's continuous demand. The United States
and its partners face an even greater challenge in
the combined task of supporting Ukraine,
replenishing depleted stockpiles, and preparing
for potential high-intensity warfare in the future.

The difficulties in ramping up production
have highlighted existing supply chain issues.
Sourcing the raw materials essential to assemble
key combat systems has posed a particular
problem, leading to further delays.®

The invasion has underscored the fragmented
nature of European defense industrial bases.
This disconnected environment resulted in the
multiplication and averlay of numerous combat
systems, prompting even more difficulties.®

Emerging Trends in the
Global Arms Market

As the United States and other Western countries
grapple with the challenges of supplying Ukraine in a
prolonged conflict, several features are emerging in
the post-invasion global arms market, including the
rise of aliernative suppliers, more widespread efforts
by countries to develop their own domestic industrial
bases, and a continued focus on air, air defense, and
naval platforms.

Lingering Issues Plague the Western
Defense Community

On the one hand, the Western response to Russia's
invasion and mobilization of materiel support to
Ukraine testifies to the strength and speed of the U.S.
and European defense communities. On the other
hand, the war has shed light on the myriad issues
facing these defense communities, whether it is the
collective state of the defense industrial bases or
ongoing efforts to synchronize acquisition strategies
to reduce inefficiencies.
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In Eurape, in particular, the war has hindered
longstanding efforts to integrate defense acquisition
strategy. Indeed, many industrial issues stem from
the lack of political collaboration between the
United States and Europe and the lack of defense-
related collaboration between European countries
themselves. Difficulties in ramping up production
have pushed European countries to buy off-the-shelf
from their own companies or even from outside
suppliers.” This has only emphasized the absence
of coordination among European countries an
procurement and reinforced a sense of difficulty in
developing European combat systems,

The U.8. government has at times played a negative
role and deterred European countries from synchro-
nizing their defense industry—in part to advance its
own defense industry and arms sales to European
purchasers, and in part based on concerns that a
European defense strategy outside NATO might
devalue the alliance’s collective power.* European
countries have their own significant share of
responsibility as well. They have sometimes feared
that buying European instead of U.S. equipment
would prompt Washington, their main security
guarantor, ta disengage. Those governments
consequently have chosen to slow down European
efforts in this field.” Such enduring difficulties in
integrating European defense communities could
hamper Europe’s collective production and export
capacity, placing Europe at a disadvantage in an era
of renewed great power competition,

Alternative Arms Suppliers Look Poised
to Take Advantage of the Market

The steady decrease in Russian supply, coupled with
a likely backlog in orders from U.S. and Eurcpean
firms, may create a market opportunity for other,
non-Western suppliers. Several emerging arms
exporters look poised to take advantage. One of the
biggest is China, which the United States assessed in
2019 was the fastest-growing arms exporter over the
previous fifteen years.® China is already consistently
one of the world’s top-live arms exporting countries,

primarily furnishing aircraft, ships, armored
vehicles, and missiles.” Since 2006, nearly 67
percent of China's exports have gone to Pakistan,
Bangladesh, Myanmar, and Algeria.*® But Beijing
has had success penetrating other markets as well:
its unmanned aerial vehicles (UAVs) have been
purchased widely in the Middle East, and it recently
sold the HQ-22 to Serbia, marking its first air defense
system delivery to a European country.® Chinese
weapons systems are largely Russian-derived, a
feature Beijing will likely market to longstanding
purchasers of Russian equipment looking for similar
alternatives at attractive price points.

Beyond China, several countries are increasingly
offering alternatives to the United States and

Russia. Turkey's arms sales in 2022 reached a
record $4.4 billion, according to President Recep
Tayyip Erdogan, in large part due to the popularity
of Baykar's Bayraktar TB2 UAV.* Indeed, Turkey
vaulted from being the twenty-seventh largest global
arms exporter in 2000 to eleventh in 2021.% Also
climbing on that list was South Korea, which rose
from thirty-first to tenth in the same period, while
reportedly doubling its arms exports from 2021 o
20227 South Korea has not hidden its aspirations in
the defense field: President Yoon Suk Yeol declared
in August 2022 his goal of making his country a
top-four global arms exporter.® In September 2022,
Poland signed a massive arms deal with South
Korea—one of the biggest from an Asian supplier to
Europe—that included forty-eight FA-50 light attack
jets.* In March 2023, Malaysia chose the FA-50 over
India’s Tejas and China/Pakistan’s JF-17 fighterina
deal worth nearly $1 billion.”® And Israel, consistently
a top-fifteen global arms exporter, hit record levels in
2021, in part buoyed by new Gulf markets opened up
by the Abraham Accords.

More Countries Want to Develop Their
Own Domestic Defense Industrial Bases
For many countries reliant on imports, the takeaway

from Russia's invasion aftermath is that overre
liance on a single military supplier is a potential
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vulnerability. Countries that rely on Russia for
equipment and spare parts now have inoperable
facets of their military, while countries that have
relied on the United States face long delivery times.
One way o escape this predicament for the future
is through developing their own defense industrial
base. This is no simple task, and it requires much
capital, personnel, time, and a willingness from
other countries to share proprietary defense
technology. But once established, it can reduce the
turbulence associated with acquiring arms inan
era of great power competition, thus bolstering a
country’s independence and sovereignty, Across the
warld, but especially in the Middle East and North
Africa, countries are looking to build up their own
defense industrial bases.

One way of building up a country's own defense
industrial base is through co-production and
research and development agreements with
established suppliers. These arrangements can
strengthen local industries while also reducing costs
and speeding up delivery times. They have been a
consistent feature of the post—Cold War arms trade;
one 2016 study found that, while overall global

arms trade volumes fell immediately after the

Soviet Union’s collapse, the number of co-production
agreements between other countries rose.” For
countries looking to lessen their reliance on

imports while building up their own capabilities,
co-production arrangements can be appealing.

These arrangements are a pronounced feature of
the emerging post-Ukraine-invasion arms market,
Turkey has co-production agreements with Qatar

to praduce artillery and tanks, an agreement with
Kazakhstan to produce UAVs, and a pre-invasion
deal with Ukraine to produce UAVs as well.** South
Korea and Egypt announced in December 2022 their
own plans to co-produce artillery and trainer fighter
jets® And Egypt and India, two of the largest historic
importers of Russian arms, in early 2023 announced
plans to enhance defense cooperation—including in
co-production—during President Abdul Fattah
al-Sisi's visit.*” New Delhi, which has an open
competition for its future multirole fighter
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jet—considered one of the largest potential contracts
in the world—has regularly hinted that the winner
will have some kind of co-production arrangement as
part of the defense component of New Delhi's “Make
in India” initiative.® Earlier this year, the French
ambassador to India summarized his country's
pitch like this: “No other country can commit to
delivering the best technology to the Indian forces
without any kind of restrictions. We are committed
not just 1o ‘Make in India’ but also step further [sic]
and co-develop and co-manufacture with India.™*

Several Arab countries are working concertedly to
establish bona fide defense industrial bases. Saudi
Arabia seeks to develop its own base as part of the
Vision 2030 framework, and pledged to spend 50
percent of its defense budget on domestic suppliers
by the decade’s close. To that end, it has entered

into a joint-UAV production agreement with China,
is constructing one of the world's largest shipyards
for civilian and military applications, and has estab-
lished indigenous defense firms with investment
from the country’s Fublic Investment Fund.® One
such firm is Saudi Arabian Military Industries, which
was founded in 2017 and has since signed memao-
randums of understanding with several leading
international defense firms, including America's
Lockhead Martin and Raytheon, France's Thales and
Naval Group, and Russia'’s Rosoboronexport.** The
UAE likewise has created its own domestic defense
conglomerate, the EDGE Group, which incorporates
maore than twenty Emirati defense firms and has

a combined annual revenue of approximately

$5 billion.* EDGE is on the vanguard of Emirati
attempts to manufacture platforms locally, an effort
gaining momentum in the country. According to the
UAE, for the first time in 2023, most of the contracts
awarded after the International Defense Exhibition
& Conference were to domestic companies.® This
momentum has emboldened the Emirati defense
community: in May 2023, the UAE walked away
from an approximately 800 million euro contract to
purchase helicopters from Airbus in part because
the European firm “lacked the serious motivation

to respond to our demands...to achieve in-country
goals,” according to a senior Emirati official #
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Arms Purchases Will Continue to Focus
on Air, Air Defense, and Naval Platforms

One likely stable feature of the current international
market is the consumer priority placed on
aerospace ts. In the decade before the Covid-19
pandemic, aerospace platforms made up 65 percent
of the global arms market, per British government
estimates.*® Fighter jets, in particular, will remain
one of the most in-demand platforms. One industry
group recently projected that global fighter jet sales
will rise from approximately $23 billion per year in
2022 1o roughly $30 billion by 2030, Historically,
fighter jet sales have been dominated by the United
States, Britain, Franc eden, and Russia, And
according to Russian officials, aircraft made up
roughly 50 percent of all Russian defense exports
in 2020.°° A drop in Russian fighter jets available

Figure 2.

for export will lead consumers to look elsewhere for
their airpower procurements.

‘et the global fighter jet supply will grow increasingly
constrained as Western countries begin supplying
Ukraine with secondhand fourth-generation lighters.
The U.8, has only recently begun the process for
Ukrainian pilots to begin training on the F-168.%
Some countries have transferred aging Sovi
fighter jets to Ukraine and expressed a desire tc
replenish their air wings with U.S. fighters like the
F-16,% The F-16 remains one of the most popular LS,
export platforms: more than twenty-five countries
have purchased the fighters, and the new Greenville,
South Carolina, facility designed to produce the
Block 70/72 F-16s currently has a back order of
maore than 120 jets.** Any country that considers
transferring its F-16s to Ukraine will either have
to line up to backfill its own fleet, seek approval to
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upgrade to the F-35, or look to a non-1.S. supplier for
an alternative. All these options will be costly and
require years of waiting.

As fighter jet sales have risen and UAVs have
proliferated on the global market, the demand for
air defense systems has also increased, Global sales
of air defense systems steadily climbed after 2001,
only tapering off slightly after peaking in 2016.5*
Here, tao, the market may shrink in the wake of

the Ukraine war: air defense systems are Russia’s
second-leading arms export, and Moscow will be
unlikely to part with them in the foreseeable future,
(Russia has reportedly pulled select air defense
systems out of Syria to support its invasion.®®) U.S.
air defense systems, such as the Patriot and Terminal
High Altitude Area Defense (THAAD) systems, are
already in high demand.*® Turkish officials have
recently sounded optimistic notes that their own
domestically manufactured air defense system
might eventually reduce their reliance on the
Russian §-400 system.”” As more countries provide
air defense systems to Ukraine, demand for
purchases to replenish stocks will increase as well,

Maval platforms will also likely remain central
acquisition pricrities, fitting a globalized economy
in which commercial vessels roam the sea surface
while key resources (e.g., liquefied natural gas) or
assets (e.g., internet cables) line the seabed. The
maritime domain has also witnessed significant
innovations, as demonstrated by Ukrainian forces’
successful use of both unmanned surface vessels
and long-range antiship missiles.* This high-tech,
multidimensional domain stretches from space to
the sea floor, and acquisition strategies will likely
focus on countermeasures—against conventional
threats as well as uncrewed systems and antiship
missiles—and on ensuring ships can keep operating
in a degraded environment amid a high-intensity
confrontation. The democratization of space-based
observation via commercial satellite operations
will create opportunities for countries wishing to
expand their maritime capabilities, but production
of naval vessels is slow and expensive, which may
limit the ability of prospective buyers o build up
their maritime forces,
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Impact on the Middle East
and North Africa Defense
Landscape

As Middle East actors navigate the effects of Russia's
invasion on the global arms market, many will

likely continue to diversify their arms suppliers
while doubling down on efforts to build their own
production capabilities. Some, like Israel and Turkey,
are poised to capitalize on this changing global
market; all, however, will have to grapple with the
repercussions of deeper military ties between Iran
and Russia and their possible effects on the regional
balance of power.

Middle East and North Africa Countries
View Reliance on a Single Supplier as a
Vulnerability

Global arms suppliers commonly emphasize the
notion of “interoperability.” The pitch is simple:
purchasing platforms primarily from one country
allows the recipient to operate the same systems

as its supplier and thus more easily “plug in" to
combined operations, The more one country
purchases from another, the more interoperable
they become and, by extension, the more formidable
their potential combined military power, In the
Middle East, interoperability has been a constant
talking point linked to the defeat of violent extremist
organizations and the containment of Iran's
aggressive regional behavior, Recent U.8, adminis-
trations have regularly spotlighted the importance
of combining regional efforts, whether through the
Trump-era Middle East Security Architecture or the
Biden administration’s efforts to integrate air and
missile defenses, Largely understood in both efforts
has been the notion that purchasing primarily from
the United States would make regional integration
maore attainable and effective. As a senior Biden
administration Defense Department official noted
in May 2023: "We want our partners purchasing
1.8, and allied systems.. Not doing so undermines
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our partnerships as well as elements of our strategic
approach to the region.”

A country that purchases primarily from a single
supplier stands to reap considerable second-order
benefits, assuming that the supplier can maintain
a steady stream of platforms, parts, and support,
and assuming that the two countries maintain
diplomatic harmony. If, however, supplies fall or
bilateral relations change, as exemplified after the
Russian invasion, reliance on a single source turns
from a strength into a vulnerability. Countries

like Algeria, which since 2002 has imported
approximately 76 percent of its arms from Russia,
may incur negative operational effects amid a
shortfall in Russian supply. Countries like Egypt,
which in recent years has diversified ils arms

Figure 3.
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sources, may suffer operationally but hold
advantages from an acquisitions standpoint. Thus,
when assessing the effects of the Ukraine invasion,
existing weapons clients of Russia—as well as of
other countries—will likely grow warier of the risks
of overreliance on a single supplier,

The War Will Speed Up Efforts in the
Region to Achieve Defense Acquisition
Independence

For countries in the region, the evolving global
defense landscape and challenges facing Western
industry will likely reinvigorate efforts to achieve
independence in acquisitions and build homegrown
defense industrial bases, Such efforts come amid
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a perception of increasing regional
threats paired with greater confidence
amaong the region’s countries, likely
translating into requests for technology
transier and a rollback of usage
restrictions on Western platforms.
Regional countries seek opportunities
to create domestic jobs, and they view
the defense industry as an avenue

to retain highly skilled workers. To
achieve this end, they will partner with
countries that, in their view, can best
meet their requirements. Non-Western
suppliers may have an advanage

here, given their demonstrated
willingness to share technology and
impose less-stringent export-control
limitations compared to their Western
competitors.®

The Invasion Has Deepened
Russia’s Security Relationship
with Iran in Ways That May
Alter the Regional Balance
of Power

The battlefield demands in Ukraine
and Russia's lack of a robust UAV force
have cr a quid pro quo agreement
with implications far beyond Eastern
Europe. While Russia has received
hundreds of Iranian drones to deploy
in Ukraine, Tehran has reportedly
received cash as well as captured U.S,
and NATO weaponry, and Iranian

als are eyeing more advanced

ian arms, including air defense
ystems, helicopters, and possibly the
advanced Su-35 fighter jet.** While

tl systems may not dramatically
alter the Middle East balance of power
in the near future, Iran’s potential
ability to reverse engineer these
platforms and add conventional
capabilities to its already robust
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Figure 4.

Russian Arms Exports to the Middle East and
MNorth Africa (by Country), 2007-22
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asymmetrical capabilities will add another wrinkle
for Iran's regional competitors, Countries around
the region looking to contain the [slamic Republic
will have 1o plan around not only a more advanced
Iranian military but potentially a network of franian
proxies outfitted with more advanced weaponry,

In turn, this deepening Iran-Russia defense
relationship will likely cause regional countries

1o drive up their own defense spending. Longa
major arms-importing region, the Middle East today
is home to five of the world's top-fifteen arms
importers (Saudi Arabia, Qatar, Egypt, UAE, and
Kuwait); in 2022, it featured nine of the top-fifteen
countries in terms of defense spending relative to
GDP (Oman, Kuwait, Algeria, Jordan, Saudi Arabia,

Figure 5.

Maoroceo, lsrael, UAE, and Qatar).®® Regional countries
have hardly needed a reason to spend more on arms,
but the worrying prospect of lran’s new advanced
weaponry—ineluding possibly Russian fighter
jets—will likely contribute to their purchases of
corresponding platforms,

Several Regional Countries Look
Poised to Take Advantage of the
Uncertain Future

Although Western corporations are sure to
remain significant arms suppliers to the region,
some regional actors with developing or robust
defense industries could take advantage of the
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post-Ukraine-invasion market to advance their own
interests. The region’s main security requirements
and concerns remain linked to the Iranian regime
and its use of proxies and asymmetric warfare,
Regional actors like Turkey and lsrael that have
developed countermeasures and systems adapted to
this kind of warfare, especially in air defense systems
and UAVs, are poised to take advantage of higher
demand for such platforms. That those systems
have been combat-proven in multiple theaters only
reinforces their appeal. In addition to meeting the
core security requirements of Middle East countries,
regional suppliers can allow the purchasers to add
another diversifying layer of partnership atop the
West, China, or Russia. Already, Israel is making
inroads in Gulf and European defense markets.**

If regional suppliers can propose technology trans-
fers that meet the expectations of their clients, they
could rapidly acquire significant positions in the
regional market.

Policy Recommendations

The United States and other Western states can

take the following steps to secure their interests

and counter Moscow amid Russia's weakening grasp
on the arms market:

« Prepare Ukraine’s defense industry to
compete in traditional Russian markets.
During the Cold War, Ukraine was home toa
large swath of the Soviet Union's defense
industrial base.” This fostered an industry with
most of its materiel—platforms, munitions, spare
parts—created in the Russian mold. For countries
around the world reliant on Russian arms ship-
ments to keep their militaries operational, a
robust Ukrainian defense industry manufacturing
similar components could be an alternative. Such
a maneuver is obviously not feasible while the
conflict persists: Ukraine's remaining defense
companies have scattered production and focused
an simple components such as artillery shells
to contribute to the war effort.® And Ukraine's
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eventual postwar defense industry will
undoubtedly look different as the country's
military incorporates more Western equipment
intoits arsenal, But Western supporters of
Ukraine should plan ways to support Kyiv in

a postwar environment in which Ukraine can
achieve larger-scale production and perhaps
begin to export platforms into traditional Russian
markets, thereby depriving Russia of export
markets while advancing Ukraine’s own interests,

Establish interagency red lines on China's
presence in partner countries, and convey
these red lines to partners. China is one of the
world's fastest-growing arms exporters and will
undoubtedly look to exploit the arms market

gap left by Russia's invasion. Already, Chinese
platforms have made inroads in the Middle

East and North Africa. On top of sales, China’s
economic and security investments abroad

pose their own unique challenges to the United
States and partner countries. Chinese activity
has already discouraged countries from simulta-
neously making deals with U.8. firms. Yet to date,
there is no single consensus opinion within the
U8, government, let alone between Washington
and its Western partners, as to what constitutes a
“red line” in a country’s relationship with China
and thus precludes deeper security cooperation.
This lack of baseline parameters destabilizes
traditional U.S. security partnerships and creates
an opportunity for China to expand its footprint.
The United States needs to reach a commaon
interagency understanding on precise red lines
with regard to a country’s relationship with
China, and then convey these red lines clearly to
partners. Such a policy of transparency would
likely give the United States the best chance at
maintaining its status as the “partner of choice”
in the region and around the world,

Establish long-term security cooperation
plans with partners in the region. Many of the
largest arms importers and defense spenders in
the Middle East and North Africa are traditional
U.S. partners that have purchased heavily from
the United States. Yet in recent years, America's
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hold on the market has wavered as recipients
chale at long delays, usage restrictions, and
political turbulence between administrations
and with Congress. The increased attention on
great power competition and availability of
alternative suppliers has accelerated this
phenomenon. If the United States wants to
demonstrate a long-term commitment to defense
and security relationships in the region, it should
work with countries on crafting joint five-, ten-,
and fifteen-year defense acquisition strategies.
Washington has already done this on five-year
timetables with select partners.®” Such strategies
could anticipate future defense needs in areas
typically associated with delays and backlogs,
such as air defense or fighter aircraft, and ensure
that U.S. partners and their militaries avoid any
gap in capabilities. Such strategies should take
congressional views into consideration in order
to navigate potential political turbulence. In
doing so, the United States can demonstrate its
long-term commitment 1o its partners’ security
in the region.

Support efforts to strengthen the European
defense industrial base. As Weslern states seek
to fill the gap left by diminishing Russian arms
exports, Europe in particular faces two additional
challenges—fragmentation and underinvestment
in the continent’s defense industry. These short-
comings lead to unnecessary intra-European
competition in external markets and hamper
efforts to intensifly production in the Ukraine
context, Beyond the question of arms sales, a
strong European defense industrial base is one
component—together with NATO's readiness—of

Europe's defense and sovereignty, whose
advancement are in long-term U.5. interests as
America focuses more on the Indo-Pacific.

The most suitable taol 1o strengthen and
rationalize the European defense industrial

base is the European Union, The United States
should reassess its traditional reluctance on the
matter, and embrace efforts led by member states
and by the EU Commission to fund the European
defense industrial base and implement joint
acquisitions mechanisms.

Conclusion

The war in Ukraine is perhaps the opening gambit
in a new world defined by great power competition,
Defense spending is up, arms sales are increasing,
and new military relationships are being forged.

As the effects of Russia’s invasion spread far beyond
the battlefield, the United States and other Western
countries will have oppartunities to take advantage
of Russia’s weakenad position. Arms and arms
related sales have historically been a key driver

of the Russian economy; if Washington and other
Western capitals want to exact a heavier strategic
cost than Moscow’s poorly planned and ill-executed
invasion has already wrought, then they must work
together to avoid squandering such an opportunity,
The Ukraine invasion will create a gap in the market
for both traditional and newer suppliers to fill. How
that gap is filled will create partnerships that last
decades, boost select economies, and help decide
how the next conflict is fought. +
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Chinese Ownership of
U.S. Farmland: Separating
the Wheat from the Chaff

By Scott Lincicome and llana Blumsack

Heightened U.S.-China economic and geopolitical tensions have produced
numerous congressional proposals to forcibly decouple the two
economies, ostensibly on national security grounds. Several such
proposals would severely restrict or even ban Chinese ownership of

U.S. farmland, due to the aforementioned tensions and the fact that
farmland purchases by Chinese nationals or companies have increased in
recent years.

Surely, foreign governments’ or government-controlled entities’ purchases
of certain U.S. land (e.g., near sensitive military installations) can raise
legitimate national security concerns that might warrant federal oversight
or intervention. Fortunately, there's little current indication that foreign
farmland purchases - even by Chinese entities - justify the type of broad-
based government restrictions that some in Congress are contemplating.

For starters, recent increases in foreign and Chinese ownership need to be
put into proper perspective. While the amount of U.S. agricultural land
owned by foreigners doubled between 2009-2019, the latest federal
government data (for 2021) show that these parcels still account for just 3.7
percent of all private farmland in the United States (see Figure 1). The
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United States Department of Agriculture (USDA) defines foreign ownership
as both land owned solely by foreigners, as well as land jointly owned by
American and foreign investors.

Figure 1
Only 3.1 percent of private U.S. farmland was forelgn-owned In 2021

Total Private Farmland (in acres) 1,290,472,010

U.5.-0Owned (in acres) 1,250,440,702

Foreign-Owned (in acres)

0] 400,000,000 800,000,000 1,200,000,000 41,600,000,000

Source: Mary Estep, et. al., Forelgn Holdings of U.S. Agricultural Land Through December 31, 2021 (Washington: U.S.
Department of Agriculture, 2022), Report 1. U.S.-owned farmland determined by subtracting foreign-owned farmland
from the total.

Of this sliver of private U.S. agricultural land, moreover, Chinese entities
remain a tiny player. As Figure 2 shows, in fact, Chinese entities own less
than 1 percent of all foreign-owned farmland, while most of the land is
owned by companies and individuals located in nations closely allied with
the United States, such as Canada (30 percent), the Netherlands (12
percent), Italy (6 percent), the U.K. (6 percent), and Germany (6 percent).
Including Hong Kong in China's totals doesn’t much change these results —
it's still just 1.2 percent of all foreign-owned farmland. As Tori Smith of the
American Action Forum notes, China ranks tenth among foreign nations in
the value of their U.S. farmland, behind Japan and Sweden, and well
behind Canada, the Netherlands, and Germany.
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Figure 2
China owned less U.S. farmland than Japan or Sweden In 2021
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Note: Select countries shown here. Foreign-owned farmland determined by adding the total holdings for "X country” and
"LL.5./X country.” "Other Non-A Iture” holdings were then sub d from the total to exclude non-farmland.

Source: Mary Estep, et. al., Forelgn Holdings of U.S. Agricultural Land Through December 31, 2021 (Washington: U.S.
Department of Agriculture, 2022), Report 6.

Overall, these totals mean that China or China and Hong Kong combined
accounted for a trivial 0.03 or 0.04 percent, respectively, of all private U.S.
agricultural land in 2021 (see Figure 3). To put that into perspective: If all
private U.S. agricultural land were a gallon of milk, Chinese holdings would
fill a whopping... quarter of a teaspoon.
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Figure 3: Chinese-owned farmland is just 0.039 percent of all private farmland in the U.S.

@ Total private farmland @) Foreign-owned farmland

() Farmland owned by China/Hong Kong entities

Source: Mary Estep, et. al., Forelgn Holdings of U.S. Agricultural Land Through D ber 31, 2021 (Wi gton: U.S.
Department of Agriculture, 2022), Reports 1 and 6.

This does not scream “national security crisis.”

Furthermore, there are several reasons why even these paltry totals likely
overstate the threat posed by Chinese ownership of U.S. farmland. First, as
Cato adjunct scholar Dan Griswold points out in a forthcoming op-ed, most
of the “Chinese” land at issue is "other agricultural” land, not actual
cropland or forest, and most of this “other” land is owned by a Hong Kong-
based private company following the 2013 acquisition of U.S. pork
producer Smithfield. While controversial at the time, the acquisition was
reviewed and approved by the U.S. government’s inbound investment-
screening body, the Committee on Foreign Investment in the United

States (CFIUS), and has raised no serious land-related concerns in the

last decade.

Second, it's not entirely clear why Chinese holdings of U.S. farmland are, in
general, problematic. Most obviously, the Chinese government cannot steal
the land, and the U.S. government could (and probably would) expropriate
it in times of war or other national emergencies. Furthermore, absent an
exponential (and wholly unrealistic) increase in Chinese land holdings,
there would remain hundreds of millions of acres of U.S. land - farmland or
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otherwise - not under Chinese control. This includes 640 million acres of
land owned by the federal government, millions of which are already used
by American ranchers for cattle grazing. Indeed, thanks to scientific and
technological innovations that have tripled agricultural productivity
(meaning we produce much more food on the same amount of land) since
1948, Americans’ own farmland needs continue to decline.

All this being said, specific foreign land holdings could raise national
security concerns, and there is some possible room for improvement in this
regard. In particular, data on foreign-owned farmland near high-security
sites, such as military installations, could be improved. As the Center for
Strategic and International Studies noted in 2021, for example, the only
federal law regarding data on foreign agricultural holdings is the
Agricultural Foreign Investment Disclosure Act (AFIDA), which relies on
self-reported data from foreign entities. Additionally, AFIDA-reported data
is not checked by USDA for accuracy, and the agency rarely penalizes
companies for failing to report data. Others have reported on similar
shortcomings with the current farmland data.

Also, U.S. investment screening rules could be updated to ensure that
CFIUS can review foreign farmland purchases near military installations.
For example, Chinese agriculture company Fufeng recently purchased
land 15 miles from Grand Forks Air Force Base, even though the Air Force
wrote that it viewed the acquisition as a national security threat. CFIUS,
however, concluded it didn't have jurisdiction over the purchase.
{Ultimately, the Grand Forks, N.D. city government stopped the corn mill
proposed at the site, although Fufeng still owns the land.)

Given these two issues, it may be appropriate for Congress to improve
government data on foreign-owned farmland and to ensure that real
national security issues can be remedied. Some legislation, such as the
FARM Act, the Protecting Military Installations and Ranges Act, and the
SOIL Act, have proposed reforms in this regard, though each could be
improved in certain other respects. Given the legal, economic, and
practical concerns raised by the federal government broadly restricting
private land transactions (ones usually involving American citizens), such
actions shouldn't be considered until more narrowly-targeted measures are
implemented, data enhancements and other improvements are made, and
additional problems are revealed. In the meantime, however, there's little
reason for serious concern about the vast majority of foreign farmland
holdings, including the quarter-teaspoon held by China.
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Alliance for
Peacebuilding

Statement for the Record
Examining Policies to Counter China
House Committee on Financial Services

Hearing Held Tuesday, February 25th at 10am ET

March 3, 2025

The Honorable Maxine Waters
Ranking Member
House Committee on Financial Services

Dear Ranking Member Waters,

We at the Alliance for Peacebuilding (AfP), on behalf of our 225+ members working in 181
countries to prevent conflict and build peace, thank you for the opportunity to submit a statement
for the record related to the hearing entitled, “Examining Policies to Counter China” on Tuesday,
February 25, 2025. Conflict prevention and peacebuilding not only promotes stability and
prosperity around the world, but also advances U.S. national security, political, economic, and
domestic interests amidst strategic geopolitical power competition with China. However, the
current foreign assistance freeze under the Trump Administration undermines life-saving
peacebuilding programs around the world—and makes America less safe, less strong, and less
prosperous, particularly given how vital peacebuilding programs are to serving the U.S. national
interest and countering Chinese influence. Please see the following articles and reports below.

1. Conflict prevention assistance makes America safer, stronger, and more prosperous
in its competition with China.

Conflict prevention not only promotes stability and prosperity around the world, but also advances
U.S. national security, political, economic, and domestic interests amidst strategic geopolitical
power competition—the ongoing contest for influence with states like China. The Chinese
government often pursues its own interests in a way that actively undermines U.S. national
interests and global stability and prosperity by reshaping the international svstem, expanding
territorial claims, and securing control of critical minerals and natural resources. Concurrently,
many states avoid choosing to align with either the U.S. or China, which can be a missed
opportunity for the U.S. to forge new or grow stronger partnerships. Prioritizing conflict
prevention and peacebuilding policies, programs, and aid across sectors can preserve U.S,
resources and support U.S. strategic efforts; as costly, acute crises are prevented, more resources
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can be devoted to other U.S. national security, political, and economic objectives that stem threats
to the homeland and advance domestic priorities.

Representative Young Kim highlighted how China will fill the void left by U.S. foreign assistance
at the House Foreign Affairs Committee’s The USAID Betrayal hearing:

China is watching and is waiting for the chance to fill any U.S. vacuum and already, there
have been many reports of Chinese Communist Party officials signaling their willingness
to replace USAID in Nepal and [taking over| de-mining activities in Cambodia and these
are just the instances that we know about. Lven critics of USAID acknowledge the critical
sofi power of targeted and efficient programning.

A small investment in peacebuilding and prevention provides enormous returns on U.S. safety,
security, and prosperity and the American people. Robust conflict prevention and resolution
assistance in conflict-affected and fragile states can lead to sustainable efforts led by local
stakeholders, reduce the need for costly U.S. humanitarian and security interventions, save
taxpavers money, and increase U.S. security and prosperity. Efforts that promote democracy and
good governance, human rights, and social cohesion can mitigate the influence of U.S.
competitors, increase access to additional U.S. military bases around the world, and build a strong
cadre of trade and security allies and partners. Peace and security and violent prevention efforts
create more stable societies and states, giving people safety, security, and trust in their
governments, and eliminate drivers of migration and violent extremism.

2. The freeze on U.S. foreign aid has weakened America’s ability to counter China’s
influence.

While reform and review are the prerogative of any Administration, without clear processes,
communication, and leadership, this abrupt halt to U.S. foreign aid is sowing chaos, harming
innocent civilians, jeopardizing lives and livelihoods, and emboldening malign actors like China.

During the first day of the new Administration, President Trump issued an Executive Order (EQ)
pausing U.S. foreign development assistance for 90 days, including new obligations and
disbursement of funds to foreign countries and implementing non-governmental organizations,
international organizations, and contractors, pending reviews for “programmatic efficiency and
consistency with United States foreign policy.” Later that week, the State Department ordered an
immediate pause on current and new foreign aid spending, including a stop-work order for existing
grants and contracts, pending a review within 85 days (90 days since the issuance of the original
EQ). In response to a lawsuit by the Aids Vaccine Advocacy Coalition and the Global Health
Council, a federal court ruled on February 13th that the Trump Administration must temporarily
lift the funding freeze on existing foreign assistance programs. The ruling requires the government
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to immediately stop any suspensions or pauses that are preventing the distribution and obligation
of foreign assistance funds for contracts, grants, cooperative agreements, loans, or other awards
that existed prior to January 19th. In response to the ruling, the Trump Administration largely did
not unfreeze aid and continued to terminate programs, claiming the authority to do so.

On February 20th, a federal court extended the temporary restraining order until March 10th and
reiterated that the Administration must lift its blanket freeze and resume payments. The judge also
ordered the Administration to pay foreign aid contractors and grantees for work performed before
February 13th by 11:59 pm February 26th. On February 26th, the Trump Administration asserted it
had completed the foreign assistance review, resulting in the termination of 5,800 USAID awards (with
500 USAID awards retained) and 4,100 State Department awards (with 2,700 State Department awards
retained), but would not be able to meet the deadline for payments. Late the evening of February 26th,
the Supreme Court paused the order to pay by midnight until it could review the case in more detail
and required the foreign aid implementers to submit a response by noon on February 28th.

While every administration has the right to conduct a review of spending and programs, the full-
scale stop-work order and blanket termination of the vast majority of foreign aid programs is a
wrecking ball approach that undermines America’s ability to counter adversaries and prevent and
reduce conflict and violent extremism. With the nearly complete dismantling of USAID, the State
Department will be burdened with advancing both U.S. diplomacy and development, the latter of
which is outside its remit. The State Department lacks the administrative capacity, personnel,
expertise, and authority to effectively distribute foreign assistance. This chaotic, confusing, and
opaque process is completely destroying the ability of the U.S. Government to prevent and address
conflict and violent extremism and is making America less safe, less secure, and less prosperous.
While reforms could improve the delivery of foreign aid, the new Administration must
immediately rescind these orders and terminations and advance a good faith approach to securing
America’s role in the world and countering adversaries like China.

3. The freeze on U.S. foreign aid has undermined prevention-oriented laws that are
essential mechanisms to counter Chinese influence.

Freezing all foreign assistance runs afoul of key prevention-oriented laws, such as the Global
Fragility Act (GFA), the Women. Peace. and Security (WPS) Act, and the Elie Wiesel Genocide
and Atrocities Prevention Act (EWGAPA). The GFA is a game-changing law that provides the
State Department, USAID, and the Department of Defense (DoD) with flexible funding and a 10-
year mandate to develop and implement an overarching whole-of-government approach to
peacebuilding, conflict prevention, foreign assistance, and diplomacy strategies in at least five
selected priority countries/regions. The WPS Act seeks to ensure women'’s meaningful leadership
in peace and security processes, facilitate their active participation in efforts to prevent, mitigate,
and resolve conflict, and elevate their contributions to post-conflict and disaster reconstruction.
EWGAPA, co-sponsored by Senator Rubio, which required a whole-of-government atrocity
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prevention strategy, atrocity and conflict prevention training for U.S. foreign service officers in at-
risk contexts, and annual report to Congress. These laws are vital vehicles to advance the U.S.
interest, forge robust and beneficial partnerships, support complementary programming that
promotes burden-sharing between the U.S. and its allies, and make the government more effective
and streamlined through their interagency coordinated approaches. Most importantly, halting
peacebuilding programs actively benefits China as a U.S. competitor, who will take advantage of
the vacuum left by the U.S. to advance its own interests at the cost of the American national
interest.

Foreign assistance is a valuable soft diplomacy tool that advances U.S. security interests, costs less
than future interventions, is a crucial part of the U.S. economy, and counters China’s growing
influence in strategic regions of the world. Foreign assistance makes America safer, stronger, and
more prosperous.
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45 Rockefeller Plaza | New York | NY 10111 +1 (646) 428-5382 | cjpa.us

February 27, 2025
Dear Chairman Hill and Ranking Member Waters,

We at CJPA Global Advisors LLC thank you for the opportunity to submit a statement for the record related to
the hearing entitled, “Financial Services Committee Examines Policy Tools to Outcompete China.”

The issue highlighted here is that the U.S. should focus on strengthening trade and investment relationships
with the Latin American and Caribbean (LAC) region, rather than restricting their partners' ability to engage in
free trade or establish their own connections. This approach would help the U.S. improve its stance and
reputation in the region. The key concern is striking a balance between promoting partnership and avoiding
restrictive policies that limit others' autonomy. Please see the following policy recommendations along with
articles we at CJPA have made regarding this issue.

1. Align International Policy Frameworks: Press institutions like the World Bank to follow models like
the Inter-American Development Bank by abandoning per capita income exclusions, thereby broadening
support for critical development initiatives and reinforcing U.S. influence in the region.

2. Empower the DFC, US Export-Import Bank, and others to operate in middle and high-middle-
income countries. Currently, the DFC is restricted from working in Barbados, Bahamas, Panama,
Guyana and some Eastern Caribbean countries due to their designated high-income status. It is essential
that the US should modify DFC’s mandate to allow for more flexibility to work in such countries.

3. Increase diplomatic presence in the region. China is more successful diplomatically than the US
because the country has permanent embassies stationed in smaller countries such as Dominica or
Antigua and Barbuda. Not having embassies in these countries further reinforces the perception that the
US does not prioritize the Caribbean. Last year, the US opened a new embassy in the Solomon Islands,
recognizing the importance of the small yet strategically important South Pacific islands. US
policymakers should do the same with respect to their Caribbean partners or, at minimum, set up
pseudo-consulate staffed with just a few Foreign Service Officers. However, according to the same
senior CARICOM official, enhancing the American embassy presence in the Caribbean must be done
“with purpose” and should appropriately balance optics with the actual benefits to the US and Caribbean
nations.

4. Leveraging Sovereign Loan Guarantees. Sovereign Loan Guarantees (SLGs)135 are instruments
whereby the US government guarantees private lenders that a foreign government’s borrowing will be
repaid, thereby allowing borrowers to access loans at interest rates nearly as low as those enjoyed by the
US. When low- and middle-income countries access international capital, they often are required to pay
interest rates significantly above those for established sovereign borrowers like the US. The differences
in interest rates applied to different borrowers, or “spread,” reflects the risk levels associated with
lending to each borrower China’s BRI has provided billions of dollars in direct economic support to
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governments and government-sponsored entities in developing countries since it was launched in 2013,
at a time when just under 4% of US foreign assistance136 went directly to counterpart governments.

. US should collaborate with DFI’s and support venture capital funds in the Caribbean. In May of
2024, Jamaica completed its first venture capital fund140, originating from the Boosting Innovation
Growth and Entrepreneurship Ecosystem (BIGEE) program — a Government of Jamaica (GOJ) five-
year, US$25-million project financed by the IDB, with the DBJ as the sponsoring agency. BIGEE aims
to promote sustainable and robust growth among start-ups and micro, small and medium-sized
enterprises (MSME) in Jamaica. The program has been supported by a non-reimbursable grant of
1US$8.2 million from the European Union. The investors in the fund include DBJ, PanAfrican Capital
Holdings, Joe Matalon, and the Spaceship Collective, a company owned by Afrobeats global star Burna
Boy. By investing in venture capital funds, the US can leverage Jamaica’s private capital ecosystem,
which already encompasses real estate funds, mezzanine funds, private equity funds (targeting more
mature companies than venture capital), an infrastructure fund, and loan funds, among others.

Sources:

e “China’s BRI and the US Response: Contest in the Caribbean,” by Earl A. Carr Ir. and Leland
Lazarus, Hinrich Foundation, 6/11/2024.
https.//'www.hinrichfoundation.com/research/wp/us-china/contest-in-the-caribbean/

* “How U.S. and Chinese Influence In Central America Affects the Panama Canal” by Earl A.
Carr, Forbes, 2/18/2025
https://www.forbes.com/sites/earlcarr/2025/02/18/reimagining-us--chinese-influence-in-central -
america-critical-implications-for-the-panama-canal/

* “From Trump to Biden and Beyond: Reimagining US-China Relations.” Edited Book Volume,
by Earl A, Carr Jr., Palgraves Publishing, 2021.
https://www.trumptobiden.com/
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February 25, 2025

The Honorable French Hill
Chairman
U.5. House Committee on Financial Services

The Honorable Maxine Waters
Ranking Member
U.S. House Committee on Financial Services

Re: Statement for the Record—*Examining Policies to Counter China”
Dear Chairman Hill and Ranking Member Waters,

On behalf of Transparency International U.S. (“T1 US"), thank you for the opportunity to submit for
inclusion in the record this statement regarding the Committee’s hearing entitled “Examining Policies to
Counter China.” TI US is part of the largest global coalition dedicated to fighting corruption. With over 115
national chapters worldwide, Transparency International (“T1") partners with businesses, governments,
and citizens to promote transparency and to develop and implement effective measures to tackle and
deter corruption.

‘We offer this statement in order to bring attention to the dangers posed by China’s use of illicit finance to
U.S. public safety, national security, foreign policy, and economic interests, and to urge four actions from
this Committee that will protect these interests as well as ensure the integrity of the U.5. financial
system—especially ahead of the United States's forthcoming, 2026 country evaluation by the Financial
Action Task Force (“FATF").

1. Support the Trump Administration in its ongoing implementation of the bipartisan
Corporate Transparency Act (“CTA™).

The tools provided by the CTA—which the Trump Administration is not only currently implementing via
the Treasury Department, but currently defending across multiple lawsuits via the U.S. Department of
Justice (DOJ)—present sincere opportunities for the U.S. Government to disrupt China'’s illicit financial
operations. The CTA will end the ability of Chinese criminals to abuse anonymous companies to move,
hide, and launder the proceeds of their crimes, by requiring certain companies formed or registered in the
U.8. to report their true, or “beneficial”, owners to a confidential database housed at the Treasury
Department. In 2020, the Center for a New American Security, a leading U.S. national security think tank,
determined that requiring such beneficial ownership information “will limit the ability of China to set up
anonymous front companies in the United States to purchase U.S. assets or technology and otherwise
threaten critical sectors, data, or infrastructure.™

Yet the ultimate effectiveness of the CTA continues to depend on whether it is appropriately implemented.
We encourage the Committee to work closely with the Trump Treasury Department, and FinCEN in
particular, to ensure the full and robust implementation of this law. A failure to do so would not only
reopen a key channel for Chinese illicit financial activity into the United States, but leave the U.S.

' See Ely Ratner et al., “Rising to the China Challenge,” Center for a New American Security, Jan. 28,
2020, available at https://www.cnas.org/publications/reports/rising-to-the-china-challenge.
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vulnerable to a noncompliant determination from FATF, which includes the establishment of a beneficial
ownership registry in its recommendations.

2, Support the Trump Administration in its implementation and enforcement of new
anti-money laundering (“AML”) rules for the residential real estate and investment
adviser sectors.

The residential real estate and investment adviser sectors remain significant vulnerabilities in our nation’s
AML framework. Both sectors have long been identified as vulnerable to exploitation by corrupt and other
illicit actors seeking to launder funds and evade detection. Corrupt and other criminal actors frequently
exploit real estate transactions to obscure the origins of illicit funds, while a lack of appropriate AML
requirements for investment advisers have permitted billions in suspect funds to hide in the United
States. For example, in January of last year, one of the most prominent Chinese private equity and venture
capital firms operating in the U.S. was placed on the annual “Chinese Military Company” list.2 This is the
first time such a prominent investment company has been placed on the list for funding Chinese military
development,’ and can trigger designation by the U.S. Treasury.4

With new rules for each sector set to take effect later this year, appropriate implementation and funding
for these frameworks will be essential to safeguarding the integrity of the U.S. financial system from
Chinese illicit finance as well as to ensuring that the United States can be deemed compliant with the
relevant FATF standards.

3. Provide the Trump Administration with new authorities to crack down on the
enablers of Chinese illicit finance.

Multiple indictments from the DOJJ reveal how Chinese criminal organizations have relied on U.S.-based
corporate service providers to launder drug proceeds—particularly from fentanyl sales—through U.S.
financial networks. For example, the Zheng drug trafficking organization manufactured and shipped
deadly fentanyl analogues and 250 other drugs to some 37 U.S. states, with drugs sold by the group
directly tied to the fatal overdoses of two people in Ohio.s The traffickers used anonymous companies that
were formed in Massachusetts as they mailed, repackaged, and redistributed the drugs across the
country.¢ And in February 2022, a New York man pled guilty to helping launder over $650 million worth

21.S. Department of Defense, “DOD Releases List of People's Republic of China (PRC) Military
Companies in Accordance with Section 1260H of the National Defense Authorization Act for Fiscal Year
2021,” Jan. 31, 2024, available at

https://www.defense.gov/News/Releases/Release/Article/ 3661985/ dod-releases-list-of-peoples-
republic-of-china-pre-military-companies-in-accord.

3 Echo Wong, “China private investment firms face growing U.S. scrutiny, analysts say,” Nikkei Asia, Feb.
9, 2024, available at https://asia.nikkei.com/Politics/ International-relations/US-China-tensions/China-
private-investment-firms-face-growing-U.S.~scrutiny-analysts-say,

4 Note that, unlike American companies, Chinese-owned companies are required by their government to
support the military through their Military-Civil Fusion (“MCF”) policy. MCF is the elimination of barriers
between the civilian research and commercial sectors and the military and defense industrial sectors, with
the goal of developing the People’s Liberation Army (“PLA”™) into a “world-class military” by 2049. See
U.S. Department of State, “Military-Civil Fusion and the People’s Republic of China,” available at
https://www.state.gov/wp-content/uploads/2020/05/What-is-MCF-One-Pager.pdf.

5 See U.S. Department of Justice, “Two Chinese Nationals Charged with Operating Global Opioid and
Drug Manufacturing Conspiracy Resulting in Deaths,” Aug. 22, 2018, available at
hitps://www.justice.gov/opa/pr/two-chinese-nationals-charged-operating-global-opioid-and-drug-
manufacturing-conspiracy: see also U.S. Department of Justice, “Fujing Zheng Indictment,” Aug. 17,
2018, available at https://www .justice.gov/opa/press-release/file/1089101/download.

sId.
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of illegal narcotics proceeds through bank accounts associated with shell companies in multiple U.S.
states before wiring funds back to entities in China.”

The intermediaries—or “gatekeepers” to the U.S. financial system—who provide such financial services to
criminal networks, including forming or registering a company, setting up a trust, or managing money,
currently have no legal obligation to perform even the most basic AML checks on their clients, including
performing basic background checks on those clients, flagging suspicious transactions made by those
clients, or even knowing who their corporate clients actually are. Just last summer, the FATF reported
that the United States “does not have requirements to cover any of the gatekeeper sectors”—meaning
lawyers, accountants, trust and company service providers, and real estate agents—and that “these sectors
are required to implement none of the preventive measures that have been required by the FATF
Standards since 2023." As a result, the FATF placed the United States below countries such as Saudi
Arabia and equal to only China and Australia in having zero-percent compliance.?
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7 See U.S Department of Justice, “Queens Man Admits Orchestrating $653 Million Money Laundering
Conspiracy, Operating Unlicensed Money Transmitting Business, and Bribing Bank Emplovees,” Feb. 22,
2022, available at https://www.justice.gov/usao-nj/pr/queens-man-admits-orchestrating-653-million-
money-laundering-conspiracy-operating.

#The Financial Action Task Foree, “Horizontal Review of Gatekeepers' Technical Compliance Related to
Corruption,” July 2024, 55, available at https://www.fatf-gafi.org/content/dam /fatf-
gafi/reports/HRGTC.pdf.coredownload.inline.pdf.

9 See Transparency International Australia, “Gatekeeper Professions Now Included in Historic Laws to
Combat Money Laundering,” Nov. 28, 2024, available at https://transparency.org.au/gatekeeper-
professions-money-laundering,/.
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Since then, Australia has adopted comprehensive AML requirements for gatekeepers.t©

To prevent Chinese criminal networks from abusing our financial system, and to help prevent a
forthcoming noncompliant determination by FATF, we strongly encourage the Committee to prioritize
passing and implementing a bipartisan measure aimed at finally eliminating these loopholes known as the
ENABLERS Act, which was included in last spring’s “China Bill” and is supported by the Republican
Study Committee.

4. Provide the Trump Treasury Department, and in particular FinCEN, with adequate
resources for combating money laundering and countering the financing of
terrorism.

FinCEN plays a central role in detecting and preventing China’s illicit financial activities inside the United
States, vet remains chronically and critically underfunded. Strengthening FInCEN’s capabilities will be
essential to ensuring the effectiveness of the above reforms, and must be a top priority for this Committee.

The threats posed by Chinese illicit finance are severe and growing. Full implementation of the CTA,
strong implementation of the forthcoming rules for the residential real estate and investment adviser
sectors, providing the Trump Administration with new authorities to crack down on the enablers of crime,
and increased resources for FInCEN are all necessary steps in this fight. We urge the Committee to work
hand-in-hand with the Trump Administration in accomplishing each.

Thank you for the opportunity to provide these materials. If you have any questions, or for additional
information on TI US’s work in this regard, please contact Scott Greytak, Director of Advocacy for TI-US,
at sgreytak@transprency.org.

Respectfully submitted,

Scott Greytak
Director of Advocacy, Transparency International U.S.

Gary Kalman
Executive Director, Transparency International U.S.

10 See Transparency International Australia, “Gatekeeper Professions Now Included in Historic Laws to
Combat Money Laundering,” Nov. 28, 2024, available at https://transparency.org.an/gatekeeper-
professions-money-laundering/.
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February 21, 2025

The Honorable French Hill, Chair

Committee on Financial Services

U.S. House of Representatives

2129 Rayburn House Office Building Washington, DC 20515

The Honorable Maxine Waters, Ranking Member
Committee on Financial Services

U.S. House of Representatives

4340 O'Neill House Building Washington, DC 20515

Subject: Submission for the Record — Hearing on “Examining Policies to Counter China”
Dear Chair Hill and Ranking Member Waters:

The Center for American Progress appreciates the opportunity to submit this statement and supporting
materials for the record for the February 25 hearing titled "Examining Policies to Counter China."

In light of the Committee’s plan to assess China’s economic practices and their implications for U.S.
financial stability, trade, and national security, CAP wishes to bring to the attention of the committee
relevant policy analysis and recommendations, drawing from CAP’s 2024 report, 4 Progressive,
Principled, and Pragmatic Approach Toward China Policy. Please find chapters pertaining to trade,
technology, military competition and China's actions on the global stage attached to this letter.

A core thesis of the report is the urgent need for the United States to outcompete China rather than simply
slowing its rise. This includes making investments to help the United States win the competition for next
generation technologies. We have seen in just a few short years the transformational impact of the
Inflation Reduction Act and the CHIPS and Science Act, in terms of catalyzing private sector investment
in critical technologies, creating high-paying jobs for Americans and advancing U.S. technological
leadership. We need to continue and expand on those successes. Another critical tool in our competition
toolkit must be a functional Defense Production Act (DPA).

Finally, one of the United States’ most powerful assets in its competition with China is our corps of China
experts in government — diplomats, trade negotiators, intelligence analysts, technology experts, and
others. The Trump Administration is unilaterally disarming at this moment of acute competition by firing
experts and freezing the intake of future talent to our foreign affairs and technical agencies.

Thank you for your leadership in addressing these important issues. CAP appreciates your consideration
of our submission and look forward to continued engagement on these critical matters,

Sincerely,

Alan Yu

Senior Vice President, National Security and International Policy
Center for American Progress
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Executive Summary: A Progressive, Principled,
andPragmatic Approach toward China Policy

Meeting the foreign policy challenge of the 21st century
By Dave Rank, Alan Yu, and Michael Clark

The U.S. relationship with China will be one of this generation’s defining foreign policy
challenges. A key part of the challenge will be discussing the issues without falling back on

simplistic, outdated, or inaccurate generalizations.

There are few historical parallels of great power rivals as deeply integrated as the United
States and China. They have the world's two largest economies; they are the world’s largest
military spenders; and they both are increasingly in competition with each other. As the
world’s two largest exporters, their two-way trade exceeded $750 billion in 2022, even as
commercial ties frayed and (not coincidentally) the multilateral trading system came under
deep stress.

Indeed, on issue after issue—from Al to social media and from Taiwan to Ukraine—sharp
differences in values and interests create friction between Washington and Beijing. These
frictions will play out in how we trade; how our technological ecosystems interact; and how
we manage military competition. At the same time, U.S.-China relations cannot and should
not be based solely on competition. On a range of critical issues—from climate change to
illegal narcotics—cooperation will have tangible benefits for Americans and, often, for people
in China and the rest of the world.

The principles behind a sound China policy

Smart U.S. policy toward China needs to be based on principles that align with the interests of
people and the values of our system. As Washington formulates our approach to competition
with the People’s Republic of China (PRC), we should look to policies that are:

® Progressive: Our policy should advance the interests of ordinary Americans by
improving their opportunities, wages and working conditions and reducing the risk
of conflict and military involvement abroad—burdens of which they would
disproportionately bear.

e Principled: We should have confidence in our values and be forthright in speaking
when China violates basic human rights. We should not try—and would fail if we
did—to emulate the fear and coercion that are the hallmarks of autocrats. We will
succeed by being better Americans, at home and abroad.
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e Pragmatic: China does many things at home; around the world; and in its relations
with the United States that don’t align with our values or are contrary to our interests.
But the United States has limited time, attention, and money, so we have to focus on
the truly vital. No matter its provenance or pedigree, if a policy has not worked, we
should do something else.

e Farsighted: Our children would not forgive us if our approach to China results in a
world devastated by climate change or war; U.S. workers immiserated by a
race-to-bottom economics; or American values eroded by racism or undemocratic
actions.

e Collaborative: Our partners around the world are a major source of American
strength. Sustaining that influence requires that we listen to their views, understand
their needs, and take into account their concerns.

e Evidence-based: The United States should base our policies on facts rather than fear,
hope, or ideological assumptions.

e Humble: Humility about the limits of American power is a hedge against
unsustainable commitments abroad. The United States spent 20 vears. a trillion

g 2,000 American lives in Afghanistan and had little impact on
its dlrec‘hon We havt: far less influence on China. The United States brmgs its
strongest influence to itself, so that is where we should focus our energies and our
resources.

Recurring themes

The extraordinary breadth of the U.S.-China agenda means policymakers need a wide range
of tools to respond. But certain themes run through each of the eight baskets:

U.S. work starts at home. If we are serious about competing with China, we need

to get serious about making the investments that will allow us to do so.

There is no conflict between strong and smart. Even as we compete vigorously, we
should not seek confrontation. Indeed, preventing conflict should be a major focus of
U.S. diplomacy with Beijing.

‘We should be confident in our system. Our democratic values set us apart from
China; make us stronger at home; and more attractive as an ally and partner

abroad.

Our concern is the behavior of the Chinese government and Communist Party.
As we pursue policies to address Beijing’s actions, we must make clear—in word
and deed—that our focus is not ordinary Chinese or people of Chinese heritage.

‘We need to talk. Our preeminent positions in the global economy; the complexity of
the issues before us; and the consequential risks of misunderstanding require direct,
regular U.S.- China senior-level exchanges by the administration and Congress.

The issues
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What follows is not an effort to assess every aspect of the U.S.-China relationship; map out
every connection between every issue; or respond to every headline. Instead, it is an attempt to
define the overarching challenges we face in eight broad areas: trade, technology, climate
change, military competition, Taiwan, human rights, China’s role in the world, and a
cooperation agenda.

Trade: Decades of U.S. trade diplomacy aimed to right the impacts of China’s unfair trade
practices have done little to correct the commercial imbalances, which contributed to
deindustrialization in the United States and a hollowing of the American middle class.

China has a long legacy of conducting unfair trade practices such as massive export
subsidies and state-sponsored intellectual property theft, as well as illegal activities like
its use of forced labor. And we must take those on. But just blaming China obscures the
impact of bad

U.S. trade and economic policy decisions over the last several decades.

- We must make transformational investments in the U.S. industrial base and
workers, focusing on sectors where we want to establish or maintain global
leadership.
Experience shows that China will not “play fair” or change its ways, so
modernized enforcement tools will play a key role in a long-term, strategic
competition.

Technology: Technology will be at the heart of U.S.-China competition, as semiconductors,
Al, and other technologies reshape our economies and our militaries.

The U.S. government needs to make transformational domestic investments in key
technologies and our tech workforce. In addition, the United States needs tools
and other resources to protect our existing advantages in critical technologies.

The United States needs new general technology regulations and must work with
foreign partners to set rules for the digital economy in line with democratic values.

Taiwan: Washington can manage Taiwan Strait tensions, even as China’s actions raise risks
and concern—through military deterrence; direct engagement with Beijing; and continued
diplomatic efforts to pull third countries into the conversation.

‘We have an interest in Taiwan’s success given its status as a fellow democracy. Its
dominance in advanced semiconductors also means we have a significant economic
stake in Taiwan’s security.

‘We should reinforce an equilibrium in which Taiwan improves its resiliency even as
Beijing continues to believe there is a long-term path to “reunification.” This may
leave all sides somewhat dissatisfied, but it is far preferable to the alternative.
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In concrete terms, that means the U.S. government—both the executive
branch and Congress—should prioritize effectiveness and impact over
symbolism and stunts.

Military competition: China is the only competitor to the United States with the intent and—
increasingly—the capacity to reshape the global order. The United States faces the challenge of
a rising China from a position of strength, even as China’s military grows.

‘We can meet the military challenge without increasing the defense budget by
capitalizing on existing strengths, spending smarter, and rethinking procurement.
‘We must reinforce our alliances—a key security and geopolitical advantage.

The United States needs to manage risks by maintaining dialogue with China’s
military, including on emerging issues such as cyber and Al

Human rights: China’s h rights situation has deteriorated markedly under Xi Jinping,
even as China touts its “model” of autocratic governance abroad.

‘We should shine light on China’s human rights abuses—as our values require us to
do— while recognizing our influence on how Beijing treats its citizens may be
limited.

‘We need to push back firmly against the increasing incidence of {ransnational
repression by Chinese officials, particularly when it happens in the United States.
If the United States does not lead on human rights internationally, we cede the
field to Beijing’s profoundly different—and illiberal—vision.

China’s role in the world: As China’s economic power has grown, so has its ambition to
shape the global order to its liking. The United States needs to provide (and invest in) an
alternative vision and help our allies and partners resist Chinese bad behavior.

The United States is right to be concerned about China’s vision for the world and

should push back against a Chinese model that makes people less free; drives up

debt in the developing world; and undermines American interests.

Our alliances multiply our influence and reduce the risk of conflict. We should help our
partners resist coercion and strengthen their democratic institutions.

The United States cannot just warn countries not to borrow from China; we need to

offer real alternatives. It is impossible to beat something with nothing.

Climate change: The world will not avoid catastrophic climate change if China and the
United States—the world’s largest greenhouse gas emitters and technology leaders—do not
lead by accelerating climate action. This requires cooperation, even as we compete.

The United States, with its international political heft, technical expertise, and climate
history with China needs to employ all levers to press China for stronger action.



313

Policymakers will need to weigh climate, economic, and security benefits and
risks of allowing Chinese products in the U.S. clean-energy transition. We need
to prioritize the
interests of American workers but full decoupling is not an option given China’s
dominance over key technologies and supply chains.
U.S.-China competition can be a positive force if we *“race to the top” to
meet our domestic—as well as the rest of the world’s—clean energy needs.

Cooperation: As the two most consequential countries in the world—and with certain
shared interests—the United States should be confident in cooperating with China,
especially when it advances U.S. interests, even as we compete in many areas.

‘We cannot allow U.S.-China relations to be defined solely by competition. On issues
such as stopping the flow of fentanyl and other illegal drugs, we need to cooperate
when we can to advance U.S. national interests and the interests of ordinary
Americans.

Cooperating is a way to advance mutual interests—not to do favors for the other. It is
against our interests to refuse to cooperate because we disagree with China about
many things.

Meeting the central foreign policy challenge of the 21st century will require the United States
to be smart and strong, to invest in itself, and to be ready to talk as well as to compete with
China. CAP lays out a framework for policymakers and the public to rally around.
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Trade: A Progressive, Principled, and Pragmatic
Approach toward China

By CAP China working group on Trade

The United States must respond to China's unfair and harmful trade practices—including its use of
subsidies, trade barriers, intellectual property (IP) theft, and forced labor. With smart, principled actions,
the United States can maximize the benefits of trade with China and position its workers and companies
for long-term, strategic success. This starts by making transformational investments in the industrial base,
and by modemizing our toolkit to enforce U.S. trade laws more strongly.

Key assessments and recommendations

e Qutcompeting China must be part of a broader strategy that draws on offensive and defensive
tools to boost U.S. global competitiveness.

e The first order of business is to make transformational investments in the U.S. industrial base
and workers. The United States should identify sectors where we want to develop or maintain
global leadership and then create a plan to build and secure that leadership.

e The United States cannot expect China to play fair or change its ways. We, therefore, need
modern trade policy tools capable of winning a long-term, strategic competition. This
includes authorities to manage trade in strategic sectors without the need to demonstrate

injury.

e Despite ongoing competition, the United States should always be ready to talk to China about
commercial and economic issues. Failure to communicate is a recipe for miscalculation and
rising economic conflict, with negative impacts on American workers, manufacturers, and
consumers.

Context: China’s unfair and harmful trade practices and a
U.S. strategic response

China has used nonmarket practices, including subsidies, trade barriers, IP thefi, and other illegal
activities (e.g., forced labor) to help fuel its rise to become an economic power and the world’s
leading supplier of manufactured goods. Americans are concerned about China’s commercial
behavior and want a response. At the same time, while China’s trade practices have certainly
contributed to the decline in U.S. manufacturing and a hollowing of the middle class, they have
also provided a foil that obscures the very real impact of poor U.S. trade policy decisions and a
commitment to tnckle-down economics that has, too often, failed the American worker. A more
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effective trade policy must therefore include more than traditional topics such as tariff rates,
sanctions, and purchase commitments. It must prepare our entire economy (and the economies of
U.S. partners and allies) for a lasting competition with China that positions our workers,
companies, and people to succeed well into the future.

The role of Congress

Congress will have an important role to play in any strategy—both in appropriating funds to
invest in American competitiveness and in updating the trade tools needed to respond to Chinese
abuses and to manage trade in strategic industries. Perhaps equally important, Congress should
avoid an across-the-board import tariff or repeal of permanent nommal trade relations (PNTR) for
China, either of which would be far too imprecise to compel China to act differently and would
merely serve as a tax on working-class American families.

Invest in America: reshore, increase capacity, and lead key industries

The most important way to counter China’s abusive trade behavior is to invest in U.S.
competitiveness. The CHIPS and Science Act, the Infrastructure Investment and Jobs Act, and
the Inflation Reduction Act have spurred investments that have reoriented global production
trends in industries such as semiconductors, renewable energy, and electric vehicles, positioning
the United States as a leader for years to come. But more is needed. Congress should fund efforts
to move manufacturing capacity from adversarial markets to the United States, prioritizing
sectors that rely too much on Chinese production and, thus, pose higher risks to U.S. economic
resilience. We also should expand programs such as AM Forward, which helps deploy 3D
printing in small-and-medium-sized manufacturers, and bolster Manufacturing USA centers by
providing them funding to upgrade local manufacturing facilities.

The United States should identify foundational technologies where it wants to create or maintain
global leadership; develop a plan to achieve that leadership; and then invest the money needed to
succeed. High on that list should be electric vehicles, batteries, green steel, quantum computing,
artificial intelligence, and biotech. Each sector-specific plan should include a research and
development component as well as measures to ensure that any product developed with the help
of federal R&D investments is made in America by U.S, workers. Federal investments in
production facilities should be conditioned on the recipient’s commitment to the highest labor
standards, support for a unionized workforce, and ongoing workforce training. In some instances,
federal investment in production facilities to support a more resilient, more competitive supply
chain in a key strategic industry may be warranted. This could require a change in the locations
where Defense Production Act investments can be located as well as a more strategic use of
investment resources by the Development Finance Corporation (DFC).

For electric vehicles, it will be important to support U.S. manufacturers in the U.S. market,
including by using trade enforcement tools to keep out dumped and illegally produced EVs. This
includes working closely with key trading partners to ensure that EVs produced with forced labor
or with illegal nonmarket subsidies do not flow through their markets as a backdoor to the United
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States. Importantly, in exchange for tariff and other trade protections, Washington must ensure
that U.S, auto manufacturers maximize the pace in which they transition to EV production and
do not weaken benefits for American workers,

Modernize the trade enforcement toolkit

The United States must increase its determined efforts to counter China’s nonmarket practices,
use of forced labor, and unfair domestic subsidies. Congress must give federal agencies
enforcement tools to move faster; coordinate more effectively with partners and allies; and close
loopholes that let Chinese imports skirt enforcement. To start, Congress should close the de
minimis loophole that lets imports under $800 avoid inspection, allowing Customs and Border
Protection to inspect packages from nonmarket economies that it deems at a significant risk of
including products made with forced labor or posing danger to U.S. consumers.

The executive branch also needs new tariff authorities so it can act on behalf of strategic
industries without the need to demonstrate injury or the threat of injury. In a long-term, strategic
competition with China it may be advantageous to address trade in certain sectors proactively—
and, perhaps, by doing more than just leveling the playing field. Congress should also consider
updating procedures for petitioners to request trade protection, including by allowing new types
of evidence to demonstrate the threat of import competition (such as projections of potential
damages) or by allowing firms in the supply chain of a larger original equipment manufacturer to
request trade protection if subsidized imports of a finished good will hurt their ability to sell
component parts to manufacturers in the U.S. market.

Create a forum to address commercial and trade issues

Dialogue will also be important to reduce the risk of miscalculation. The United States and China
both stand to benefit from a strong, efficient global economy. Despite ongoing competition, it
will thus be important to find opportunities to work with China on issues like freedom of
navigation, high seas commercial piracy, and electronic shipping documentation. The Biden
administration should invite a bipartisan group of governors and members of Congress to join an
expanded U.S.-China Commercial Issues Working Group, presenting China with a unified front
of American interests.
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Technology Competition: A Progressive, Principled, and
Pragmatic Approach toward China

By CAP China working group on Technology

As the United States competes with China for technology leadership, we must make transformational
domestic investments in key technologies and workforee, install proportionate guardrails to protect our
national security and current technological edge, and work with partners to set rules that are consistent
with our shared democratic values.

Key assessments and recommendations

e Asthe United States competes with China for tech leadership, we must play both offense and
defense. On offense, we need to make transformational domestic investments in key
technologies and our tech workforce.

e On defense, we need proportionate guardrails to protect U.S. national security and current
advantages in critical technologies. As defensive tools such as export controls play a larger
role in managing technology competition with China, the United States will need the
personnel and other resources to enforce these policies effectively.

® The United States needs a strong domestic data protection regime and must work with
international partners to set rules for the digital economy consistent with democratic values,

Context: U.S.-China technology race: The economic and
security imperatives

Technology competition is central to the U.S.-China relationship and has both national security
and economic dimensions. Technologies such as semiconductors and artificial intelligence have
the potential to accelerate China’s already rapid military modernization and will also drive
growth in an increasingly digitized world. The digital economy in the United States accounted
for about 10 percent of GDP in 2022, employs approximately 8 million Americans, and is
growing far faster than the economy as a whole. While we lead the world in many critical
technologies, Chinese companies are increasingly competitive—and in some cases exceed U.S.
capacity—in sectors such as clean energy, telecommunications, legacy chips, internet, and e-
commerce and payments.
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The role of Congress

Congress can set a strategic vision for U.S. technology leadership that invests at home and
advances U.S. global leadership in technology development, use, and trade. Congress should
adequately fund agencies responsible for advancing U.S. technology leadership and managing
competition with China. It should also use its oversight power to ensure executive branch
policies, such as export controls, do not cause undue harm to long-term U.S. competitiveness and
that U.S. strategy is based on cooperation with allies and partners. The lack of federal data
security and privacy law means the European Union and individual U.S. states, primarily
California, now set global rules for U.S. tech companies.

Investing in U.S. technology leadership

U.S. technology leadership begins at home. We should continue to invest in critical and
emerging technology areas (as we did with the internet and GPS), which create high-paying
American jobs. We should enhance supply chain resiliency for critical goods—for which we
need uninterrupted supply—by capitalizing on our existing strengths, including our unique
innovation ecosystem and drawing on successes and lessons of the CHIPS and Science Act and
Inflation Reduction Act (IRA). Clean energy and chips have been the focus of investments to
date; we need similar R&D investments in biotech; public Al infrastructure (i.e., computational,
data, software, model, and training resources available to the public); and quantum technologies.

Building a technology workforce

A skilled workforce is essential to U.S. leadership, but we suffer from chronic shortages of
workers prepared for technology careers. U.S. STEM scores consistently rank far below those of
other advanced democracies. Our priority must be to invest in education at all levels, including
training and registered apprenticeship programs; partnering with industry to develop specific
critical skills; and building stronger education-industry pipelines in critical sectors. We also need
to modernize our immigration system so we can continue to attract highly skilled workers and
retain those educated here to grow our economy instead of sending their talents overseas to
compete with us.

Protecting U.S. technologies

The United States leads in “force multiplier” fields such as semiconductors, Al, and quantum
information systems that give us an edge in other critical technologies as well. U.S. policy is to
maintain as large a lead as possible in these technologies, given the difficulty in distinguishing
between their civilian and military applications. The corollary concern is that any advance of
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China’s capabilities in these areas is a de facto national security threat even if they may also have
commercial benefits. The new approach has been seen most notably in the administration’s effort
to freeze China’s advances in chips, Al, and supercomputing. These measures can only delay
China’s advances—for example, see Huawei’s release of a phone using an advanced chip
produced by a Chinese chip manufacturer. We need to support U.S. research in these areas to
maintain our lead.

Improving defensive tools, such as export controls, will not help if we do not have the personnel
and systems to implement them. Congress needs to boost U.S. export control capabilities. The
budget for the Commerce Department’s Bureau of Industry and Security, which administers
export controls, has remained flat in real terms for over a decade, even as the export control
workload has boomed in response to China’s rise and Russia’s invasion of Ukraine.

The United States cannot—and should not try to—degrade Chinese capacity in less advanced
technologies. Doing so would alienate us from international partners, whose cooperation we need
to meet the China challenge and would have minimal effect on Chinese capabilities. Instead, for
lagging technologies such as legacy chips, we will need policies to ensure that we do not let
those products enter into sensitive applications in the U.S. market (i.e., in critical infrastructure)
and that we have a secure, diversified source of supply from other producers.

Creating a high-standard regulatory environment

Global technology leadership will require smart, nimble regulatory frameworks, in addition to
private sector innovation and public sector investments. The United States has had an overly
permissive approach to technology regulation, even as the wide range of harms of the internet-
based economy have become evident, from data (in)security; (the lack of) data privacy;
(minimal) online safety; harmful impacts on civil rights, workers and economic concentration;
and widespread misinformation and disinformation. CAP outlines a roadmap for Congress to
address these well-known issues and create a regulatory framework that can nimbly address
concerns from generative Al or other online services.

While TikTok has dominated the data security debate, restricting one foreign-owned social
media app in the U.S. market is insufficient to address broader concerns over foreign-owned
apps or general abuses from digital platforms. Among other things, the United States needs
comprehensive frameworks for data privacy to let individuals control how their data is collected
and used; data security to prevent adversary actors from exploiting bulk data; and adequate tools
and policies to identify malign content manipulation and determine how best to respond. A
February 2024 executive order (EO) proposed the first-ever limits on the collection and sale of
bulk amounts of sensitive personal data on U.S. persons to countries of concern (e.g., China).
Although a step in the right direction, the EO does not affect privacy outside of its narrow
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construction and is not a substitute for data privacy legislation or regulation. Congress should
codify the EO and address data privacy issues.

The United States should lead in setting rules of the road for the digital economy, including
cross-border trade in digital goods and services. Digital trade agreements are an opportunity to
set global digital trade rules that are consistent with U.S. interests and values and that advance
core progressive issues such as online safety and consumer protection. A U.S. digital trade
strategy should balance the economic benefits of open data flows with the need for data security.

Al safety and stability

Frontier Al systems, such as ChatGPT, are increasingly able to mimic certain aspects of human
cognition. While the transformative potential of these systems may lead to innovation across the
technology landscape, they already show potential for harm across a range of areas such as
democracy and election administration, civil rights, and labor protections. Mitigating such risks
requires cooperation from governments across the world. The United States and China are far
and away the leaders in Al research, and we need to work together bilaterally and multilaterally.
One concrete opportunity would be to build off of the work begun with the 2023 Bletchley
Declaration by Countries Attending the Al Safety Summit—to develop norms to address the
harms already emerging from the use of these systems and to avoid catastrophic risk. CAP
recommends numerous policy solutions to harness AlI's societal benefits while simultaneously
mitigating its risks.

Clean energy technologies

Ambitious investments in clean energy tech and manufacturing are essential to balancing
derisking and the urgent need for climate action. We should continue to strive to maintain a
diversity of clean energy sources, transition quickly to U.S. or friendly sources of supply, and
avoid creating a new dependency on China. But meeting our climate transition goal will require
using some Chinese clean energy technologies in the U.S. domestic market, at least in the near
term. However, we should not accept Chinese technologies when doing so would endanger
national security or the domestic economy. We also must remain focused on addressing
nonmarket practices that lead to oversupply of Chinese clean energy technologies.

Biotechnology

Breakthroughs in gene sequencing, biological engineering, and more could soon transform
everything from medicine and manufacturing to the food, fuel, and fibers we use every day.
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Securing U.S. biotechnology leadership requires a systemic approach, including robust public
and private investment to scale a domestic biomanufacturing base, streamlined regulation from
the Departments of Agriculture, Health and Human Services, and the Food and Drug
Administration, and reforms to allow researchers and innovators to better tap U.S. biodata while
protecting privacy and civil rights. The United States should also seek to lead the international
debate about ethical biotechnology development and applications.



322

Military Competition: A Progressive, Principled, and
Pragmatic Approach toward China Policy

By CAP China working group on Military Competition

The United States can meet the China military challenge by capitalizing on existing strengths, spending
smarter, and reinforcing our alliances — not increasing the defense budget.

Key assessments and recommendations

e China has demonstrated its commitment to long-term military competition with the United
States through its defense spending, military operations, and official statements from its
leaders.

o The U.S. response should be measured, confident, and fiscally sustainable, building on our
significant existing advantages to deter conflict and avoid a costly and wasteful arms race.

e Washington does not need to increase defense spending to meet the challenge; the United
States can sustain our military advantage by purposefully getting our house in order. That
means fiscal discipline through streamlined appropriations and procurement and enhancing
efforts to revamp the defense industrial base and drive strategic innovation.

» Eliminating inefficiencies that hinder readiness and strategic investments will empower the
Pentagon to be more targeted and resourceful in fostering rapid, scalable, and sustainable
innovation; and promoting advanced manufacturing.

e The United States should continuously reinforce our alliances—a key security and
geopolitical advantage—by enhancing cooperation; sharing the costs of defense investments;
and more deeply integrating our defense industrial supply chains.

» At the same time, the United States needs to maintain dialogue with the People’s Liberation
Army (PLA)}—particularly on topics such as maritime, space, cyber, nuclear, and Al—to
reduce the risk of miscalculation or unintended conflict.

Context: The China military challenge

China is the only competitor to the United States with the intent and, increasingly, the capacity to
reshape the international order. China’s defense budget has grown on average by 7.5 percent a
year over the past decade, totaling $233 billion in 2024, In fact, this figure understates Beijing’s
spending, as that core budget figure does not include its space program. provincial military base
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operations. dual use R&D. and certain other costs, Moreover, while the United States has global
commitments, China concentrates its military capabilities in the Indo-Pacific.

Nonetheless, the United States faces this challenge from a position of strength. Our armed forces
are better equipped, better led, more experienced, and are strengthened further by alliances
throughout the Indo-Pacific and globally. Even with China’s rapid spending hikes, the U.S.
defense budget remains more than double China’s—both in absolute spending and as a
percentage of GDP.

At stake is the post-WWII security architecture that has enabled the region’s extraordinary
economic growth, benefiting the United States; its allies and partners; as well as China itself.
More concretely, China’s efforts to dominate the South China Sea would give it control overa

strategic waterway through which a substantial amount of global trade passes. Its nuclear buildup
creates the prospect of a new arms race.

The role of Congress

Congress and the Biden administration agree on the China challenge. However, they now need to
act on this consensus by prioritizing and redirecting defense resources strategically and
efficiently to sustain long-term competition. Policymakers can do this even in a constrained
budget environment. A critical prerequisite is to return to the normal appropriations cycle. This
means moving away from continuing resolutions, which lead to uncertainties and inefficiencies
that undermine readiness and complicate timely and strategic investments in our defense
capabilities.

Another key part of preparing to compete with China is improving the Pentagon’s financial
management and efficiency, which can then give policymakers the information required and
clarity to decide where, when and how to allocate resources and make investments. To ensure
accountability, Congress must demand full, transparent audits of the Pentagon's budget. The
Department of Defense’s failure to pass its annual audit for six consecutive vears underscores the
urgent need for Congress to pass the Audit the Pentagon Act of 2023, which enjoys bipartisan
support,

Reshaping defense thinking

The United States holds a military edge over China in various areas but relying solely on long-
standing advantages will not guarantee long-term peace and stability. We need to invest in
practical battlefield technology and revamp our advanced manufacturing sector to build a
defense ecosystem that can adapt to evolving military challenges; remain resilient and adaptable;
pursue innovative and affordable solutions; and deter adversaries without escalating tensions.
This vision would also signify a commitment to revitalizing the U.S. advanced manufacturing
sector and its workforce.
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A prime example of this new approach is the Replicator Initiative, which emphasizes leveraging
American technological innovation to maintain military superiority over our adversaries. This
initiative focuses on deploying relatively low-cost, expendable autonomous systems such as
drones. The Pentagon has faced challenges in rolling out, scaling production, and integrating
these promising systems into the existing military structure, thus demonstrating the complexity
of adopting new ideas and innovating on a large scale.

The Russia-Ukraine conflict illustrates a practical application of this approach—one that has
direct implications for the situation in the South China Sea. In the Black Sea, relatively cheap
Ukrainian drones have rendered much of the Russian fleet inoperable. We should apply this
lesson to the South China Sea, where U.S. and Chinese maritime interests intersect and our fleets
interact most directly. Rather than race to ensure that the U.S. Navy has more ships than the PLA
Navy (an exercise that would be costly and risky, and that fails to take into account our
advantages in terms of the size, sophistication, and armaments or the number of vessels our allies
and partners could field), we should look for lower-cost ways to make clear to Beijing the futility
of an expensive ship building spree.

Rebuilding our defense workforce

A key aspect of this endeavor is to position the defense industrial sector as a center for
innovation and societal advancement accessible to all Americans. Investing in a skilled defense
workforce presents an opportunity to engage and recruit a new generation of workers, and to
retrain and upskill individuals from traditional manufacturing backgrounds, including those
transitioning from the fossil fuel industry, veterans, and recent graduates. Congress can help by
supporting and funding new regional defense innovation hubs and enhancing university science
and technology programs.

Washington should prioritize projects in economically disadvantaged areas and foster
partnerships with community colleges, historically Black colleges and universities, Hispanic
serving institutions, and other minority serving institutions to ensure equitable reach of these
initiatives, tap new innovative partners, and build resiliency in the Pentagon’s partner pool. This
approach assures that the benefits of defense spending are shared widely.

Reassuring our allies and partners

The U.S. approach to military competition with China must prioritize our alliances and
partnerships. Countries such as Japan, South Korea, Australia (both bilaterally and through
AUKUS), the Philippines, and others share our values and our concerns about the increasingly
assertive PLA. The March 2024 renewal of funding for the Compact of Free Association—which
has been the cornerstone of the U.S. presence in the Pacific for almost half a century—was a
welcome and important signal to our Pacific allies.

China may perceive these partnerships as part of a containment strategy, but they need not be
provocative to be effective. Joint military exercises play a significant role, but less conspicuous
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efforts to bolster defense cooperation and interoperability; integrate regional defense industries;
broaden access to defense technologies, and improve logistical support frameworks are also
vital. Our partners also share responsibility to uphold these relationships, contribute to mutual
defense efforts, support the defense industrial base, and invest in innovation and procurement.

Regularizing U.S.-China military-to-military dialogue

Increased military competition makes it even more important that the U.S. and Chinese militaries
talk, to manage tensions as they operate in close proximity, prevent miscommunication, and
avert conflicts. The United States and China also need to put in place rules to manage
disagreements in areas such as maritime, space, cyber, nuclear, and Al. This is not just a bilateral
issue; countries around the world would be affected by conflict and so expect the United States
to engage in continuous, constructive dialogue.

Thus, China’s use of military dialogue as leverase—halting talks to signal displeasure or
attempting to influence U.S. policies, such as arms sales to Taiwan—may score tactical points
but raises the risk of miscommunication and misunderstanding and undermines its reputation
globally. Similarly, calling Beijing out when it shuts down communication channels is not just
the responsible thing to do—it also bolsters the U.S. image as a responsible actor.
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China’s Actions on the Global Stage: A Progressive,
Principled, and Pragmatic Approach

By CAP China working group on China on the Global Stage

The United States must push back against China’s growing and—often problematic—role in global
affairs by drawing on the strength of our democratic system, offering real alternatives, and countering a
model that makes people less free, drives up debt in the developing world, and undermines American
interests.

Key assessments and recommendations

o The United States’ global network of alliances multiplies our influence and reduces the risk
of conflict. As part of that effort, the United States must help our partners resist coercion and
strengthen democratic institutions.

e Washington must offer a positive partnership that allies and partners can rely on, including
when they face PRC economic coercion, cyberattacks or malicious influence efforts.

® You can’t beat something with nothing. The United States cannot just warn countries not to
borrow from China; we have to offer real alternatives.

e [f we want international organizations to reflect U.S. values and protect U.S. interests,
Washington needs to offer real solutions to update and modernize them in a way that meets
the needs of workers and the environment. We then have to invest the high-level attention,
and in the people, needed to make those reforms happen.

Context: A picture of China’s growing global influence

China’s economic growth and increased assertiveness abroad under President Xi Jinping
challenge U.S.—and global—security and prosperity. Beijing is expanding its global influence
by courting the Global South and playing an increasingly active role in multilateral
organizations. China has lent more than $1.3 trillion to developing countries since 2015, largely
to finance infrastructure. In recent years, however, questionable loans and political blowback
have led Beijing to scale back its ambitions. Meanwhile, the United States spends less than 0.2
percent of GDP and less than 1 percent of the federal budget on U.S. foreign assistance—far less
than almost any other wealthy nation.

The role of Congress
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No partner will have confidence in U.S. assurances in the face of autocracy if Congress does not
sustain support for Ukraine. Less immediately, providing an alternative to PRC financing—and
thus Beijing’s influence—requires continued congressional support for U.S. development entities
such as the Development Finance Corporation and USAID. More generally, it is important that
influential voices in Congress make the case for increased U.S. international diplomatic
leadership, including a robust development finance and assistance strategy. Congress can also
push to increase State Department funding to expand U.S. leadership in multilateral
organizations, where China is waging a long-term strategy to change global norms and standards
in line with its interests in such areas as telecommunications, law enforcement cooperation, and
human rights.

The role of partners and allies

When the United States looks around, it sees partners, allies, and friends. However, for China, its
neighbors are a collection of rivals, nervous hedgers, wobbly quasi-clients. The United States’
global network of alliances and partnerships is an extraordinary asset and the collective security
they provide has made the world—and the United States—safer, more secure, and more
prosperous. But these relationships need constant tending, particularly given efforts by
isolationist Republicans to undermine them. The most urgent need is to support Ukraine.
Partners, particularly in the Indo-Pacific, would see a Washington failure to help Kyiv as a sign
they cannot rely on the United States and could embolden China, notably since Xi Jinping and
Vladimir Putin announced their “no limits partnership” on the eve of Russia’s 2022 invasion of
Ukraine.

China’s malign cyber operations

China is home to a cesspool of malicious cvber actors, including government agencies; hacker
groups with government ties; as well as a purely criminal element that target U.S. critical
infrastructure and support Chinese influence and misinformation efforts at home and abroad. The
United States needs to harden its own infrastructure, work with the private sector to help it
protect itself; and expand intelligence cooperation with other countries that have been targets of
attacks emanating from China.

PRC economic coercion

The PRC frequently puts pressure on foreign governments with which it disagrees by restricting
access to its market; manipulating supply chain vulnerabilities; and targeting private companies
from the “offending” country that are operating in China. The United States must continue in
earnest its work with partners to reduce supply chain dependencies on China; identify
vulnerabilities; and address bottlenecks before they lead to economic disruption. The Indo-
Pacific Economic Framework Supply Chain Crisis Response Network demonstrates how the
United States and its partners can communicate and respond faster to crises, including Chinese
€conomic coercion,
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U.S.-China competition on development assistance leadership

China has made massive infrastructure investments in the developing world, drawing on both
expertise built over decades and a network of state-owned banks and construction companies.
This Belt and Road Initiative (BRI) has led to a host of problems: over-leveraging some
countries, delivering substandard work with limited developmental impact, and nontransparent
processes. Perhaps most pernicious, Beijing’s authoritarian surveillance model has found eager
customers among aspiring dictators,

However, it is a mistake to dismiss the BRI as simply “debt trap diplomacy,” particularly since
recipient country officials and citizens often note that Chinese money is the only game in town.
With the world facing at least an $18 trillion infrastructure financing gap, warnings of Chinese
commercial behavior are pointless—if not patronizing—until the United States and its partners
can offer a competitive alternative. The Partnership for Global Infrastructure Investment (PGI)—
which seeks to mobilize $200 billion for infrastructure investment in low- and middle-income
countries by 2027—is a step in the right direction but will need sustained commitment;
significantly higher funding levels; and continued senior-level attention to succeed.

China and the Global South

Beijing depicts itself as the defender of the developing world, standing up to a so-called U.S.-led
club of former imperial powers. China’s leaders have convened and expanded groups of non-
Western countries such as BRICS (Brazil, Russia, India, China, and South Africa) and, since
October 7, worked to contrast U.S. policy toward Israel with what they characterize as China’s
peaceful approach to foreign relations. Still, developing-world views of the United States have
mainly improved under President Biden, despite widespread disapproval of the Netanyahu
government’s military actions in Gaza and deep concerns about the possibility of a second
Trump administration. Moreover, there are upper limits to China’s appeal, given—among other
reasons—DBeijing’s role in stymieing progress on developing world debt relief; its largely
extractive approach to trade; and its track record of using economic coercion in political
disputes.

The United Nations and other multilateral organizations

U.S. diplomatic resources have not kept pace with the growth of China’s ambitions to be the
dominant player in multilateral organizations, particularly the U.N. For example, PRC nationals
lead four of the 15 U.N. specialized agencies—including those responsible for agricultural
policy, international telecommunications, and civil aviation—all of which are critical U.S.
national-interest issue areas. In contrast, U.S. citizens lead three and the United States is a
member of only 12 of the 15. At lower, working levels, the disparities are, if anything, even more
stark. China’s delegations dwarf those of the United States and any other country at conferences
and meetings that set myriad rules that guide how governments, business, scientists, and others
routinely interact. The United States cannot compete if it is not in the room—and it cannot be in
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the room unless the State Department has funds to staff these roles and Congress presses to make
it a prionity.
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Introduction

Thank you Chairman Hill, Ranking Member Waters, and members of the House
Financial Services Committee for the opportunity to testify today on “U.S. efforts to
Counter Illicit Fentanyl Trafficking and Related Money Laundering by the People’s
Republic of China” at this hearing on “Examining Policies to Counter China.”

The People’s Republic of China (PRC) is the United States’ most consequential
opponent and pacing challenge and projects its influence through the diplomatic, military,
information, cyber, and economic instruments of national power. On the economic front,
China has been engaged in aggressive investment and commercial projects to secure new
markets, access strategic resources like critical minerals and develop critical
infrastructure like ports, the Panama Canal and 5G networks to expand their global Belt
and Road Initiative across the world.

Today, I would like to focus on another economic activity - China’s role in the
illicit fentanyl trade with the Mexican cartels and China’s increasing involvement in
money laundering. As I have testified before Congress on previous occasions, [ believe
that the PRC and the Mexican cartels are waging an asymmetrical war against the U.S.
through the drug trade, killing thousands of Americans and consuming vast public and
private sector resources in the prevention, treatment and supply interdiction aspects of
drug addiction. In 2023, a majority of the more than 100,000 annual drug overdose
deaths in the U.S. were attributed to illicit fentanyl, supplied by Mexican transnational
criminal organizations with China as the primary source for illicit fentanyl, precursor
chemicals and pill pressing equipment.? Sadly, drug overdoses continue to be the leading
cause of death of Americans aged 18-45.

This testimony will examine the role of the PRC in the illicit fentanyl trade on the
supply side of the enterprise and the laundering of proceeds for the Mexican cartels,
describe recent U.S. measures taken to interdict fentanyl flows and designate, sanction

and bring to justice Chinese and Mexican drug traffickers and financiers and offer

* Office of the Director of Intelligence, 2024 Annual Threat Assessment. p.36,
hitps://www.odni. gov/files/ODNI/documents/assessments/ ATA-2024-Unclassified-Report.pdf
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recommendations to further counter the role of the PRC in the flows of'illicit fentanyl

into the U.S. and related money laundering.

The Role of China in the Illicit Fentanyl Trade

China has played a central role in the global fentanyl epidemic, primarily as the
supplier of fentanyl and precursor chemicals used by Mexican transnational criminal
organizations to manufacture illicit fentanyl that ends up in the U.S. While the PRC has
taken some actions to curb illicit fentanyl trafficking, Chinese chemical companies,
underground banking networks, and shipping operations remain deeply involved in the
fentanyl trade.

China is the principal source country of illicit fentanyl and fentanyl-related
compounds in the U.S., according to U.S. Customs and Border Protection. Fentanyl
analogs and precursor chemicals used to make fentanyl are illicitly manufactured in
Chinese labs and then sold on the Darknet and shipped in bulk to the U.S. and Mexico.
After the Mexican government cracked down on poppy cultivation and heroin
production, the Mexican cartels shifted from producing heroin to synthetic drugs like
fentanyl and methamphetamine, which are easier and cheaper to manufacture and far
more profitable than plant-based drugs. The PRC-Mexican cartel connection grew when
Chinese traffickers increased fentanyl precursor sales to Mexican cartels that established
networks of manufacturing plants, or “pill mills” of synthetic drugs.?

The DEA estimates that a kilogram (about 2.2 pounds) of powdered fentanyl from
China can fetch a few thousand dollars, and if the powders are transformed into hundreds
of thousands of counterfeit pills, it can bring in millions of dollars of profits through
street sales, making fentanyl one of the most profitable illicit drugs. It costs about $0.30
to manufacture a fentanyl-laced pill in a laboratory in Mexico that can fetch up to $20 on
the streets of New York. Fentanyl trafficking into the United States generally follows one

of two pathways:

* Lauren Greenwood and Kevin Fashola, “Illicit Fentanyl from China: An Evolving Global Operation”
U.S.-China Economic and Security Review Commission, August 21, 2012,
https:/www.politico.com/f/7id=0000017e-Tdee-d8d6-a3 fe-ffef55460004
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1. direct purchase of fentanyl from China by U.S. individuals for personal
consumption or domestic distribution and

2. cross-border trafficking of fentanyl and fentanyl-laced drugs from Mexico by
transnational criminal organizations and smaller criminal networks. *

The PRC has been accused of weaponizing and capitalizing on the fentanyl crisis
in the U.S. as the supplier of chemicals to the Mexican cartels and as the preferred money
launderers for these transnational criminal organizations. The Chinese criminal networks
are profiting from the illicit fentanyl business cycle, generating income from the export of
fentanyl and precursor chemicals to the Mexican cartels at the front end of the business
and then earning a percentage by laundering the drug proceeds for the cartels at the back
end. As such, the PRC remains on the U.S. list of “Major Drug Transit or Major Illicit
Drug Producing Countries” per Presidential Determination that identifies countries that
are a significant direct source of precursor chemicals used in the production of certain
drugs and substances significantly affecting the United States.’

In April 2024, the Select Committee on the China Communist Party published its
report on “The CCP’s Role in the Fentanyl Crisis” that determined the PRC government,
under the control of the CCP:

1. Directly subsidizes and incentivizes the manufacturing and export of illicit
fentanyl materials and other synthetic narcotics through tax rebates. Many of
these substances are illegal under the PRC’s own laws and have no known legal
use worldwide.

2. Gave monetary grants and awards to companies openly trafficking illicit fentanyl
materials and other synthetic narcotics.

3. Holds ownership interest in several PRC companies tied to drug trafficking.

4. Fails to prosecute fentanyl and precursor manufacturers. Rather than investigating

drug traffickers, PRC security services have not cooperated with U.S. law

*FinCEN Advisory to Financial Institutions on Illicit Financial Schemes and Methods Related to the
Trafficking of Fentanyl and Other Synthetic Opioids, August 21, 2019,

hitps:/iwww fincen gov/sites/default/files/advisory/2019-08-
21/Fentany1%20Advisory%20FINAL%20508 pdf

“Presidential Determination on Major Drug Transit or Major Illicit Drug Producing Countries for Fiscal
Year 2025 Memorandum for the Secretary of State, September 15, 2024,

hitps:/f'www federalregister. gov/documents/2024/09/24/2024-2 195 1 /presidential -determination-on-major-
drug-transit-or-major-illicit-drug-producing-countries-for
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enforcement and have even notified targets of U.S. investigations when they
received requests for assistance.

5. Allows the open sale of fentanyl precursors and other illicit materials on the
extensively monitored and controlled PRC internet. A review of just seven e-
commerce sites found over 31,000 instances of PRC companies selling illicit
chemicals with obvious ties to drug trafficking. Undercover communications with
PRC drug trafficking companies (whose identities were provided to U.S. law
enforcement) revealed an eagerness to engage in clearly illicit drug sales with no
fear of reprisal.

6. Strategically and economically benefits from the fentanyl crisis. The fentanyl
crisis has helped CCP-tied Chinese organized criminal groups become the world’s
premier money launderers, enriched the PRC’s chemical industry, and had a
devastating impact on Americans.®

These findings by the Select Committee underscore the need to understand the threat
from China and devise strategies and policies to counter PRC involvement in illicit

fentanyl flows and the laundering of drug proceeds.

Chinese Money Laundering Methods Related to the Fentanyl Trade

The People’s Republic of China (PRC) is a global hub for money laundering. The
U.S. government estimates at least $154 billion in illicit proceeds move through the PRC
annually.” Over the past five years, Chinese money laundering rings have been
increasingly moving the drug proceeds of the Mexican cartels earned in the U.S. Since
China’s financial regulators limit private individuals from handling more than $50,000 in

foreign currency, there is massive Chinese demand for U.S. dollars. This pent-up demand

S The Select Commitice on the Strategic Competition between the United States and the Chinese
Communist Party, “The CCP’s Role in the Fentanyl Crisis,” April, 16, 2924,
hitps://selecicommitieeontheccp. house. gov/sites/evo-

subsites/selectcommittecontheccp. house. gov/files/evo-media-
document/The%20CCP%27s%20R0le%20in%20the%s20Fentany1%20Crisis%204.16.24%20%281%29.pdfl
7 United States Depariment of State Bureau for International Narcotics and Law Enforcement Affairs
International Narcotics Control Strategy Report Volume 2: Money Laundering, March 2024,
https:/fwww state. gov/wp-content/uploads/2025/01/2024-INCSR-Vol-2-Monev-Laundering-Accessible-
Version.pdf
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for dollars from China and the cartels’ need to unload U.S. dollar proceeds creates this
unholy alliance between Chinese money launderers and the Mexican cartels. They engage
in a broad spectrum of mechanisms to move and obfuscate the origins of drug proceeds
such as bulk cash smuggling, trade-based money laundering, mirror swaps,
cryptocurrencies like Bitcoin and Tether, digital payment platforms like WeChat Pay and
Alipay, shell companies and real estate.

In February 2020, the U.S. Department of the Treasury described Chinese money
launderers as “key threats” and vulnerabilities in the U.S. financial system. A December
2020 Reuters investigation found Chinese money launderers have come to dominate the
international money laundering market. In April 2021, the Department of Justice reported
that three individuals pleaded guilty to their involvement in a conspiracy to launder at
least $30 million of drug proceeds combined throughout the U.S. on behalf of foreign
drug trafficking organizations, including Mexico’s Sinaloa Cartel. These guilty pleas are
the result of a nearly four-year investigation into the relationship between foreign drug
trafficking organizations and Asian money laundering networks in the United States,
China, Mexico, and elsewhere. The defendants converted drug proceeds into Chinese and
Mexican currency through a variety of methods, including “mirror swaps™ in which
financial transactions in the U.S. are used to trigger the release of equivalent funds into
bank accounts in China, with those funds then being used to purchase Chinese goods that
are subsequently sold by merchants in Latin American countries, including Mexico.?

How does this money laundering scheme work? The Mexican cartels operatives
in the U.S. provide the U.S. dollars they received from selling fentanyl to a broker
working for a Chinese money-laundering ring in the U.S. Through the Chinese messaging
app We Chat, the brokers advertise the cash to people in China who could use the money
on U.S. soil like for real estate. Once a Chinese buyer of the U.S. dollars is identified that
person transfers the equivalent in Chinese yuan, plus a hefty commission, to a bank
account in China belonging to the money launderers. The Chinese customer then receives

access to the cash bought in the U.S. The cartel’s money, now clean, is sitting in the

#1J.S. Department of Justice. April 14. 2021 Press Release. Three Members of Transnational Money
Laundering Network Pleaded Guilty to Aiding Foreign Drug Trafficking Organizations,
https://www justice. gov/usao-edva/pr/three-members-transnational-money -laundering-network-pleaded-

guilty-aiding-foreign-drug
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Chinese money broker’s bank account in China. The money can then get back to the
cartel in a couple of ways. It can be used to buy fentanyl precursors for the cartel, starting
the cycle again. Or, the yuan can be used to buy Chinese manufactured goods that are
then shipped to Mexico and sold for pesos, which are then handed to the cartels for a fee.”

In June 2024, the Department of Justice indicted 24 defendants implicated in a
multi-year investigation by the DEA known as “Operation Fortune Runner” that
uncovered a partnership between Sinaloa Cartel associates and a Chinese criminal
syndicate operating in Los Angeles. This investigation determined that the Sinaloa Cartel
laundered more than $50 million in drug proceeds through Chinese underground money
exchanges.'” Lead defendant Edgar Joel Martinez-Reyes and others allegedly used
established techniques, including trade-based money laundering, “structuring” assets to
avoid federal financial reporting requirements, and the purchase of cryptocurrency, to
repatriate the funds to Mexico for the cartel.!! Following DOJ’s announcement, China
and Mexico took law enforcement actions to arrest fugitives named in the indictment who
had fled the United States.

The Mexican cartels have turned to Chinese money launderers because they are
much more efficient and charge far less for their services, and the Chinese desperately
need access to U.S. dollar hard currency. For years, the Mexican cartels that supply the
U.S. market with cocaine, heroin and fentanyl smuggled truckloads of bulk cash to
Mexico, where they used banks and exchange houses to move the money into the formal
financial system. They also employed middlemen, often Colombian or Lebanese
specialists who charged as much as 18% commission, to launder their billions.'? Those

methods were costly, time consuming and exposed the stockpiled cash to risks like

? Patricia Kowsmann, Dylan Tokar and Brian Spegele. “How Dirty Money From Fentanyl Sales Is Flowing
Through China,” Wall Street Journal, February 18, 2025, https://www.wsj.com/world/china/china-
fentanyI-trade-network-9685fde2 ?mod=hp lead pos3

19 Department of Justice Press Release. Federal Indictment Alleges Alliance Between Sinaloa Cartel and
Money Launderers Linked to Chinese Underground Banking, June 18, 2024,

hitps://www justice. gov/archives/opa/pr/federal-indiciment-alleges-alliance-between-sinaloa-cartel-and-

money-launderers-linked

" Institute for Financial Integrity, “Collaboration Between Chinese Money Laundering Organizations &
Drug Cartels: A Growing Threat to the Global Financial System.” August 28, 2024,
https://finintegrity .org/collaboration-between-chingse-money -laundering-organizations-drug-cartels/

12 Sebastian Rotella and Kirsten Berg, “How a Chinese American Gangster Transformed Money
Laundering for Drug Cartels,” ProPublica, October 11, 2022,

hitps://www.propublica org/article/china-canels-xizhi-li-money-laundering
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damage, robbery, confiscation. Therefore, Chinese criminal networks are now the
preferred money launderers for drug proceeds. Chinese money laundering schemes offer
a mechanism for Mexican cartels to access profits while limiting exposure and risk.
Chinese money launderers leverage encrypted mobile communications apps like WeChat
Pay and Ali Pay to move vast sums of money from the United States to China then back
to Mexico with great speed, discretion and efficiency.'® As the drug trade and money
laundering becomes increasingly digitalized, governments will need to build capacity to
follow the money trail and digital footprints to detect, dismantle and deter illicit fentanyl

trafficking and money laundering networks.

Recent Developments in U.S. Efforts to Counter the Fentanyl Epidemic

Over the past year, there have been important developments in curbing illicit
fentanyl flows from China and Mexico on the interdiction, law enforcement, sanctions
and international fronts. According to the Department of Homeland Security (DHS), the
U.S. government has been busy breaking up drug cartels and disrupting illicit supply
chains globally; intercepting drugs and chemicals at our borders and ports of entry;
keeping fentanyl out of our communities through state and local partnerships; and
identifying and deploying new technology to fight fentanyl.'* On the interdiction front,
DHS reported 21,889 pounds of fentanyl seized by U.S. Customs and Border Patrol
(CBP), the equivalent of 1.1B doses, valued at $55.4M in 1,116 seizure events in fiscal
year 20241

For the first time since 2018, the United States has seen a decrease in drug
overdose deaths. According to the Centers for Disease Control, the U.S. saw a 14.5%

decrease in overdose deaths from June 2023 through June 2024. The DEA has seen a

'3 Drazen Jorgic, “Special Report: Burner Phones and Mobile Banking Apps: Meet the Chinese Brokers
Laundering Mexican Drug Money.” Reuters, December 3, 2020, https://www.reuters.com/article/us-
mexico-china-cartels-specialreport/special-repori-burnerphones-and-banking-apps-meet-the-chinese-

brokers-laundering-mexican-drug-monev-idUSKBN28D 1 M4

! Department of Homeland Security Fact Sheet: DHS Shows Results in the Fight to Dismantle Cartels and
Stop Fentanyl from Entering the U.S., July 31, 2024, hitps://www.dhs. gov/archive/news/2024/07/3 1 /fact-
sheet-dhs-shows-resulis-fight-dismantle-cartels-and-stop-fentany l-entering-us

!5 Customs and Border Patrol, Drug Seizure Statistics, hitps:/www.cbp.gov/newsroony/stats/drug-seizure-
statistics.
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decrease in the potency of fentanyl pills for first time since 2021. The latest DEA
laboratory testing indicates 5 out of 10 pills tested in 2024 contain a potentially deadly
dose of fentanyl that is down from 7 out of ten pills in 2023.'® Changes in the potency of
fentanyl-laced drugs, stepped-up interdiction, new trafficking trends and the increased
availability of naloxone (or NARCAN) the life-saving opioid overdose reversal
medication might account for the decrease in overdose deaths.!” While this is a promising
trend regarding fentanyl, we need watch the proliferation of more powerful and lethal
synthetic drugs like the zombie drug, xylazine known as “tranq” and nitazenes in the
illicit drug markets in the U.S.

On the sanctions front, Treasury’s Office of Foreign Assets Control (OFAC) has
been implementing Executive Order 14059, officially known as “Imposing Sanctions on
Foreign Persons Involved in the Global Illicit Drug Trade” issued on December 15, 2021,
OFAC has sanctioned over 290 foreign nationals and entities involved in the illicit
fentanyl supply chain, including: PRC-based suppliers of fentanyl precursor chemicals
and manufacturing equipment; chemical brokers based in the PRC, Mexico, and other
jurisdictions; Mexico-based manufacturers, smugglers, and traffickers of illicit fentanyl
and other synthetic opioids; and money launderers who obfuscate the illicit proceeds
sustaining the supply chain.'®

On the law enforcement front, there were significant arrests of Mexican and
Chinese nationals to dismantle fentanyl trafficking networks, including that of Sinaloa
Cartel co-founder, Ismael “El Mayo” Zambada and Joaquin Guzman Lopez, son of “El

Chapo” Guzman on July 25, 2024, On October 24, 2024, the Justice Department

16 DEA, Third Annual National Family Summit on Fentanyl Highlights Progress in Fight to Save Lives,
November 15, 2024,
htips:/fwww.dea. gov/press-releases/2024/1 1/15/deas-third-annual-national-family-summit-fentany -

highlights-
progress#~text=According%20t0%20the%20CDC %2 C%20the potentially%620deadly %20dose%200f%20
fentany1

7 White House, FACT SHEET: Biden-Harris Administration Announces New Actions to Counter the
Scourge of Fentanyl and Other Synthetic Drugs, July 31, 2024,

hitps://bidenwhitehouse archives.gov/briefing-room/statements-releases/2024/07/3 1 /fact-sheet-biden-

Yoe2%8 1 Yalharris-administration-announces-new -actions-to-counter-the-scourge-of-fentany 1-and-other-

synthetic-drugs/

18 FINCEN Advisory, Supplemental Advisory on the Procurement of Precursor Chemicals and
Manufacturing Equipment Used for the Synthesis of Illicit Fentanyl and Other Synthetic Opioids, June 20,
2024, hitps://www.fincen. gov/sites/defanlt/files/advisory/2024-06-20/FinCEN-Supplemental-Advisory-on-
Fentanvl-308C pdf
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announced charges against eight China-based companies and eight individuals allegedly
responsible for trafficking precursor chemicals that cartels use to manufacture lethal
fentanyl. DOJ informed that the People’s Republic of China Ministry of Public Security
assisted in this investigation.'”

On December 18, 2024, Southern District of New York and the DEA charged
Chinese national Xiang Gao, Ukrainian national Oleksandr Klochkov, and Latvian
national Igors Kricfalusijs with conspiring to distribute fentanyl and methamphetamine in
the U.S., conspiring to import fentanyl precursor chemicals and a methamphetamine
precursor chemical with intent to manufacture fentanyl and methamphetamine in the
U.S., importing a fentanyl precursor chemical, and conspiring to commit money
laundering. The three were arrested in Morocco by Moroccan authorities on April 17,
2024, were extradited to the U.S. on December 11, 2024.%" This case illustrates the global
reach of the illicit fentanyl trade and need for international cooperation to bring
traffickers to justice.

On the legislative front, the FEND Off (Fentanyl Eradication and Narcotics
Deterrence) Act was signed into law on April 24, 2024, to combat the fentanyl epidemic
by increasing sanctions, law enforcement powers, and financial tracking of fentanyl-
related money laundering. It was particularly aimed at illicit fentanyl traffickers in
Mexico and precursor chemical producers in China. This law allows the U.S. government
to target the entire fentanyl supply chain and sanction opioid traffickers and money
launderers in both countries. Key provisions of the FEND Off Fentanyl Act include:

1. Declaring international fentanyl trafficking a national emergency

2. Requiring sanctions on key members of transnational criminal
organizations involved in fentanyl trafficking

3. Enabling the use of forfeited assets from fentanyl traffickers for law

enforcement efforts

1 Department of Justice Press Release, China-Based Chemical Manufacturing Companies and Employees
Indicted for Allcgcd Fentanyl Manufacturing and Distribution, October 24, 2024,

https:/fwww justice.gov/archives/opa/pr/china-based-chemical-manufacturing-companies-and-emplovees-
indicted-alleged-fentanyl

20 Department of Justice Press Release International Drug Traffickers Indicted On Charges Of Importing
And Dlslnbulmg Fcnlan\l And Mcihamphclammc Precursor Chemicals, December 18, 2024

distributing-fentanyl
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4, Enhancing enforcement of sanctions violations

5. Allowing the Treasury Department to use special measures to combat
fentanyl-related money laundering.?!

On the international front, President Biden and President Xi Jinping of the PRC
announced on November 15, 2023, the resumption of bilateral counternarcotics
cooperation focused on reducing the flow of precursor chemicals fueling illicit fentanyl
and synthetic drug trafficking. As part of this resumed cooperation, the PRC issued a law
enforcement notice to its domestic industry advising on the enforcement of laws and
regulations related to trade in precursor chemicals and pill press equipment, took
regulatory and law enforcement action against dozens of PRC-based synthetic drug and
chemical precursor suppliers, and resumed the submission of chemical incidents to the
International Narcotics Control Board’s global information sharing database.?* The U S .-
PRC Counternarcotics Working Group met on January 30, 2024 and July 31, 2024 to
coordinate on law enforcement actions; address the misuse of precursor chemicals, pill
presses, and related equipment to manufacture illicit drugs; target the illicit financing of
TCO networks; engage in multilateral fora; and share information to build a common
understanding of the dynamic illicit threat posed by synthetic drugs. While the PRC has
been more cooperative in law enforcement investigations with the U.S. against fentanyl
traffickers in 2024, China still needs to do more to curb the flow of illicit fentanyl and

precursor chemicals that feed the drug trade.

Latest Actions to Combat the Fentanyl Crisis by the Trump Administration

Upon his inauguration on January 20, 2025, President Trump embarked on
fulfilling his campaign promise to enhance border security to stop the flow of illicit
fentanyl and migrants into the United States through a series of executive actions. His

counternarcotics and border security policies are reminiscent of the policies pursued

2! Senate Banking Committee, Fentanyl Eradication and Narcotics Deterrence (FEND) Off Fentanyl Act.
https://www banking senate. gov/imo/media/doc/fend off fentanvl - one pager2. pdf

2 The White House. “Readout of the U.S.-PRC Bilateral Counternarcotics Working Group Inaugural
Meeting” (Jan. 30, 2024); The White House, “FACT SHEET: Biden-Harris Administration Continues
Progress on Fight Against Global Illicit Drug Trafficking”™ (Nov. 16, 2023).

11



341

under his first Administration that capitalized on the diplomatic, law enforcement and
economic instruments of national power. Early executive actions included the designation
of the Mexican cartels as Foreign Terrorist Organizations and the imposition of trade
tariffs on Canadian, Chinese and Mexican imports.

Foreign Terrorist Organization Designation: On January 20, 2025, President
Trump issued an executive action titled “Designating Cartels and Other Organizations as
Foreign Terrorist Organizations and Specially Designated Global Terrorists.” This
executive action directs the secretary of state, in consultation with the secretaries of the
Treasury and Homeland Security, the attorney general, and the director of national
intelligence to make a recommendation regarding the Foreign Terrorist Organization
(FTO) and/or Specially Designated Global Terrorist designation of any cartel or other
organization under this umbrella within fourteen days. The executive action also directs
the attorney general and secretary of Homeland Security to take steps as necessary to
expedite the removal of those who may be designated pursuant to this executive action.

According to the White House, international cartels constitute a national security
threat beyond that posed by traditional organized crime, with activities encompassing;

(i) convergence between themselves and a range of extra-hemispheric actors,
from designated foreign-terror organizations to antagonistic foreign governments;

(ii) complex adaptive systems, characteristic of entities engaged in insurgency
and asymmetric warfare; and

(iii) infiltration into foreign governments across the Western Hemisphere.

The Cartels have engaged in a campaign of violence and terror throughout the Western
Hemisphere that has not only destabilized countries with significant importance for our
national interests but also flooded the United States with deadly drugs, violent criminals,
and vicious gangs. Other transnational organizations, such as Tren de Aragua (TdA) and
La Mara Salvatrucha (MS-13) pose similar threats to the United States.

The Cartels have engaged in a campaign of violence and terror throughout the
Western Hemisphere that has not only destabilized countries with significant importance
for our national interests but also flooded the United States with deadly drugs, violent

criminals, and vicious gangs.

12
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The Cartels functionally control, through a campaign of assassination, terror, rape,
and brute force nearly all illegal traffic across the southern border of the United
States. In certain portions of Mexico, they function as quasi-governmental entities,
controlling nearly all aspects of society. The Cartels’ activities threaten the safety of the
American people, the security of the United States, and the stability of the international
order in the Western Hemisphere. Their activities, proximity to, and incursions into the
physical territory of the United States pose an unacceptable national security risk to the
United States.

(b) Other transnational organizations, such as Tren de Aragua (TdA) and La
Mara Salvatrucha (MS-13) pose similar threats to the United States. Their campaigns of
violence and terror in the United States and internationally are extraordinarily violent,
vicious, and similarly threaten the stability of the international order in the Western
Hemisphere.

(c) The Cartels and other transnational organizations, such as TdA and MS-13,
operate both within and outside the United States. They present an unusual and
extraordinary threat to the national security, foreign policy, and economy of the United
States. He hereby declared a national emergency, under IEEPA, to deal with those
threats. >

On February 20, 2025, the State Department designated Tren de Aragua, Mara
Salvatrucha, Cartel de Sinaloa, Cartel de Jalisco Nueva Generacion, Carteles Unidos,
Cartel del Noreste, Cartel del Golfo, and La Nueva Familia Michoacanaas foreign
terrorist organizations (FTOs).2* Now associates of the Mexican cartels such as Chinese
suppliers of fentanyl and precursor chemicals and Chinese money launderers could be
charged with “material support of terrorism.” Title 18 U.S.C. § 2339A outlaws providing
material support or resources for the commission of any of several designated federal

crimes that a terrorist might commit or attempting or conspiring to such support or

*The White House Executive Action “Designating Cartels And Other Organizations As Foreign Terrorist
Organizations And Specially Designated Global Terrorists,” January 20, 2025,

hitps://www.whitehouse . gov/presidential-actions/202 5/0 1 /designating-cartels-and-other-organizations-as-
foreign-terrorisi-organizations-and-specially -designated-global-terrorisis/

2 1.S. Department of State Public Notice: 12672 Foreign Terrorist Organization Designations of Tren de
Aragua, Mara Salvatrucha, Cartel de Sinaloa, Cartel de Jalisco Nueva Generacion, Carteles Unidos, Cartel
del Noreste, Cantel del Golfo, and La Nueva Fanuha Michoacana, February 20, 2025, hitps://public-
inspection.federalregister. gov/2025-02873.
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assistance. Title 18 U.S.C. § 2339B outlaws providing material support or resources to a
designated foreign terrorist organization or attempting or conspiring to do so.** The FTO
designation and material support of terrorism statute could investigate purveyors of
fentanyl and precursor chemicals, brokers, chemists, distributors and money launderers
and prosecute those who aid and abet the cartels in drug trade.

Trade Tariffs: On February 1, 2025, President Trump declared that the
extraordinary threat posed by illegal aliens and drugs, including deadly fentanyl,
constitutes a national emergency under the International Emergency Economic Powers
Act (IEEPA). He announced that until the crisis is alleviated, the U.S. is implementing a
25% additional tariff on imports from Canada and Mexico and a 10% additional tariff on
imports from China. Energy resources from Canada will have a lower 10% tariff.
President Trump is taking bold action to hold Mexico, Canada, and China accountable to
their promises of halting illegal immigration and stopping poisonous fentanyl and other
drugs from flowing into our country. Tariffs are a powerful, proven source of leverage for
protecting the national interest. President Trump is using the tools at hand and taking
decisive action that puts Americans’ safety and our national security first. As of this
writing, the 10% tariff on Chinese imports has been implemented while the tariffs on
Canadian and Mexican imports have been postponed by one month. The orders make
clear that the flow of contraband drugs like fentanyl to the United States, through illicit
distribution networks, has created a national emergency, including a public health crisis.
PRC officials have failed to take the actions necessary to stem the flow of precursor
chemicals to known criminal cartels and shut down money laundering by transnational
criminal organizations.?® Trade tariffs represent an economic instrument of national
power in President Trump’s arsenal to change the behavior of Canada, China and Mexico

to secure the border and curb drug trafficking.

 Congressional Research Service, “Terrorist Material Support: A Sketch of 18 U.S.C. § 2339A and §
2339B.” August 15, 2023, https:/sgp.fas org/crs/natsec/R41334 pdf

% Fact Sheet: President Donald J. Trump Imposes Tariffs on Imports from Canada. Mexico and China,
February 1. 2025, https://www.whitehouse. gov/fact-sheets/2025/02/fact-sheet-president-donald-j-tramp-

imposes-tariffs-on-imporis-from-canada-mexico-and-china/

14



344

Conclusion and Recommendations

The PRC plays a critical role in the illicit fentany! trade and related money

laundering from their match made in heaven with the Mexican cartels. Tllicit fentanyl

producers, traffickers and their money launderers are exploiting increasing demand,

porous borders and cyberspace to further expand their operations around the world.

Therefore, the U.S. must double down on measures to stem the flow of illicit fentanyl that

continues to kill tens of thousands of Americans each year. The U.S. must intensify

domestic and international efforts to counter the PRC in illicit fentanyl flows and money

laundering through the reduction of drug demand and supply, narcotics detection and

interdiction and anti-money laundering measures. Therefore, the U.S. should:

1.

Task the U.S. Departments of Treasury and Justice to continue to designate,
sanction and indict Chinese fentanyl traffickers and money launderers and bring
them to justice.

Prosecute Chinese illicit fentanyl and precursor chemical traffickers and money
launderers who collaborate with the Mexican cartels under the “material support
of terrorism” statute once the cartels are designated as FTOs (Foreign Terrorist
Organizations).

Maintain the PRC on the list of “Major Drug Transit or Major Illicit Drug
Producing Countries” and use the prospect of delisting as an incentive to promote
counternarcotics cooperation and prosecutions of Chinese producers and brokers
of fentanyl and precursor chemicals and money launderers.

Hold the PRC accountable for the export of fentanyl and pre-cursor chemicals and
request reports on specific law enforcement actions against illicit fentanyl
manufacturers and traffickers. If the PRC does not demonstrate good faith in
countering illicit fentanyl flows, the U.S. should maintain and even ratchet up
tariffs and apply multilateral diplomatic pressure from partner countries also
suffering from drug trafficking.

Establish a Joint Task Force to Counter Opioids (JTF—CO) that reports to the
Attorney General and National Security Council, charged with effective

prioritization of targets for coordinated, interagency action against the entire

15
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fentanyl ecosystem to include suppliers, financiers and their facilitators. This was
proposed by the Select Committee on the CCP in April 2024 and would place all
intelligence, investigative, economic, trade, and enforcement resources and
mechanisms under a unified command.

Require that PRC-based applications possibly involved in money laundering and
the fentanyl trade should be required to register as money services businesses.
Strengthen anti-money laundering (AML) requirements for cryptocurrency
transactions and require all crypto exchanges to comply with KYC regulations
and report high-risk transactions perhaps related to fentanyl trafficking.

Assign more human, financial and technology resources to detect, intercept and
disrupt fentanyl and money flows to our borders across the U.S. government and
secure appropriate funding from Congress.

Task the intelligence community to leverage signals, financial and digital
intelligence to better understand and target Chinese illicit fentanyl trafficking and
money laundering networks. They are exploiting the cyber-physical domain
including cryptocurrencies to move drugs and money and manage their global
supply chains.

Decrease illicit drug demand in the U.S. through expanded treatment and
prevention programs, educating all Americans of the deadly dangers from

fentanyl-laced counterfeit drugs and opioids that are marketed online.
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Ranking Member Waters:
Mr. John Miller

1. Which of the following options best describes your self-identified race? (you may choose
more than one)

a. White or Caucasian
2. Which of the following options best describes your gender identity?

b. Man

1. The Biden administration seemed to seek out ways to bridge the competitive divide
between the U.S. and China, for example, by working collaboratively with the Chinese
government to improve anti-money laundering standards and compliance. Do you believe that
such effort to find collaborative opportunities is worthwhile, and if so, can you recommend
areas where the U.S. and China could improve cooperation?

Response: While the national and economic security threats presented by China are real and
well-documented, they should not preclude the United States from seeking out collaborative
opportunities where they make sense or otherwise seeking to improve U.S.- China cooperation.
Your question acknowledges some efforts by the Biden administration to work collaboratively
with the Chinese. I think it's also worth pointing out that the first Trump administration sought
to collaborate with China, negotiating the Phase One economic and trade agreement which
amongst other things sought to strengthen the protection and enforcement of intellectual
property in China, as did the Obama administration, which in 2015 negotiated a U.S.-China
cybersecurity agreement that included provisions on information sharing. While these efforts of
the past three administrations may not have achieved all of their goals, pursuing such
cooperation with China may still be worthwhile, particularly on the economic and trade fronts.
Sustained dialogue between the United States and China could help provide greater certainty to
U.S. companies seeking to understand how to operate in the United States and markets
globally, including clarity in how they can access the Chinese market without impairing U.S.
national or economic security.

2. How important are the U.S. Export-Import Bank’s programs, particularly for small U.S.
exporters that want to compete with Chinese firms around the globe? What recommendations
do you have to improve American businesses’ chances to compete with China’s heavily
subsidized industries?

Response: We want to encourage the uptake of U.S. technology around the world. Helping

U.S. companies export technology products and services will strengthen U.S. economic security.
Successful policies can help revitalize and strengthen supply chains and allow businesses
operating in the United States to leverage the global landscape to advance the competitiveness
of their products and services. One specific example we explore in our economic security paper
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is critical minerals, including how to create a more resilient critical minerals supply chain,
whether that is through permitting reform to increase domestic sourcing, trade agreements
with allies like Canada that have import mineral deposits like lithium, or technological solutions
like recapture.
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CLEARPATH

Submitted by Ranking Member Waters:
QUESTION:
1. Which of the following options best describes your self-identified race? (you may choose
maore than one)
White or Caucasian
Black or African American
Hispanic/Latinx
Asian
Middle Eastern/North African
Choose not to answer
Prefer to self-describe (please specify)

@ "o 00 -

ANSWER:
| am White or Caucasian (a.).

QUESTION:
2. Which of the following options best describes your gender identity?
a. Woman
b. Man
c. Non-binary

4 hitps:/iwww beg com/publications/2022/usa-competitive-advantage-in-key-emerging-clean-tech
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CLEARPATH

Transgender Man

Transgender Woman

Choose not to answer

Prefer to self-describe (please specify)

@™o a

ANSWER:
| am a Man (b.)

QUESTION:

3. The Biden administration seemed to seek out ways to bridge the compelitive divide
between the U.S. and China, for example, by working collaboratively with the Chinese
government to improve anti-money laundering standards and compliance. Do you
believe that such effort to find colfaborative opportunities is worthwhile, and if so, can
you recommend areas where the U.S. and China could improve cooperation?

ANSWER:

Finding areas of collaboration and creating partnerships with other countries is always a
worthwhile goal. For example, since the U.S. does not have domestic supplies or production
capabilities for some critical minerals, it must work with other countries to ensure its own supply
chain. However, it is important that the U.S. is able to collaborate with countries that share
similar goals and priorities. Related to energy one area where this is challenging is related to the
protection of U.S. company intellectual property from Chinese actors. There have been
numerous examples of China stealing private company data related to energy technologies,
effectively undercutting America on its own innovations. While there could be opportunities for
the U.S. to work with China related to energy, it would be important to ensure that this does not
put U.S. companies at a further competitive disadvantage.
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The following correspond to questions posed by Ranking Member Waters”

Ranking Member Waters:

Mr. John Cassara

1. Which of the following options best describes your self-identified race? (you may choose
more than one)

White or Caucasian

Black or African American

Hispanic/Latinx

Asian

Middle Eastern/North African

Choose not to answer

Prefer to self-describe (please specify)

©me ao o

2. ‘Which of the following options best describes your gender identity?
Woman

Man

Non-binary

Transgender Man

Transgender Woman

. Choose not to answer

Prefer to self-describe (please specify)

Mo o o

I. The question about my race is not relevant. My race has nothing to do with my
testimony or area of expertise.

2. The question about my gender identity is not relevant. My gender has nothing to do with
my testimony or area of expertise.

fwd

The Biden Administration, like the Trump Administration, supported the passage and
enactment of the Corporate Transparency Act of 2020, which is intended to prevent the
abuse of anonymous shell companies—such as those used to hide the ownership or
control of U.S.-based real estate purchases by sanctioned Iranian, Russian, or Chinese
persons or to obscure the ownership of ships transporting unrefined oil from Iran to
Chinese teapot refineries. However, Trump is now working to gut the law, which raises
concerns about its impact on critical national security tools like CFIUS reviews, sanctions
enforcement, and anti-money laundering efforts. How important is it for the U.S. and
allied nations to adopt and enforce transparency measures like beneficial ownership
registries and anti-corruption laws to prevent bad actors from exploiting our financial
systems?

Ibelieve it is very important for the U.S. to adopt and enforce transparency measures like
beneficial ownership registries and anti-corruption laws. Over the last 30 years, I have seen
the U.S. and the international community enact a series of laws, rules and regulations
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designed to bolster our anti-money laundering and counter-terrorist finance (AML/CFT)
capabilities. I believe access to beneficial ownership information is the last major
enforcement tool necessary to finally being able to follow the hidden money and value trails.

The U.S. has been justifiably criticized by the Financial Action Task Force (FATF) and
other international bodies for not having beneficial ownership information. In fact,
according to the 2022 worldwide Financial Secrecy Index, the U.S. is the worst country in
the world or most complicit in helping individuals hide their finances from the rule of law.

The Corporate Transparency Act (CTA)is not perfect. In my opinion, it has a number of flaws.
But it is an overdue first step in the right direction. Some of the flaws could have been
remedied or adjusted by the way that FinCEN enforces the CTA.

Regarding corruption, I am deeply saddened by the increasing levels of corruption within the
United States. Beneficial ownership information will be a vital tool in helping to provide the
transparency needed to investigate and expose corruption.

4. The Biden administration seemed to seek out ways to bridge the competitive divide
between the U.S. and China, for example, by working collaboratively with the Chinese
government to improve anti-money laundering standards and compliance. Do you believe
that such effort to find collaborative opportunities is worthwhile, and if so, can you
recommend areas where the U.S. and China could improve cooperation?

I do not believe the government of China is serious about improving AML standards and
compliance. Per my written testimony, I believe what I call CCP/Inc. is the largest
transnational criminal actor in the world today and is also responsible for approximately
one-half of illicit proceeds generated worldwide annually as measured by specified unlawful
activities.

While there have been some recent incremental improvements in joint Chinese / U.S. law
enforcement cooperation, the Chinese government’s overall assistance in countering drug
trafficking between China, Mexico, and the U S. is very limited. For the most part, the

Chinese government simply rejects China’s responsibility. Beijing’s position is that it is
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up to other governments to enforce their own laws without recognizing its complicity in
non-enforcement across various cross-border crimes.

China’s law enforcement engagement in multi-nation forums is also problematical. There
are also serious concerns about China’s financial institutions and their response to global
AML/CFT countermeasures. Chinese banks have a weak culture of AML/CFT
compliance as witnessed by investigations into various Chinese banks’ involvement in
international money laundering.

Meanwhile, China does not hesitate to ask tor law enforcement assistance from other
nations — particularly in identifying and returning its dissidents.

I believe that China may become involved in meaningful cooperation only in areas that
are in its interest. Combatting forms of trade fraud and capital flight are two examples.

5. Can we effectively fight the cartels or identify material support under the administration’s
new Foreign Terrorist Organization (FTO) designations of those cartels if we do not have
the federal agency staff — such as bank examiners, criminal investigators, and federal
prosecutors — to enforce our financial crime laws and regulations?

1 believe the weak link in our AML/CFT efforts, including the new Foreign Terrorist
Organization (FTO) designations of drug cartels, is insufficient enforcement. In fact, the
bottom line with AML/CFT is enforcement. We can have robust laws, rules, and regulations.
We can have great financial intelligence and analysis. We can say that technology is our force
multiplier. But in the final analysis, it always comes down to law enforcement at the street
level to make cases. There are no shortcuts.

Our law enforcement needs more resources and they need the political mandate to use them
to follow the money and value trails. As I'have discussed elsewhere, we also need to change
the incentives for law enforcement. Instead of concentrating on “disruption,” or going after
the product (illegal narcotics, for example) or people (criminals), we need to finally
emphasize going after the money. Outside of crimes of passion, criminals, criminal
organizations, and FTOs are motivated by and dependent on, money. Take away money and
we take away their lifeblood. Unfortunately, the metrics indicate we have done a terrible job
of that. The statistics that matter (forfeitures and successful prosecutions), show that we are
successful less than one percent of the time. In other words, we are “a decimal point away
from total failure.”
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Questions for the Record
Full Committee Hearing, entitled “Examining Policies to Counter China”
February 25, 2025

Ranking Member Waters:
Mr. Martin Miihleisen

1. Which of the following options best describes your self-identified race? (you may choose
more than one)

White or Caucasian

Black or African American

Hispanic/Latinx

Asian

Middle Eastern/North African

Choose not to answer

Prefer to self-describe (please specify)

©me Ao o

2. Which of the following options best describes your gender identity?
Woman

Man

Non-binary

Transgender Man

Transgender Woman

Choose not to answer

Prefer to self-describe (please specify)

® oo oo o

3. The Biden administration seemed to seek out ways to bridge the competitive divide between
the U.S. and China, for example, by working collaboratively with the Chinese government to
improve anti-money laundering standards and compliance. Do you believe that such effort to
find collaborative opportunities is worthwhile, and if so, can you recommend areas where the
U.S. and China could improve cooperation?
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Questions for the Record
For Full Committee Hearing, entitled “Examining Policies to Counter China” February 25,
2025

Dr. Rush Doshi
Assistant Professor of Security Studies, Georgetown University Walsh School of Foreign Service
C.V. Starr Senior Fellow and Director of the China Strategy Initiative, Council on Foreign
Relations

1. Which of the following options best describes your self-identified race?
Asian

2. Which of the following options best describes your gender identity?
Man

3. The Biden Administration, like the Trump Administration, supported the passage and
enactment of the Corporate Transparency Act of 2020, which is intended to prevent the
abuse of anonymous shell companies—such as those used to hide the ownership or
control of U.S.- based real estate purchases by sanctioned Iranian, Russian, or Chinese
persons or to obscure the ownership of ships transporting unrefined oil from Iran to
Chinese teapot refineries. However, Trump is now working to gut the law, which raises
concerns about its impact on critical national security tools like CFIUS reviews, sanctions
enforcement, and anti-money laundering efforts. How important is it for the U.S. and
allied nations to adopt and enforce transparency measures like beneficial ownership
registries and anti-corruption laws to prevent bad actors from exploiting our financial
systems?

The Corporate Transparency Act (CTA) is a cornerstone of that effort. CTA is essential for the
United States and its allies to prevent the exploitation of our financial systems by malign actors.

The People’s Republic of China (PRC) has used shell companies to evade U.S. restrictions.
Without information on beneficial ownership, foreign actors can easily mask their involvement
in sensitive transactions, undermining enforcement of sanctions, export controls, investment
restrictions, and anti-money laundering laws. The CTA was specifically designed to close these
loopholes by requiring companies to disclose their true, beneficial owners to make it far more
difficult for, in this case, hostile governments to pursue actions against American interests.

Recent efforts to undermine the CTA—potentially exempting up to 99.8 percent of reporting
entities—would dramatically weaken one of our most effective tools for identifying and
disrupting these networks.! It would represent a significant step backward in the fight against
fentany] trafficking, global money laundering, tax evasion, and foreign influence operations.

' “Treasury Exempts 99 Percent of Entities from Ownership Reporting, Gutting Landmark Anti-Money
Laundering Law: Just the FACTs 03/06/25," Newsletter, FACT Coalition, March 6, 2025,
https://thefactcoalition.org/just-the-facts-03-06-25/.
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4. The Biden administration seemed to seek out ways to bridge the competitive divide
between the U.S. and China, for example, by working collaboratively with the Chinese
government to improve anti-money laundering standards and compliance. Do you believe
that such effort to find collaborative opportunities is worthwhile, and if so, can you
recommend areas where the U.S. and China could improve cooperation?

While finding collaborative opportunities with China is important, we must approach such
cfforts with a clear-eyed view of our national interests and how China views its own inferests, as
well. Recent developments in U.S.-China cooperation on anti-money laundering (AML) present
both opportunities and challenges that require careful consideration.

The Joint Treasury-PBOC Cooperation and Exchange on Anti-Money Laundering agreement,
announced during Secretary Yellen’s visit to China in April 2024, marks a step towards
addressing shared financial security concerns. This initiative, which included regular meetings
between U.S. Treasury and Chinese PBOC officials under the Biden administration, focuses on
critical areas such as cryptocurrency regulation, financial technology enforcement, and real
estate transaction monitoring. While it’s unclear whether the Trump administration will continue
to operate under this agreement, such U.S.-China cooperation is worthwhile as it targets issues
that affect both nations. But at the same time, the reality is China could do more, too.

As Iindicated in recent testimony to the House Homeland Security Committee, PRC
underground banks help cartels launder Fentanyl profits. These banks take hard dollars from the
cartels in America and provide them pesos in Mexico; they then sell those dollars to Chinese
citizens who want their cash out of China and take renminbi in China as compensation. These
transactions do not require the actual flow of funds across borders. Money laundering generally
occurs on apps like WeChat that the PRC government monitors for dissidents and presumably
could also better monitor for money laundering.

In addition, the United States and China could increase information sharing, consider how to
address risks from new financial technologies, and coordinate efforts on trade-based money
laundering.

5. Can we effectively fight the cartels or identify material support under the administration’s
new Foreign Terrorist Organization (FTO) designations of those cartels if we do not have
the federal agency staff — such as bank examiners, criminal investigators, and federal
prosecutors — to enforce our financial crime laws and regulations?

Without adequate staffing in these areas, we risk a gap between our policy intentions and our
ability to execute them effectively. This potentially limits our capacity to disrupt cartel
operations and their financial networks.

6. How should the U.S. react to the potential risks posed by China’s digital currency push,
in the context of global de-dollarization? What disadvantages to the American economy
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and financial system can be anticipated if the world proceeds with wholesale CBDC
projects while America refuses to even consider a CBDC?

De-dollarization is probably unlikely in the near future. Even so, the United States needs to be
proactive in addressing attempts to gradually erode the dollar’s global role and should take
China’s digital currency push seriously.

The risks of the U.S. not pursuing a CBDC while other nations, particularly China, advance are
potentially significant. Already, U.S. sanctions could be weakened by China’s Cross-Border
Interbank Payment System (CIPS). On top of that risk, a digital yuan could allow countries to
bypass traditional financial channels. Moreover, over the long-run, as more nations use China’s
digital currency — perhaps for clearance and settlement — the U.S. could see its global financial
influence wane. It is possible that technology could help China achieve leapfrog advantages,
perhaps particularly in the developing world, even if its lack of an open capital account and deep
and liquid capital markets complicates its ability to put forward a true alternative to the dollar.

7. How important are the U.S. Export-Import Bank’s programs, particularly for small U.S.
exporters that want to compete with Chinese firms around the globe? What
recommendations do you have to improve American businesses’ chances to compete with
China’s heavily subsidized industries?

The U.S. Export-Import Bank (EXIM) is a critical part of the U.S. national security toolkit,
dating back to its initial origins in the Cold War. It helps U.S. exporters compete globally,
particularly against heavily subsidized Chinese firms. In the course of doing so, it also helps
create options for foreign countries that may not wish to rely on PRC-produced goods.

China’s state-driven industrial policy, exemplified by initiatives like Made in China 2025,
leverages subsidies, state-backed financing, and industrial policies to dominate global markets,
often disadvantaging American businesses. EXIM’s programs, such as export credit insurance
and working capital guarantees, provide essential support to small businesses by mitigating risks
associated with international trade and ensuring access to financing. Put simply, they help level
the playing field with PRC companies. Expanding EXIM’s budget and mandate would allow for
broader support of small businesses and strategic industries critical to U.S. competitiveness, such
as advanced manufacturing and technology.

To counter the PRC, the United States needs to work with others. The U.S., combined with its
partners and allies, has three-times China’s GDP, half of all global manufacturing, more than
twice China’s likely military spending, twice China’s patents and top-cited publications, and
massive market power. Together, we can weather the “second China shock,” reindustrialize, and
lead in technology. The U.S. also needs new institutions, such as a federal industrial investment
bank that can make long-term loans, take equity in strategic industries, coordinate with private
capital, and fund reshoring from China to the U.S. or allied countries. Washington also needs to
change private sector incentives and consider tax policies to encourage shareholders to hold
equity positions for longer. The U.S. would also benefit from sustained or increased levels of
basic science research funding. Finally, the U.S. needs to play defense. To maintain its
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technological lead, Washington requires stronger export controls, research protection, and
regulation of inbound and outbound investment.
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Rep. Davi n:
L Qutbound Investment Considerations

Before entering Congress, | operated businesses in Ohio, and | remember when the Dodd-
Frank Act suddenly required me to track down the sourcing of various metals | used to
Central Africa — an impossible task for me and thousands of other companies throughout
the U.S. If the government had just said, “it is illegal to source from Smelter A and Supplier
B,” that would have been one thing. That’s how our sanctions work, and | could have
complied. But Dodd-Frank forced small businesses like mine to do the federal
government’s work. Now we have outbound investment proposals for China that would
also move away from our sanctions framework and create all kinds of compliance
questions for the private sector.

1) Mr. Miller, how do your member companies view this?

Response: ITI appreciates U.S. Department of the Treasury’s efforts to scope proposed
outbound investment tools appropriately, and we acknowledge and support the U.S.
government’s objectives and responsibility to protect national security. However, we
remain concerned with the breadth of the proposed rule and believe it extends beyond the
intended scope and stated objectives. This broad scope creates excessive burdens for U.S.
companies and individuals and imposes requirements that may be impossible to meet
given the rule's ambiguities.

The existing financial sanctions regime has been effective because Treasury has access to
the information necessary to determine which entities are of national security concemn.

This is far preferable to placing the onus on companies to make national security
judgments. As you note Congressman, the breadth of Treasury’s outbound investment rule
will require companies to conduct extensive due diligence prior to pursuing any
investments, which may be challenging if not impossible, given ambiguities contained
throughout the draft rules. For example, these obligations appear to apply evenin
situations where individuals are part of a larger non-U.S. entity or are ancillary to
investments of potential interest - a scenario in which neither U.S. capital nor “intangible”

U.S. benefits are provided.

This broad scope creates substantial diligence and compliance obligations for both
individuals and the entities employing them such as understanding technical details of
investment targets, discerning citizenships and nationalities of potentially involved entities
and individuals, and accessing sensitive company information—all prior to determining
whether the investment would be permissible under U.S. law. While our companies have a
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number of suggestions for improving the Treasury program, one specific improvement| can
recommend is that Treasury (or any congressional action on outbound investment
screenings) exempt all intracompany transactions between a U.S. person and a subsidiary,
irrespective of the nature of the transaction.

il Export Control Authorities

| also serve on the House Forsign Affairs Committee {HFAC), as do several other colleagues
on Financial Services. HFAC has jurisdiction over export controls, and | was hoping you
could offer your take on the Biden Administration’s use of these authorities.

2) Mr. Miller, how should Congress and/or the Administration properly use export
controls as a tool to address China?

Response: Export controls are an important tool for promoting economic security but
should not be utilized in a way that hinders U.S. technological competitiveness, supply
chain resiliency, or the U.S. government’s access to leading technologies. Itis important to
ensure that export controls, and other review authorities, are tailored to realize national
and economic security objectives by ensuring robust stakeholder engagement during their

development and implementation, providing sufficient transition periods, and are scoped
to address clearly identified national security objectives.

In contrast, overly broad controls on technology products will undermine and limit the
ability of companies to participate in the global marketplace, which will then disrupt the
virtuous cycle of private-sector R&D investments made possible by revenues from sales of

U.S. products to a diverse customer base in overseas markets. The Biden administration’s
“small yard, high fence” philosophy towards controlling the global flow of technology, while
well intended, illustrates such an overly broad approach as it was poorly scoped and failed
to focus on a manageable subset of the information technology stack.

Additionally, export controls are most effective in achieving their national security goals
when they are multilateral, yet the Biden administration’s approach was too often
unilateral. Historically, export controls have been most effective when implemented as
multilateral tools amongst allies to limit access by adversaries to dual-use technology.
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Unilateral controls, in contrast, will likely be ineffective because the controls will
disproportionately if not exclusively hurt U.S. companies while at the same time the
controlled technology may still be available from other sources.

As the Bureau of Industry and Security and the broader Trump administration devise their
plan to utilize export controls to advance economic and national security objectives, IT}
strongly urges a robust stakeholder engagement during their development and
implementation, providing sufficient transition periods, targeting the controls on cleatrly
identified national security objectives, and working with partners and allieson a
multilateral approach.

1L DeepSeek and Data Export Controls

3) Mr. Miller, when companies with direct links to the PRC, such as DeepSeek and
TikTok, have capabilities obtaining Americans data for the application of state-sponsored
espionage, what are some important considerations for Congress when contemplating
data export controls?

Response: It is important to ensure that export controls, and other review authorities,
whether seeking to control technologies or data, are tailored to realize national and
economic security objectives by ensuring robust stakeholder engagement during their
development and implementation, providing sufficient transition periods, and are scoped
to address and based on clearly identified national security objectives.

While we agree it is imperative to safeguard Americans’ data, | do want to point out that
export controts have not historically applied to data, which is integral to U.S. and global

commercial activity and trade as well as a key driver of innovative data-driven technologies
such as artificial intelligence. 1Tl and our members have long supported he need for a
comprehensive federal privacy law in the United States as the strongest and most
comprehensive way to protect Americans’ personal data, and | reassert that support here.

While | recognize that a privacy law is not typically thought of as a national security
measure, any contemplated export controls should not be considered in isolation from
efforts to advance strong, preemptive federal privacy legislation that provides a unified,
national framework of responsible data business practices that is alighed with global
standards. A federal privacy law would provide clear baseline data governance rules for all
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actors handling personal identifiable information {Pll), including sensitive data, and in all
contexts - including in situations where actors are potentially transferring data overseas. It
would be the most effective and efficient way to minimize, secure, and safeguard the use of
American’s personal data and is the most comprehensive means to close the “front door”
national security threat and align data governance practices with likeminded international
partners.

During the final weeks of the Biden administration, the U.S. Department of Justice rushed
to finalize a rule pursuant to a previously issued Executive Order on Provisions Pertaining to
Preventing Access to Americans' Bulk Sensitive Personal Data and Government-Related
Data by Countries of Concern. This overly complex rule seeks to implement new national
security and privacy rules governing what is ultimately the same data, at least in part, that
would be covered by a comprehensive federal privacy law, which will inevitably lead to
conflicting, duplicative, or confusing requirements should Congress pass such a law. A
federal privacy law could include a more structured and coherent mechanism to restrict
the international transfer of certain types of personal information than this approach or
new data export controls, so | would encourage Congress in the firstinstance to advance a
privacy law as the preferred approach of protecting U.S. citizens’ data.
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Full Committee Hearing, entitled “Examining Policies to Counter China”
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Questions for the Record to:

Nicholas McMurray

Managing Director of International and Nuclear Policy
ClearPath, Inc.

Submitted by Rep. Downing:
QUESTION:

Under the previous administration, Joe Biden saw affordable and reliable energy as the problem
in favor of Green New Deal priorities, using regulators to discourage lending and investment to
fossil fuel companies. Montana is the 6th largest coal-producing state in the U.S. Coal-fired
power plants provide the largest share of electricity generation in Montana.

1. Can you explain why the previous Administration’s green energy policies, like cancelling
the Keystone XL pipeline, pausing LNG exports ban, slow-walking oil and gas leases,
and Electric Vehicle mandates pushed other countries to rely increasingly on China for
energy?

ANSWER:

China is aggressively expanding its influence in global energy markets by financing and
constructing large-scale projects. China takes an all-of-the-above energy approach, including
nuclear energy, oil and gas infrastructure, renewable projects, critical minerals, and others that
entrench reliance on their state-owned enterprises. For example, in 2024, China started
construction on about 94.5 GW of domestic coal capacity,' while at the same time invested $940
billion in clean energy.? Also last year, China set a record for new power projects started
overseas.?

' hitpsifewew reuters.com/business/energy/chinas-2024-coal-power-construction-hits-10-year-high-researchers-say-2025-02-13/
2 https:ffwww.reuters.comA inachinas-clean-energy-i nearing-scale-global-fossil-investments-2025-02-19/
*  https:/iwww.p . l-conti to-lead-chinas-record-levels-of-power-generation/
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U.S. policies need to make it easier to build and sell all types of energy. If the U.S. is not
maximizing its energy exports, countries will turn to China and other competitors. Not only is this
a strategic imperative, it's also an enormous economic opportunity for American clean energy
companies, with some estimates suggesting export opportunities reaching $330 billion annually
by 2050.4

To achieve the goal of domestic energy security and global energy dominance, the government
must provide a predictable environment for developers — one where long-term, stable policy
frameworks help unlock private investment. For example, improving the federal permitting
process should increase investor confidence by creating clear and consistent pathways to
market. Additionally, the government has provided support to the private sector through targeted
tax credits and demonstration programs like those created by the first Trump Administration
under the Energy Act of 2020. These programs provide financial stability and encourage the
scaling of new technologies like nuclear energy, carbon capture, geothermal, and more that can
deliver reliability, affordability, and emissions reductions.

Maintaining an all of the above approach to supporting new technologies is necessary to ensure
American energy dominance, which is fundamental to our national security but also to the
Administration’s goal of reindustrializing American industry.
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Rep. Downing:
Questions for Mr. Miller:

China is our Number One competitor, and the Chinese Communist Party has chosen an
economic path of centralized control and coercion. Take digital assets, where the CCP is
pushing its own central bank digital currency, which will be used not for innovation but for
surveillance and stopping dissent. The United States has a real opportunity to lead the race
in this technology by passing clear laws governing the treatment of digital assets and
payment stablecoins which will encourage these innovative companies to do business and
create jobs here.

1. Canyou discuss why the United States must be the most welcoming environment for
entrepreneurship and innovation, particularly in the emerging technologies space?

Response: The U.S. technology lead over China should not be taken for granted.
DeepSeek’s release of its R1 model is an important reminder to not ignore the reality that
Chinese companies are in fact innovative. Some commentators have even suggested that
DeepSeek underscores that “necessity is the mother of invention,” pointing out that
attempts to build walls around U.8. technology may in fact be spurring Chinese innovation
to work around such restrictions. That is why U.S. economic secutrity policy should not
over-index on protecting security but must always also consider the economic and
innovation promoting dimensions of such policies.

One of the primary goats of U.S. technology policy should be to make sure U.S. technology
is ubiguitous and available globally - cementing the U.S. leadership position enhances U.S.
economic security. The foundation of the current dominant position that the United States
has achieved in emerging technologies goes back to an effective, fit for purpose, and stable
policy and regulatory environment. Successful policies must enable companies to better
compete globally - opening new markets for companies as they derisk their supply chains.
Unsuccessful policies, such as overly broad controls on technology products, will
undermine and limit the ability of companies to participate in the global marketplace,
disrupting the virtuous cycle of private-sector R&D investments made possible by revenues
from sales of U.S. products to a diverse customer base in overseas markets. Such policies
could additionally have the unintended effect of making the United States and its
companies a less attractive partner on research and development activities, for domestic
investment, or as a vendor and provider of technology and technology enabled services.
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It is difficult to overstate the importance of foreign markets to U.S. companies and foreign
sales. For the United States to succeed, these companies need to play on the global stage
and sell to the global market. To illustrate the impacts of foreign markets on innovation,
consider the following example: typically, a technology company might achieve 60% of its
revenue from non-U.S. sales, and churn 20% of its total revenue back into R&D. If this
hypothetical technology company earns $1008 in global sales revenue, and $60B comes
from outside the United States, and 20% of that amount is $12B, what this means is that

$12B worth of R&D to fuel that company'’s innovation is subsidized by foreign markets.
When we consider that there are hundreds of thousands of tech companies operating in
the United States, we can see how these R&D numbers can mushroom into a truly
staggering amount of money all of which supports the innovation that drives continued U.S.
leadership and economic security.

Venture capital is also a critical ingredient for entrepreneurship and the success of the
American tech sector as it provides early stage support for start-ups that have grown into
household name businesses and allows companies to quickly scale innovation.

Maintaining and strengthening a pro-investment regulatory environment is also essential
for continued U.S. technology leadership.



366

Hearing
“Examining Policies to Counter China™
U.S. House Committee on Financial Services
February 25, 2025

Questions for the Record

Written follow up questions for John A. Cassara

The following correspond to questions posed by Rep. Downing:
Questions for Mr. Cassara

According to the Drug Enforcement Agency, drug overdoses are the leading cause of death of
Americans aged 18-45, with fentanyl responsible for nearly 70% of overdoses. Fentanyl
trafficking does not just affect southern border states, it affects every state, particularly rural
communities.

1. Can you explain how Chinese-sourced fentanyl makes its way across the southern border
into northern border states like Montana?

I do not have access to current tactical intelligence regarding the distribution chain of Chinese-
sourced fentanyl products from the southern border to northern border states like Montana.
Generally speaking, Chinese precursor chemicals are routed to Mexico. Working with Chinese
technicians, cartels like Sinaloa and Jalisco New Generation manufacture it into fentanyl in
clandestine labs. Most of the fentanyl and fentanyl-laced products are then smuggled into the
U.S. through ports of entry, hidden in cargo shipments, stuffed into vehicle compartments, or
carried by individual drug couriers. Once in the U.S., the drug is easily distributed throughout the
U.S. via trucking hubs and our interstate highway system. Fentanyl is far more problematic for
law enforcement to intercept because it is easier to disguise and/or hide compared to a drug like
cocaine.

2. Are you concerned about Chinese-sourced fentanyl flowing across the northern border
from Canada?

I am concerned about Chinese-sourced fentanyl flowing across our northern border from
Canada. Official statistics released by both Canada and U.S. agencies show that the percentage
of fentanyl smuggled from Canada into the U.S. is minor in comparison to Mexico.
Unfortunately, the statistics are undoubtedly skewed because Canadian origin fentanyl and
fentanyl products are not easily intercepted because of weak Canadian detection and
enforcement. There have been disclosures of so-called “fentanyl super labs hidden in rural areas.
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They are easily supplied by Canadian transportation hubs— shipping, rail, and trucking
networks saturated with organized crime.”

According to analysis by FInTRAC (the Canadian financial intelligence unit — equivalent

to FinCEN in the U.S.), Chinese produced fentanyl is becoming an increasing issue of

concern. FinTRAC’s analysis discloses that in Canada, “Criminals are laundering their
illicit funds from opioid trafficking though cash smurfing, trade-based money laundering,
flow-through account activity and the use of underground banking. Traffickers also use
nominees to launder their illegal funds and to conceal the beneficial ownership.” In my

written testimony, I also discuss the convergence of trade-based money laundering a

underground financial systems as one of the preferred methodologies to launder the illicit
proceeds involved in fentanyl trafficking. Discussing the growing fentanyl challenge in

Canada, “sources insist this little-understood form of criminal money laundering not
only fuels fentanyl trafficking—ultimately linked to a complicit Beijing—but directly

finances the drug. The Triads and cartels use false invoicing and front companies, trade-

money laundering experts say, securing meth and fentanyl shipments into the United
States in exchange for sending legal commodities to Mexico or China. Drug shipments
are often concealed within legitimate and counterfeit goods manufactured in China.
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(Original Signature of Member)
119 CONGRESS
18T SESSION H . R.

To direct certain financial regulators to exclude representatives of the People’s
Republic of China from certain banking organizations upon notice of
certain threats or danger, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

Mr. Liucas introduced the following bill; which was referred to the Committee
on

A BILL

To direct certain financial regulators to exclude representa-
tives of the People’s Republic of China from certain
banking organizations upon notiee of certain threats or
danger, and for other purposes.

1 Be it enacted by the Senate and House of Representa-
2 tives of the Uniled States of America in Congress assembled,
3 SECTION 1. SHORT TITLE.

4 This Act may be cited as the “Pressure Regulatory
5 Organizations To End Chinese Threats to Taiwan Act”
6 or the “PROTHCT Taiwan Act”.

¢:\WHLD\022025\D022025.003.xmi {87205012)
February 20, 2025 (10:34 a.m.)
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2
SEC. 2. STATEMENT OF POLICY REGARDING THE EXCLU-

SION OF REPRESENTATIVES OF THE PEOC-
PLE’S REPUBLIC OF CHINA FROM CERTAIN
BANKING ORGANIZATIONS UPON NOTICE OF
CERTAIN THREATS OR DANGER.
(a) IN GENERAL.—If the President, pursuant to see-
tion 3(c) of the Taiwan Relations Act (22 U.S.C. 3302(c)),
informs the Congress of any threat to the security or the
social or economic system of the people on Taiwan and

any danger to the interests of the United States arising

11 therefrom resulting from actions of the People’s Republic
12 of China, it is the policy of the United States to seek to
13 exclude representatives of the People’s Republic of China,
14 to the maximum extent practicable, from participation in
15 meetings, proceedings, and other activities of the following
16 organizations:
17 (1) The Group of Twenty.
18 (2) The Bank for International Settlements.
19 {8) The Financial Stability Board.
20 (4) The Basel Committee on Banking Super-
21 vision.
22 (5) The International Association of Insurance
23 Supervisors.
24 (6) The International Organization of Securities
25 Commissions.

g\VHLDI022026\D022025.003xml  (97205012)

February 20, 2025 (10:34 a.m.)
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{b) Poricy ADVANCEMENT.—The Secretary of the

Treasury, the Board of Governors of the Federal Reserve
System, and the Securities and Exchange Commission,

shall take all necessary steps to advance the policy set

1
2
3
4
5 forth in subsection (a).
6 {c) WAIVER.—The President may waive the applica-
7 tion of subsection (a) with respect to an organization upon
8 submission of a report to the Committee on Financial
9 Services of the House of Representatives and the Com-
10 mittee on Banking, Housing, and Urban Affairs of the

11 Senate—

12 (1) that such waiver is in the national interest
13 of the United States; and

14 (2) that contains an explanation of the reasons
15 therefor.

16 {d) SuxnseET.—This Act and the requirements of this

17 Act shall have no force or effect on the date that is the

18 earlier of—

19 (1) 5 years after the date of the enactment of

20 this Act; or

21 (2) 30 days after the date on which the Presi-

22 dent notifies Congress that the termination of this

23 Act is in the national interest of the United States.
¢:\VHLD\022025\D022025.003.xmi (97205012}

February 20, 2025 (10:34 a.m.)
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119t CONGRESS
18T SESSION H. R.

To amend the Defense Production Act of 1950 to include the Secretary
of Agriculture as a member of the Committee on Foreign Investment
in the United States, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

Mr. Lucas introduced the following bill; which was referred to the Committee
on

A BILL

To amend the Defense Production Aet of 1950 to include
the Secretary of Agriculture as a member of the Com-
mittee on Foreign Investment in the United States, and
for other purposes.

1 Be it enacted by the Senate and House of Representa-
2 tives of the Undted States of America in Congress assembled,
3 SECTION 1. SHORT TITLE.

4 This Act may be cited as the “Agricultural Risk Re-
5 view Act of 2025”,

¢ \W\G\010925\G010925.002.xml {95828013)
January 9, 2025 (10:27 am.)
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2
SEC. 2. INCLUSION OF THE SECRETARY OF AGRICULTURE

ON CFIUS,
Section 721(k) of the Defense Production Act of
1950 (50 U.8.C. 4565(k)) is amended by adding at the

1

2

3

4

5 end the following:
6 “(8) INCLUSION OF THE SECRETARY OF AGRI-
7 CULTURE.—The Secretary of Agriculture shall be a
8 member of the Committee with respeet to a covered
9

transaction that involves—

10 “(A) agricultural land;

11 “(B) agriculture biotechnology; or

12 “(C) the agriculture industry, including ag-
13 ricultural transportation, storage, and proe-
14 essing.”.

15 SEC. 3. CONSIDERATION OF CERTAIN AGRICULTURAL
16 LAND TRANSACTIONS.

17 Section 721(b)(1) of the Defense Production Act of
18 1950 (50 U.8.C. 4565(b)(1)) is amended by adding at the
19 end the following:

20 “(I) CONSIDERATION OF CERTAIN AGRI-

21 CULTURAL LAND TRANSACTIONS.—

22 ‘(i) IN GENERAL.—After receiving no-

23 tification from the Secretary of Agriculture

24 of a reportable agricultural land trans-

25 action, the Committee shall determine—
g:\W\G\010925\G010925.002.xml (95828013}

January 9, 2025 (10:27 a.m.)
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3

“(I) whether the transaetion is a
covered transaction; and

“(II) if the Committee deter-
mines that the transaction is a cov-
ered transaction, whether the Com-
mittee should initiate a review pursu-
ant to subparagraph (D), or take an-
other action authorized under this sec-
tion, with respect to the reportable ag-
ricultural land transaction.

“(ii) REPORTABLE AGRICULTURAL

LAND TRANSACTION.—In this subpara-

graph, the term ‘reportable agricultural

land transaction’ means a transaction—

(95828013)

“(I) that the Secretary of Agri-
culture has reason to believe is a cov-
ered transaction, based on information
from or in cooperation with the intel-
ligence community;

“(II) that involves the acquisition
of an interest in agricultural land by
a foreign person of the People’s Re-
public of China, the Democratic Peo-

ple’s Republic of Korea, the Russian
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1 Federation, or the Islamie Republic of

2 Iran; and

3 “(IIT) with respect to which a

4 person is required to submit a report

5 to the Secretary of Agriculture under

6 section 2(a) of the Agricultural For-

7 eign Investment Disclosure Act of

8 1978.

9 “(1) SUNSET.—The requirements
10 under this subparagraph shall terminate,
11 with respect to a foreign person of the re-
12 spective foreign country, on the date that
13 the People’s Republic of China, the Demo-
14 cratic People’s Republic of Korea, the Rus-
15 sian Federation, or the Islamic Republic of
16 Iran, as the case may be, is removed from
17 the list of foreign adversaries in section
18 791.4 of title 15, Code of Federal Regula-
19 tions.”.

¢\W\G\010825\G010925.002.xml {95828013)
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(Original Signature of Member)
11912 CONGRESS
18T SESSION H . R.

To require the Secretary of the Treasury to pursue more equitable treatment
of Taiwan at the international financial institutions, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

Mrs. Kim introduced the following bill; which was referred to the Committee
on

A BILL

To require the Secretary of the Treasury to pursue more
equitable treatment of Taiwan at the international finan-
cial institutions, and for other purposes.

1 Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE.

This Act may be cited as the “Taiwan Non-Diserimi-
nation Act of 2025”.

SEC. 2. FINDINGS.

N Y e B W N

Congress finds as follows:

¢\WVHLD\012825\D012925.014.xmi {96683111)
January 29, 2025 (11:40 am.}
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1 (1) As enshrined in its Articles of Agreement,
2 the International Monetary Fund (IMF) is devoted
3 to promoting international monetary cooperation, fa-
4 cilitating the expansion and balanced growth of
5 international trade, encouraging exchange stability,
6 and avoiding competitive exchange depreciation.

7 (2) Taiwan is the 21st largest economy in the
8 world and the 10th largest goods trading partner of
9 the United States.

10 (3) Although Taiwan is not an IMF member, it
11 is a member of the World Trade Organization, the
12 Asian Development Bank, and the Asia-Pacific Eco-
13 nomic Cooperation forum.

14 (4) According to the January 2020 Report on
15 Macroeconomic and Foreign Exchange Policies of
16 Major Trading Partners of the United States, pub-
17 lished by the Department of the Treasury, Taiwan
18 held $471,900,000,000 in foreign exchange reserves,
19 more than major economies such as India, South
20 Korea, and Brazil.
21 (5) Aceording to section 4(d) of the Taiwan Re-
22 lations Act (Public Law 96-8), enacted on April 10,
23 1979, “Nothing in this Act may be construed as a
24 basis for supporting the exclusion or expulsion of
25 Taiwan from continued membership in any inter-

g\VHLD\012825\D012925.014.xml (96683111)
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1 national financial institution or any other inter-
2 national organization.”.

3 (6) Taiwan held membership in the IMF for 9
4 years following the recognition of the People’s Re-
5 public of China (PRC) by the United Nations, and
6 16 Taiwan staff members at the Fund were allowed
7 to continue their employment after the PRC was
8 seated at the IMF in 1980. As James M. Boughton
9 has noted in his Silent Revolution: The International
10 Monetary Fund 1979-1989, even as the PRC was
11 seated, the United States Executive Director to the
12 IMF, Sam Y. Cross, expressed support on behalf of
13 the United States Government for “some kind of as-
14 sociation between Taiwan and the Fund.

15 (7) On September 27, 1994, in testimony be-
16 fore the Senate Committee on Foreign Relations re-
17 garding the 1994 Taiwan Policy Review, then-As-
18 sistant Secretary of State for East Asian and Pacific
19 Affairs Winston Lord stated: “Recognizing Taiwan’s
20 important role in transnational issues, we will sup-
21 port its membership in organizations where state-
22 hood is not a prerequisite, and we will support op-
23 portunities for Taiwan’s voice to be heard in organi-
24 zations where its membership is not possible.”.

g:\VHLD\W012825\D012925.014.xmi {96683111)
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1 (8) The Congress has repeatedly reaffirmed
2 support for this policy, including in Public Laws
3 107-10, 107-158, 108-28, 108-235, 113-17, and
4 114-139, and the unanimous House and Senate
5 passage of the Taiwan Allies International Protec-
6 tion and Enhancement Initiative (TAIPEI) Act of
7 2019.

8 (9) In its fact sheet, entitled “U.S. Relations
9 with Taiwan”, published on August 31, 2018, the
10 Department of State asserts: “The United States
11 supports Taiwan’s membership in international orga-
12 nizations that do not require statehood as a condi-
13 tion of membership and encourages Taiwan’s mean-
14 ingful participation in international organizations
i5 where its membership is not possible.”.

16 (10) According to the Articles of Agreement of
17 the IMF, “membership shall be open to other coun-
18 tries”, subject to econditions preseribed by the Board
19 of Governors of the IMF.
20 (11) In the IMF publication “Membership and
21 Nonmembership in the International Monetary
22 Fund: A Study in International Law and Organiza-
23 tion”, Joseph Gold, the then-General Counsel and
24 Director of the Legal Department of the IMF, elabo-
25 rated on the differences between the terms “coun-

¢:\VHLD\012825\D012825.014.xmi (96683111)

January 28, 2025 (11:40 a.m.}
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5
tries” and “states”, noting that “the word ‘country’
may have been adopted because of the absence of

)

agreement on the definition of a ‘state’”” and, with
respect to the use of “‘countries” and applications
for IMF' membership, “the absence of any adjective
in the Articles emphasizes the breadth of the discre-
tion that the Fund may exercise in admitting coun-
tries to membership”. According to Mr. Gold, “the
desire to give the Fund flexibility in dealing with ap-
plications may explain not only the absence of any
adjective that qualifies ‘countries’ but also the choice
of that word itself”.

(12) In his IMF study, Mr. Gold further ob-
serves, “in the practice of the Fund the concepts of
independence and sovereignty have been avoided on
the whole as a mode of expressing a criterion for
membership in the Fund”. He continues, “Although
the Fund usually takes into account the recognition
or nonrecognition of an entity as a state, there are
no rules or even informal understandings on the ex-
tent to which an applicant must have been recog-
nized by members or other international organiza-
tions before the Fund will regard it as eligible for
membership.”. In fact, when considering an applica-

tion for membership where the status of an appli-

¢:\VHLD\012925\D012925.014.xml (96683111}
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1 cant may not be resolved, Mr. Gold writes ‘“‘there

2 have been occasions on which the Fund has made a

3 finding before decisions had been taken by the

4 United Nations or by most members or by members

5 with a majority of the total voting power.” Mr. Gold

6 concludes, “the Fund makes its own findings on

7 whether an applicant is a ‘country’, and makes them

8 solely for its own purposes.”.

9 (13) Although not a member state of the
10 United Nations, the Republic of Kosovo is a member
11 of both the IMF and the World Bank, having joined
12 both organizations on June 29, 2009.

13 (14) On October 26, 2021, Secretary of State
14 Antony Blinken issued a statement in support of
15 Taiwan’s ‘“‘robust, meaningful participation” in the
16 United Nations system, which includes the IMF, the
17 World Bank, and other specialized United Nations
18 agencies. Secretary of State Blinken noted, “As the
19 international community faces an unprecedented
20 number of complex and global issues, it is critical for
21 all stakeholders to help address these problems. This
22 includes the 24 million people who live in Taiwan.
23 Taiwan’s meaningful participation in the UN system
24 is not a political issue, but a pragmatic one.”. He
25 continued, “Taiwan’s exclusion undermines the im-
g\WHLDI012025\D012025.014.xml  (36683111)

January 29, 2025 (11:40 a.m.}
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22 SEC.

23

SEC.

7
portant work of the UN and its related bodies, all
of which stand to benefit greatly from its contribu-
tions.”.

(15) In October 2024, Taiwan announced it
would seek IMEF membership, with the Taipei Eeo-
nomic and Cultural Representative Office in the
United States stating, ‘“Taiwan’s membership at the
IMF would help boost financial resilience.”.

3. SENSE OF THE CONGRESS.
It is the sense of the Congress that—

(1) the size, significance, and connectedness of
the Taiwanese economy highlight the importance of
greater participation by Taiwan in the International
Monetary Fund, given the purposes of the Fund ar-
ticulated in its Articles of Agreement; and

(2) the experience of Taiwan in developing a vi-
brant and advanced economy under democratic gov-
ernance and the rule of law should inform the work
of the international financial institutions, including
through increased participation by Taiwan in the in-
stitutions.

4. SUPPORT FOR TAIWAN ADMISSION TO THE IMF,

{a) INn GENERAL.—The United States Governor of

24 the International Monetary Fund (in this section referred

¢\VHLD\012825\D012925.014.xm! {96683111)

January 29, 2025 (11:40 a.m.}
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1 to as the “Fund”) shall use the voice and vote of the

2 United States to vigorously support—

3

O 0 NN b

10
11
12
13
14
15
16
17

(1) the admission of Taiwan as a member of
the Fund, to the extent that admission is sought by
Taiwan;

(2) participation by Taiwan in regular surveil-
lance activities of the Fund with respect to the eco-
nomic and financial policies of Taiwan, consistent
with Article IV consultation procedures of the Fund;

(3) employment opportunities for Taiwan na-
tionals, without regard to any consideration that, in
the determination of the United States Governor,
does not generally restrict the employment of nation-
als of member countries of the Fund; and

(4) the ability of Taiwan to receive appropriate
technical assistance and training by the Fund.

(b) UNITED STATES POLIOY.—It is the policy of the

18 TUnited States not to discourage or otherwise deter Taiwan

19 from seeking admission as a member of the Fund.

20

(¢) WAIvER.—The Secretary of the Treasury may

21 waive any requirement of subsection (a) for up to 1 year

22 at a time on reporting to Congress that providing the

23 waiver will substantially promote the objective of securing

24 the meaningful participation of Taiwan at each inter-

25 national financial institution (as defined in section

@\VHLD\012925\D012925.014.xmi (96683111}

January 28, 2025 (11:40 a.m.}
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1 1701(c)(2) of the International Financial Institutions
2 Act).
3 (d) SUNSET.—This section shall have no force or ef-
4 fect on the earlier of-—
5 (1) the date of approval by the Board of Gov-
6 ernors of the Fund for the admission of Taiwan as
7 a member of the Fund; or
8 (2) the date that is 10 years after the date of
9 the enactment of this Act.

10 SEC. 5. TESTIMONY REQUIREMENT.

11 In each of the next 7 years in which the Secretary
12 of the Treasury is required by section 1705(b) of the
13 International Financial Institutions Act to present testi-
14 mony, the Secretary shall include in the testimony a de-
15 scription of the efforts of the United States to support
16 the greatest participation practicable by Taiwan at each
17 international financial institution (as defined in section

18 1701(c)(2) of such Act).

¢:\VHLD\012825\D012825.014.xmi {96683111)
January 28, 2025 (11:40 a.m.}
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(Original Signature of Member)
1191 CONGRESS
18T SESSION H . R‘

To deter Chinese aggression towards Taiwan by requiring the Secretary
of the Treasury to publish a report on financial institutions and accounts
connected to senior officials of the People’s Republic of China, to restrict
financial services for certain immediate family of such officials, and
for other purposes.

IN THE HOUSE OF REPRESENTATIVES

Mrs. MCCLAIN introduced the following bill; which was referred to the
Committee on

A BILL

To deter Chinese aggression towards Taiwan by requiring
the Secretary of the Treasury to publish a report on
financial institutions and aceounts connected to senior
officials of the People’s Republic of China, to restrict
financial services for certain immediate family of such
officials, and for other purposes.

1 Be it enacted by the Senate and House of Representa-
2 tives of the United States of America in Congress assembled,

¢:\WHLD\022025\D022025.001 xmi (97216715)
February 20, 2025 (10:16 a.m.)
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1 SECTION 1. SHORT TITLE.

2 This Act may be cited as the “Taiwan Conflict Deter-

3 rence Act of 2025”.

4 SEC. 2. REPORT ON FINANCIAL INSTITUTIONS AND AC-
5 COUNTS CONNECTED TO CERTAIN CHINESE
6 GOVERNMENT OFFICIALS.

7 (a) FINANCIAL INSTITUTIONS REPORT.—

8 (1) In GENERAL.—Not later than 90 days after

9 the date that the President, pursuant to section 3(¢)
10 of the Taiwan Relations Act (22 U.S.C. 3302(c)),
11 informs the Congress of a threat resulting from ac-
12 tions of the People’s Republic of China and any dan-
13 ger to the interests of the United States arising
14 therefrom, and annually thereafter for 3 years, the
15 Secretary of the Treasury shall submit a report to
16 the appropriate Members of Congress containing the
17 following:

18 (A) With respect to each of at least 10
19 natural persons described under subsection (b),
20 at least 1 of whom is a natural person listed
21 under paragraph (1) of such subsection (b) and
22 at least 1 of whom is a natural person listed
23 under paragraph (2) of such subsection (b), the
24 estimated total funds that are held in financial
25 institutions and are under direct or indirect

g\VHLDI022025\D022025.001 x| (97216715)

February 20, 2025 (10:16 a.m.)
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1 control by such natural person and a deserip-
2 tion of such funds.

3 (B) A list of any financial institations
4 that—

5 (i) maintain an account in connection
6 with significant funds deseribed in sub-
7 paragraph (A); or

8 (i) otherwise provide significant fi-
9 nanecial servieces to a natural person cov-
10 ered by the report.

11 (2) BRIEFING REQUIRED.—Not later than 30
12 days after submitting a report described under para-
13 graph (1), the Secretary of the Treasury, or a des-
14 ignee of the Secretary, shall provide to the appro-
15 priate Members of Congress an unclassified or clas-
16 sified briefing (as determined appropriate by the
17 Secretary) on the funds covered by the report, in-
18 cluding a description of how the funds were ac-
19 quired, and any illicit or corrupt means employed to
20 acquire or use the funds.
21 (3) EXeMPTIONS.—The requirements described
22 under paragraph (1) may not be applied with re-
23 spect to a natural person or a financial institution,
24 as the case may be, if the President determines:

G:\WHLDW22025\D022025.001 i (97216715)

February 20, 2025 (10:16 a.m.)
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1 (A) The funds described under paragraph
2 (1)(A) were primarily acquired through legal
3 and noncorrupt means.
4 (B) The natural person has agreed to pro-
5 vide significant cooperation to the United
6 States for an important national security pur-
7 pose with respeet to China.
8 (C) A finanecial institution has agreed to—
9 (1) no longer maintain an account de-
10 seribed under paragraph (1)(B)(1);
11 (i1) no longer provide significant fi-
12 nancial services to a mnatural person cov-
13 ered by the report; or
14 (iii) provide significant cooperation to
15 the United States for an important na-
16 tional security purpose with respect to
17 China.
18 (4) WATVER.—The President may waive any re-
19 quirement described under paragraph (1) with re-
20 spect to a natural person or a financial institution
21 upon reporting to the appropriate Members of Con-
22 gress that—
23 (A) the waiver would substantially promote
24 the objective of ending the threat described
25 under paragraph (1);
g:\WVHLDW022025\D022025.001 xmi {97216715)
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1 (B) the threat described under paragraph
2 (1) is no longer present; or
3 (C) the waiver is essential to the national
4 security interests of the United States.
5 (b) NATURAL PERSONS DESCRIBED.—The natural
6 persons described in this subsection are persons who, at
7 the time of a report, are the following:
8 (1) A member of the Politburo Standing Com-
9 mittee of the Chinese Communist Party.
10 (2) A member of the Politburo of the Chinese
11 Communist Party that is not described under para-
12 graph (1).
13 (3) A member of the Central Committee of the
14 Chinese Communist Party that—
15 (A) is none of the foregoing; and
16 (B) performs any official duty that directly
17 or indirectly affects Taiwan.
18 (e) ForM oF REPORTS; PUBLIC AVAILABILITY. —
19 (1) Form.—The reports required under para-
20 graphs (1) and (4) of subsection (a) shall be sub-
21 mitted in unclassified form but may contain a clagsi-
22 fied annex.
23 (2) PuBLIC AVAILABRILITY—The Secretary of
24 the Treasury shall make the unclassified portion of
25 the report required under subsection (a)(1) available
g\VHLDI022026\D022025.001 xml  {97216715)

February 20, 2025 (10:16 a.m.)
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to the public on the website and social media ac-
counts of the Department of the Treasury—

{A) in English, Chinese, and any other lan-

guage that the Secretary finds appropriate; and

1
2
3
4
5 (B) in precompressed, easily downloadable
6 versions that are made available in all appro-
7 priate formats.

8 SEC. 3. PROHIBITION ON FINANCIAL SERVICES FOR CER-
9 TAIN IMMEDIATE FAMILY.

10 (a) IN GENERAL—The Secretary of the Treasury
11 shall prohibit a United States financial institution, and

12 any person owned or controlled by a United States finan-

13 cial institution, from engaging in a significant transaction

14 with—

15 (1) a natural person covered by a report made
16 under section 2(a); and

17 (2) the immediate family of a person described

18 under paragraph (1), if the Secretary finds that

19 such immediate family benefits from funds described

20 in the report.

21 (b) EXCEPTIONS.—

22 (1) EXCEPTION FOR INTELLIGENCE, LAW EN-

23 FORCEMENT, AND NATIONAL SECURITY ACTIVI-

24 TIES.—Subsection (a) shall not apply with respect to
¢:\WHLD\022025\D022025.001 xmi (97216715)
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any intelligence, law enforcement, or national secu-

rity activity of the United States.

(2) WAIVER.—The President may waive the ap-

plication of subsection (a) with respect to a person
upon reporting to the appropriate Members of Con-
gress that—

(A) the waiver would substantially promote
the objective of ending the threat described
under section 2(a)(1);

(B) the threat described under section
2(a)(1) is no longer present; or

(C) the waiver is essential to the national
security interests of the United States.

(3) ForM oF REPORTS.—The reports required

under paragraph (2) shall be submitted in unclassi-

fied form but may contain a classified annex.

(4) RULE OF CONSTRUCTION.—

(A) IN GENERAL.—Nothing in this section
shall be construed as authorizing or requiring
any sanction with respect to the importation of
any good.

(B) Goon DEFINED.—In this paragraph,
the term “good” means any article, natural or

manmade substanee, material, supply or manu-

(97216715)
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8

factured product, including inspection and test

equipment, and excluding technical data.
(¢) IMPLEMENTATION; PENALTIES.—

(1) IMPLEMENTATION.—The President may ex-
ercise all authorities provided to the President under
sections 203 and 205 of the International Emer-
gency Eeonomic Powers Act (50 U.S.C. 1702 and
1704) to carry out this section. Not later than 60
days after issuing a license pursuant to this section,
the President shall submit a copy of the license to
the appropriate Members of Congress.

(2) PENALTIES.—A person that violates, at-
tempts to violate, conspires o violate, or causes a
violation of this section or any regulation, license, or
order issued to carry out this section shall be subject
to the penalties set forth in subsections (b) and (e¢)
of section 206 of the International Emergency Eco-
nomic Powers Act (50 U.S.C. 1705) to the same ex-
tent as a person that commits an unlawful act de-
scribed in subsection (a) of that section 206.

(d) TERMINATION.—This section shall have no force

22 or effect on the earlier of—

23 (1) the date that is 30 days after the date that
24 the President reports to the appropriate Members of
g WHLD\022025\D022025.001 xmi (97216715}
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1 Congress that the threat deseribed under section
2 2(a)(1) is no longer present; or

3 (2) the date that is 25 years after the date that
4 the Secretary of the Treasury submits the final re-
5 port required under section 2(a)(1).

6 SEC. 4. DEFINITIONS.

7 For purposes of this Act:

8 (1) APPROPRIATE MEMBERS OF CONGRESS.—
9 The term “appropriate Members of Congress”
10 means the Speaker and minority leader of the House
11 of Representatives, the majority leader and minority
12 leader of the Senate, the Chairman and Ranking
13 Member of the Committee on Finaneial Services of
14 the House of Representatives, and the Chairman
15 and Ranking Member of the Committee on Banking,
16 Housing, and Urban Affairs of the Senate.

17 (2) FINANCIAL INSTITUTION.—The term “fi-
18 nancial institution” means a United States financial
19 institution or a foreign financial institution.
20 (3) FOREBIGN FINANCIAL INSTITUTION.—The
21 term “foreign financial institution” has the meaning
22 given that term in section 561.308 of title 31, Code
23 of Federal Regulations.

g\VHLDI022026\D022025.001 xml  (97216715)
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1 (4) Funps.—The term “funds” has the mean-
2 ing given to such term by the Secretary of the
3 Treasury.

4 (5) IMMEDIATE FAMILY.—The term “immediate
5 family” of any natural person means the following
6 (whether by the full or half blood or by adoption):
7 (A) Such person’s spouse, father, mother,
8 children, brothers, sisters, and grandchildren.

9 (B) The father, mother, brothers, and sis-
10 ters of such person’s spouse.
11 (C) The spouse of a child, brother, or sis-
12 ter of such person.
13 (6) UNITED STATES FINANCIAL INSTITUTION.—
14 The term “United States financial institution” has
15 the meaning given the term “U.S. financial institu-
16 tion” under section 561.309 of title 31, Code of
17 Federal Regulations.

¢:\WHLD\022025\D022025.001 .xmi {97216715)
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Tessoy - HL R.

To provide for advocation of support for nuclear energy, and establish a
nuclear energy assistance trust fund, at the World Bank, the European
Bank for Reconstruction and Development, and other international finan-
cial institutions, as appropriate, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

M_. introduced the following bill; which was referred to the
Committee on

A BILL

To provide for advocation of support for nuclear energy,
and establish a nuclear energy assistance trust fund,
at the World Bank, the European Bank for Reconstruc-
tion and Development, and other international financial
institutions, as appropriate, and for other purposes.

1 Be it enacted by the Senate and House of Represenia-
tives of the United States of America in Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the “International Nuclear

bk WN

Energy Financing Act of 2025”.

g\VHLD\011425\D011425.070.xmi (962634i2)
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SEC. 2. FINDINGS.

Congress finds the following:

(1) Nuclear power is an emissions-free energy
source that produces approximately 30 percent of
the world’s low-carbon electricity. In 2021, 33 coun-
tries operated nuclear power plants.

(2) The People’s Republie of China and the
Russian Federation have sought to export nuclear
reactors to Europe, Eurasia, Latin America, Africa,
and South Asia. According to a 2017 study by Co-
lumbia University’s Center on Global Energy Policy,
Chinese and Russian nuclear reactors are associated
with higher safety risk than Western nuclear reac-
tors. In addition, financial and operational support
for nuclear power can extend over decades, allowing
Beijing and Moscow to secure long-term influence in
both advanced and developing economies.

(3) The Russian Federation is currently build-
ing 21 reactors outside its borders, while the Peo-
ple’s Republic of China is assembling more than a
third of reactors under construction globally. Ac-
cording to research published in Nature Energy in
February 2023, when the Russian Federation
launched its invasion of Ukraine in 2022, Russian
state-owned nuclear operator Rosatom “hoasted as

many as 73 different projects in 29 countries. The

¢\VHLDWO11425\D011425.070.xmi {96263412)
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projects were at very different stages of development
from power plants in operation; through construc-
tion of reactors ongoing, contracted, ordered or
planned; to involvement in tenders, invitations to
partnerships or officially published proposals. On top
of that, Russian companies have bilateral agree-
ments or memoranda of understanding (MoUs) with
13 countries for services or general joint develop-
ment of nuclear energy.”.

(4) In its report, “International Status and
Prospects for Nuclear Power 20217, the Inter-
national Atomic Energy Agency wrote, “‘A total of
28 countries have expressed interest in nuclear
power and are considering, planning or aectively
working to include it into their energy mix. Another
24 Member States participate in the Agency’s nu-
clear infrastructure related activities or are involved
in energy planning projects through the technical co-
operation programme. Ten to twelve embarking
Member States plan to operate NPPs [nuclear power
plants] by 2030-2035, representing a potential in-
crease of nearly 30% in the number of operating
countries. Several embarking countries have also ex-
pressed interest in SMRs [small modular reactors]

technology, in particular Estonia, Ghana, Jordan,
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1 Kenya, Poland, Saudi Arabia and Sudan, as well as
2 expanding countries such as South Africa.”.
3 (5) On December 2, 2023, the United States,
4 alongside more than 20 other countries, pledged to
5 triple nuclear energy capacity by 2050 and support
6 the financing of nuclear energy through the World
7 Bank and regional development banks, so as to “en-
8 courage the inclusion of nuclear energy in their or-
9 ganizations’ energy lending policies as needed, and
10 to actively support nuclear power when they have
11 such a mandate”.
12 SEC. 3. MULTILATERAL DEVELOPMENT BANK SUPPORT
13 FOR NUCLEAR ENERGY.
14 Title XV of the International Financial Institutions
15 Act (22 U.8.C. 2620-2620-4) is amended by adding at
16 the end the following:
17 “SEC. 1506. MULTILATERAL DEVELOPMENT BANK SUPPORT
18 FOR NUCLEAR ENERGY.
19 “The Seeretary of the Treasury shall instruet the
20 United States Executive Director at the International
21 Bank for Reconstruction and Development, the European
22 Bank for Reconstruction and Development, and, as the
23 Secretary finds appropriate, any other multilateral devel-
24 opment bank (as defined in section 1307(g)) to use the
¢:\VHLD\011425\D011425.070.xmi {96263412)
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voicee, vote, and influence of the United States to advocate
for—

“(1) the removal of prohibitions at the respec-
tive bank against financial and technical assistance
for the generation and distribution of nuclear en-
ergy; and

“(2) increased internal capacity-building at the
respective bank for the purpose of assessing—

““(A) the potential role of nuclear energy in
the energy systems of client countries; and
“(B) the delivery of financial and technical
assistance described in paragraph (1) to the
countries.”.
SEC. 4. ESTABLISHMENT OF NUCLEAR ENERGY ASSIST-

ANCE TRUST FUNDS.

Title XV of the International Financial Institutions
Act (22 U.8.C. 2620-2620-4) is further amended by add-
ing at the end the following:

“SEC. 1507. ESTABLISHMENT OF NUCLEAR ENERGY ASSIST-
ANCE TRUST FUNDS.

“(a) IN GENBRAL.—The Secretary of the Treasury
shall instruet the United States Governors of the Inter-
national Bank for Reconstruction and Development, the
European Bank for Reconstruction and Development,

and, as the Secretary deems appropriate, other inter-

¢:\WWHLD\011425\D011425.070.xmi {96263412)
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national financial institutions (as defined in section
1701(e)(2)) to use the voice, vote, and influence of the
United States to establish at each such institution a trust
fund to be known as the ‘Nuclear Energy Assistance Trust
Fund’ that meets the requirements of subseetions (b) and

(e) of this section.

“(b) PUrRPOSES.—The purposes of such a trust fund

shall be the following:

“(1) To provide financial and technical assist-
ance to support the generation and distribution of
nuclear energy in borrowing countries.

“(2) To ensure that the international financial
institution makes financing available on competitive
terms, including for the purpose of countering credit
extended by the government of a country that is not
a member of the OECD Arrangement on Officially
Supported Export Credits.

“(8) To exclusively support the adoption of nu-
clear energy technologies that meet or exceed the
quality standards prevalent in the United States or
a country allied with the United States.

“(4) To strengthen the capacity of the inter-
national financial institution to assess, implement,

and evaluate nuclear energy projects.
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“(e) Use or TrusT FuND REVENUES.—The reve-
mues of such a trust fund shall be made available for ac-
tivities for the purposes described in subsection (b), or the
United States share of the revenues shall be remitted to
the general fund of the Treasury, as the Secretary finds
appropriate.

“(d) RULE OF INTERPRETATION.—This section shall
not be interpreted to affect the ability of the United States
Governor of, or the United States Executive Director at,
an international financial institution (as so defined) to en-
courage the provision of financial or technical assistance
from non-trust fund resources of the institution to support
the generation or distribution of nuclear energy.”.

SEC. 5. INCLUSION IN ANNUAL REPORT.

During the 7-year period that begins with the date
of enactment of this Aect, the Chairman of the National
Advisory Council on International Monetary and Financial
Policies shall, include in the annual report required by sec-
tion 1701 of the International Financial Institutions Act
a description of any progress made—

(1) to promote multilateral development bank

(as defined in such section) assistance for nuclear

energy; and

¢\VHLDW011425\D011425.070.xmi (962634i2)
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1 (2) to establish a trust fund pursuant to section
2 1507 of such Act or, as the case may be, a summary
3 of the activities of any such trust fund.
4 SEC. 6. SUNSET.
5 This Act and the amendments made by this Act shall

6 have no force or effect beginning 10 years after the date
7 of the enactment of this Act.
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11912 CONGRESS
18T SESSION H. R.

To amend the Defense Production Act of 1950 to ensure the supply of
certain medical materials essential to national defense, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

Ms. SALAZAR introduced the following bill; which was referred to the
Committee on

A BILL

To amend the Defense Production Act of 1950 to ensure
the supply of certain medical materials essential to na-
tional defense, and for other purposes.

Be it enacted by the Senate and House of Representa-

tives of the United States of America in Congress assembled,

1

2

3 SECTION 1. SHORT TITLE,

4 This Act may be cited as the “Protecting America’s
5

Medical Supply Chains Act of 2025”.
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SEC. 2. SECURING ESSENTIAL MEDICAL MATERIALS.

(a) STATEMENT OF PoricY.—Section 2(b) of the De-

fense Production Act of 1950 (50 U.8.C. 4502) is amend-
ed—

(1) by redesignating paragraphs (3) through
(8) as paragraphs (4) through (9), respectively; and

(2) by inserting after paragraph (2) the fol-
lowing:

“(8) authorities under this Aet should be used
when appropriate to ensure the availability of med-
ical materials essential to national defense, including
through measures designed to secure the drug sup-
ply chain, and taking into consideration the impor-
tance of United States competitiveness, scientific
leadership and ecooperation, and innovative capac-
ity;”.

(b) STRENGTHENING DOMESTIC CAPABILITY.—Sec-

18 tion 107 of the Defense Produetion Act of 1950 (50
19 U.8.C. 4517) is amended—

20 (1) in subsection (a), by inserting “(including
21 medical materials)”’ after “materials”’; and

22 (2) in subsection (b)(1), by inserting ‘“(includ-
23 ing medical materials such as drugs (as defined
24 under the Federal Food, Drug, and Cosmetic Act
25 (21 U.B.C. 301 et seq.)), devices, and biological
26 products (as that term is defined in section 351 of

¢\V\H\021425\H021425.026.xml {97152911)
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the Public Health Service Act (42 U.S.C. 262)) to

diagnose, cure, mitigate, treat, or prevent disease

that are essential to national defense)”’ after “‘essen-
tial materials”.

(¢) STRATEGY ON SECURING SUPPLY CHAINS FOR
MebpicaL, MATERIALS.—Title T of the Defense Production
Act of 1950 (50 U.8.C. 4511 et seq.) is amended by add-
ing at the end the following:

“SEC. 109. STRATEGY ON SECURING SUPPLY CHAINS FOR
MEDICAL MATERIALS.

“(a) IN GENERAL.—Not later than 180 days after
the date of the enactment of this section, the President,
in consultation with the Seecretary of Health and Human
Services, the Secretary of Commerce, the Secretary of
Homeland Security, and the Secretary of Defense, shall
transmit a strategy to the appropriate Members of Con-
gress that includes the following:

“(1) A detailed plan to use the authorities
under this title and title III, or any other provision
of law, to ensure the supply of medical materials (in-
cluding drugs (as defined under the Federal Food,
Drug, and Cosmetic Act (21 U.S.C. 301 et seq.)),
devices, and biological products (as that term is de-
fined in section 351 of the Public Health Service Act
(42 U.8.C. 262)) to diagnose, cure, mitigate, treat,
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or prevent disease) essential to national defense, to

the extent necessary for the purposes of this Act.

“(2) An analysis of vulnerabilities to existing

supply chains for such medical materials, and rec-

ommendations to address the vulnerabilities.

“(3) Measures to be undertaken by the Presi-

dent to diversify such supply chains, as appropriate

and as required for national defense.

“(4) A discussion of—

“(A) any significant effects resulting from
the plan and measures described in this sub-
section on the production, cost, or distribution
of biological products or any other devieces or
drugs;

“(B) a timeline to ensure that essential
components of the supply chain for medical ma-
terials are not under the exclusive control of a
foreign government in a manner that the Presi-
dent determines could threaten the national de-
fense of the United States; and

“(C) efforts to mitigate any risks resulting
from the plan and measures described in this
subsection to United States competitiveness,

scientific leadership, and innovative capacity,
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5
including efforts to cooperate and proactively
engage with United States allies.

“(b) PROGRESS REPORT.—Following submission of
the strategy under subsection (a), the President shall sub-
mit to the appropriate Members of Congress an annual
progress report until September 30, 2029, evaluating the
implementation of the strategy, and may include updates
to the strategy as appropriate. The strategy and progress
reports shall be submitted in unclassified form but may
contain a classified annex.

“(¢) APPROPRIATE MEMBERS OF CONGRESS.—In
this section, the term ‘appropriate Members of Congress’
means the Speaker, majority leader, and minority leader
of the House of Representatives, the majority leader and
minority leader of the Senate, the Chairman and Ranking
Member of the Committee on Financial Services of the
House of Representatives, and the Chairman and Ranking
Member of the Committee on Banking, Housing, and
Urban Affairs of the Senate.”.

SEC. 3. INVESTMENT IN SUPPLY CHAIN SECURITY.

(a) IN GENERAL.—Section 303 of the Defense Pro-
duction Act of 1950 (50 U.S.C. 4533) is amended by add-
ing at the end the following:

“(h) INVESTMENT IN SUPPLY CHAIN SECURITY.—

g:\W\H\021425\H021425.026 xmi {97152911)
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1 “(1) IN GENERAL.—In addition to other au-
2 thorities in this title, the President may make avail-
3 able to an eligible entity described in paragraph (2)
4 payments to increase the security of supply chains
5 and supply chain activities, if the President certifies
6 to Congress not less than 30 days before making
7 such a payment that the payment is critical to meet
8 national defense requirements of the United States.
9 “(2) ELIGIBLE ENTITY.—An eligible entity de-
10 scribed in this paragraph is an entity that—
11 “(A) is organized under the laws of the
12 United States or any jurisdiction within the
13 United States; and
14 “(B) produces—
15 “(i) one or more critical components;
16 “(i1) critical technology; or
17 “(iii) one or more products or raw
18 materials for the security of supply chains
19 or supply chain activities.
20 “(3) DmriINITIONS.—In this subsection, the
21 terms ‘supply chain’ and ‘supply chain activities’
22 have the meanings given those terms by the Presi-
23 dent by regulation.”.
24 (b) REGULATIONS.—
g \WV\H\021425\H021425.026.xml (971529i1)
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1 (1) In GENERAL.—Not later than 90 days after
2 the date of the enactment of this Act, the President
3 shall prescribe regulations setting forth definitions
4 for the terms “supply chain” and “supply chain ac-
5 tivities” for the purposes of section 303(h) of the
6 Defense Production Act of 1950 (50 U.S.C.
7 4533(h)), as added by subsection {(a).
8 (2) Score OF DEFINITIONS.—The definitions
9 required by paragraph (1)—
10 (A) shall encompass—
11 (i) the organizations, people, activi-
12 ties, information, and resources involved in
13 the delivery and operation of a product or
14 service used by the Government; or
15 (ii) ecritical infrastructure as defined
16 in Presidential Policy Directive 21 (Feb-
17 ruary 12, 2013; relating to critical infra-
18 structure security and resilience); and
19 (B) may include variations as determined
20 necessary and appropriate by the President for
21 purposes of national defense.
¢:\WV\H\021425\H021425.026.xml (97152911)

February 14, 2025 (3:38 p.m.)



409

GAMMINOGLES\OGLES_046. XML

[118H3244RH]

(Original Signature of Member)
119t CONGRESS
18T SESSION H . R‘

To provide authority to the Secretary of the Treasury to take special measures
against certain entities outside of the United States of primary money
laundering concern in connection with illicit fentanyl and narcotics fi-
nancing, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

Mr. O¢LES introduced the following bill; which was referred to the Committee
on

A BILL

To provide authority to the Secretary of the Treasury to
take special measures against certain entities outside
of the United States of primary money laundering con-
cern in connection with illicit fentanyl and narcotics fi-
nancing, and for other purposes.

Be it enacted by the Senate and House of Representa-
tives of the Undited States of America in Congress assembled,
SECTION 1. SHORT TITLE.

This Act may be cited as the “Stop Fentanyl Money

Laundering Act of 2025”.

wm B W N e
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SEC. 2. DETERMINATION WITH RESPECT TO PRIMARY

MONEY LAUNDERING CONCERN OF ILLICIT
FENTANYL AND NARCOTICS FINANCING.

(a) IN GuNERAL—If the Secretary of the Treasury
determines that one or more financial institutions oper-
ating outside of the United States, or one or more classes
of transactions within, or involving, a jurisdiction outside
of the United States, or one or more types of accounts
within, or involving, a jurisdiction outside of the United
States is of primary money laundering concern in connee-
tion with illicit fentanyl and narcotics financing, the See-
retary of the Treasury may, by order, regulation, or other-
wise as permitted by law, require domestic financial insti-
tutions and domestic financial agencies to take one or
more of the special measures described in section
5318A(Db) of title 31, United States Code.

(b) CLASSIFIED INFORMATION.—In any judicial re-
view of a finding of the existence of a primary money laun-
dering concern, or of the requirement for 1 or more special
measures with respect to a primary money laundering con-
cern made under this section, if the designation or imposi-
tion, or both, were based on classified information (as de-
fined in section 1(a) of the Classified Information Proce-
dures Act (18 U.S.C. App.)), such information may be
submitted by the Secretary of the Treasury to the review-

ing court ex parte and in camera. This subsection does
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not, confer or imply any right to judicial review of any find-
ing made or any requirement imposed under this section.

(c) AVAILABILITY OF INFORMATION.—The exemp-
tions from, and prohibitions on, search and disclosure re-
ferred to in section 9714(c) of the National Defense Au-
thorization Act for Fiscal Year 2021 (Public Law 116—
283; 31 U.S.C. 5318A note) shall apply to any report or
record of report filed pursuant to a requirement imposed
under subsection (a). For purposes of section 552 of title
5, United States Code, this section shall be considered a
statute described in subsection (b)(3)(B) of that section.

(d) PENALTIES.—The penalties referred to in section
9714(d) of the National Defense Authorization Act for
Fiscal Year 2021 (Public Law 116-283; 31 U.S.C. 5318A
note) shall apply to violations of any order, regulation,
speeial measure, or other requirement imposed under sub-
section (a), in the same manner and to the same extent
as described in such section 9714(d).

(e) InJuNcTIONS.—The Secretary of the Treasury
may bring a civil action to enjoin a violation of any order,
regulation, special measure, or other requirement imposed
under subsection (a) in the same manner and to the same
extent as deseribed in section 9714(e) of the National De-
fense Authorization Act for Fiseal Year 2021 (Public Law
116-283; 31 U.S.C. 5318A note).
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February 18, 2025 (1:28 p.m.)



412

GAMMIANOGLES\OGLES_046. XML

O 0 I N W B W N e

[ I N B S T N R S L o I N e T e T e T o T~ S = S =
i B W N = O O 0 NN R W N e O

4

(f) DEFINTTIONS.—In this section, the terms “domes-
tic financial agency”, “domestic financial institution”, “fi-
nancial agency”, and ‘financial institution” have the
meanings given those terms as used in section 9714 of
the National Defense Authorization Act for Fisecal Year
2021 (Public Law 116-283; 31 U.8.C. 5318A note).

SEC. 3. TRADE-BASED MONEY LAUNDERING ADVISORY.

Not later than one year following the date of the en-
actment of this Aect, the Financial Crimes Enforcement
Network shall update and issue a new advisory to financial
institutions on identifying Chinese professional money
laundering facilitating the trafficking of fentanyl and
other synthetic opioids. Such advisory shall incorporate
the following advisories:

(1) FIN-2014-A005, entitled “Update on U.S.
Currency Restrictions in Mexico: Funnel Accounts
and TBML";

(2) FIN-2010-A001, entitled “Advisory to Fi-
nancial Institutions on Filing Suspicious Aectivity
Reports regarding Trade-Based Money Laundering’’;
and

(3) FIN-2019-A006, entitled “Advisory to Fi-
nancial Institutions on Illicit Financial Schemes and
Methods Related to the Trafficking of Fentanyl and
Other Synthetic Opioids”.
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SEC. 4. TREATMENT OF TRANSNATIONAL CRIMINAL ORGA-

NIZATIONS IN SUSPICIOUS TRANSACTIONS.

(a) F1LiNg INSTRUCTIONS.—Not later than 180 days
after the date of the enactment of this Aect, the Director
of the Financial Crimes Enforcement Network shall issue
guidance or instructions to United States financial institu-
tions for filing reports on suspicious transactions required
by section 5318(g) of title 31, United States Code, related
to suspected narcotics trafficking by transnational crimi-
nal organizations.

(b) PRIORITIZATION OF REPORTS RELATING TO
NARCOTICS TRAFFICKING OR TRANSNATIONAL CRIMINAL
ORrGANIZATIONS.—The Director shall prioritize research
into reports deseribed in subsection (a) that indicate a
connection to trafficking of narcoties.

(e¢) BrieFiNnG TO CONGRESS.—Not later than one
year after the date of enactment of this Act, the Director
shall brief the Committees on Financial Services and For-
eign Affairs of the House of Representatives and the Com-
mittees on Banking, Housing, and Urban Affairs and For-
eign Relations of the Senate on the usefulness of the guid-

ance or instructions issued under subsection (a).
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1191H CONGRESS
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To impose sanctions with respeet to Chinese producers of synthetie opioids
and opioid preeursors, to hold Chinese officials aceountable for the spread
of illicit fentanyl, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

Mr. BARR introduced the following bill; which was referred to the Committee
on

A BILL

To impose sanctions with respeet to Chinese producers of
synthetic opioids and opioid precursors, to hold Chinese
officials accountable for the spread of illicit fentanyl,
and for other purposes.

1 Be it enacted by the Senate and House of Represenia-
2 tives of the United Stales of America in Congress assembled,
3 SECTION 1. SHORT TITLE.

4 This Act may be cited as the “Stop Chinese Fentanyl
5 Act of 2025”.
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SEC. 2. SENSE OF CONGRESS.,

It is the sense of Congress that the Government of

the People’s Republie of China should—

(1) work with the United States Government to
identify a list of unregulated chemicals used to cre-
ate precursor chemicals that bear increased serutiny;

(2) require the proper labeling of chemical and
equipment shipments in accordance with inter-
national rules;

(3) immediately implement “know-your-cus-
tomer” procedures for chemical shipments; and

(4) direct all relevant departments and agen-
cies, including the National Narcotics Control Com-
mission, the Ministry of Public Security, the General
Administration of Customs, and the National Med-
ical Products Administration of the Government of
the People’s Republie of China to establish new rules
to crack down on precursor trafficking and enforce

such rules swiftly.

20 SEC. 3. AMENDMENTS TO THE FENTANYL SANCTIONS ACT.

21

{a) DEFINITIONS.—Section 7203(5) of the Fentanyl

22 Sanctions Act (21 U.S.C. 2302(5)) is amended—

23 (1) by striking “The term ‘foreign opioid traf-

24 ficker’ means any foreign person’” and inserting the

25 following: “The term ‘foreign opioid trafficker’—

26 “{A) means any foreign person”’;
G:V\H\012725\H012725.004.xml (96555912)
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1 (2) by striking the period at the end and insert-
2 ing ‘s and”’; and

3 (8) by adding at the end the following:

4 “(B) includes—

5 “(i) any entity of the People’s Repub-
6 lic of China that the President deter-
7 mines—

8 “(I) produces, manufactures, dis-
9 tributes, sells, or knowingly finances
10 or transports any goods described in
11 clause (i) or (ii) of paragraph (8)(A);
12 and

13 “(II) fails to take credible steps,
14 including through implementation of
i5 appropriate know-your-customer pro-
16 cedures or through cooperation with
17 United States counternarcotics ef-
18 forts, to deteet or prevent opioid traf-
19 fieking; and
20 “(il) any senior official of the Govern-
21 ment of the People’s Republic of China or
22 other Chinese political official that—
23 “(I) has significant regulatory or
24 law enforcement responsibilities with
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respect to the activities of an entity
described in clause (i); and
“(II) aids and abets, including
through intentional inaction, opioid
trafficking.”.

(b) IDENTIFICATION OF FOREIGN OPIOID TRAF-

FICKERS.—Section 7211 of the Fentanyl Sanctions Act

(21 U.8.C. 2311) is amended—

(1) in subsection (a)(1)(A), by adding at the

end before the semicolon the following: “

, including
whether the heads of the National Narcotics Control
Commission, the Ministry of Public Security, the
General Administration of Customs, and the Na-
tional Medical Products Administration of the Gov-
ernment of the People’s Republic of China are for-
eign opioid traffiekers”; and

(2) in subsection {c), by striking “5 years” and

inserting “10 years”.

19 SEC. 4. AMENDMENTS TO THE INTERNATIONAL EMER-

20
21
22

GENCY ECONOMIC POWERS ACT AND THE
TRADING WITH THE ENEMY ACT.

(a) PERIODIC EVALUATION.—Section 203 of the

23 International Emergency Economic Powers Act (50

24 U.8.C. 1702) is amended by adding at the end the fol-

25 lowing:
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“(d) PERIODIC EVALUATION.—

“(1) IN GENERAL.—If the authority granted to

the President under this section is exercised with re-
spect to a covered national emergency, the President
shall transmit to the appropriate congressional com-
mittees, not less frequently than annually, a periodic

evaluation in writing that—

“(A) assesses the effectiveness of the exer-
cise of such authority in resolving the covered
national emergency;

“(B) considers the views of public- and pri-
vate-sector stakeholders; and

“(C) discusses any potential changes to the
exercise of the authority for the purpose of
more effectively resolving the covered national
emergency.

“(2) DEFINITIONS.—In this subsection—

“{A) the term ‘appropriate congressional
eommittees’ means—

“(i) the Committee on Foreign Af-
fairs, the Committee on Financial Services,
and the Committee on Oversight and Ac-
countability of the House of Representa-

tives; and

(96555912)
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‘“(i1) the Committee on Homeland Se-
curity and Governmental Affairs, the Com-
mittee on Foreign Relations, and the Com-
mittee on Banking, Housing, and Urban
Affairs of the Senate; and
“(B) the term ‘covered national emergency’

means a national emergency that—

‘(i) the President has declared, within
the preceding 5-year period, with respect
to any national emergency regarding inter-
national drug trafficking; and

“(i1) has not terminated.”.

(b) CONSULTATION AND REPORTS.—Section 204 of

the International Emergency Economic Powers Act (50

U.S.C. 1703) is amended—

(1) by striking “the Congress” each place it ap-
pears and inserting “the appropriate congressional
committees”; and

(2) by adding at the end the following:

“{e) APPROPRIATE CONGRESSIONAL COMMITTEES

21 DrrNeD.—In this section, the term ‘appropriate congres-

22 sional committees’ has the meaning given that term in see-

23 tion 203(d)(2).”.

¢ \V\H\012725\H012725.004.xml {96555912)
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1 (3) AUTHORITY TO ISSUE REGULATIONS.—Sec-
2 tion 205 of the International Emergency Economic
3 Powers Act (50 U.S.C. 1704) is amended—
4 (A) by striking “The President” and in-
5 serting “(a) The President”; and
6 (B) by adding at the end the following:
7 “(b) In issuing regulations under subsection (a) pur-
8 suant to a covered national emergency (as defined in sec-
9 tion 203), the President shall—
10 “(1) consider the costs and benefits of available
11 statutory and regulatory alternatives;
12 “(2) evaluate the costs and benefits for the pur-
13 pose of expeditiously resolving the applicable na-
14 tional emergency;
15 “(3) establish ecriteria for the eventual termi-
16 nation of the applicable national emergency; and
17 “(4) include in the basis and purpose incor-
18 porated in the regulations—
19 “(A) an explanation of how the regulations
20 will resolve the applicable national emergency;
21 and
22 “(B) a discussion of the costs and bene-
23 fits.”.
g:\V\H\012725\H012725.004.xml {96555912)
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SEC. 5. EXCEPTION RELATING TO IMPORTATION OF

GOODS.

{a) IN GENERAL.—A requirement to block and pro-
hibit all transactions in all property and interests in prop-
erty pursuant to this Act or any amendment made by this
Act shall not include the authority or a requirement to
impose sanctions on the importation of goods.

(b) Goop DrrINED.—In this section, the term

OO0 NN B W e

“good” means any article, natural or manmade substance,

et
(=]

material, supply or manufactured product, including in-

-y
o

speetion and test equipment, and excluding technical data.

¢\WV\H\012725\H012725.004.xml {96555912)
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118t CONGRESS
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To expand the investigative authorities of the United States Secret Service,
and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

M_. introduced the following bill; which was referred to the
Committee on

A BILL

To expand the investigative authorities of the United States
Secret Service, and for other purposes.

1 Be it enacted by the Senate and House of Representa-
2 tives of the United States of America in Congress assembled,
3 SECTION 1. SHORT TITLE.

4 This Act may be cited as the ‘“Combating Money
5 Laundering in Cyber Crime Act of 2024"".

6 SEC. 2. EXPANSION OF UNITED STATES SECRET SERVICES
7 INVESTIGATIVE AUTHORITIES.

8 Section 3056(b) of title 18, United States Code, is
9

amended—

G\WVHLDWO12824\D012824.061 .xmi {90382419)
January 29, 2024 (4:17 p.m.)
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2
1 (1) in paragraph (1), by striking “or 879" and
2 inserting “879, or 1960”; and
3 (2) in paragraph (2), by striking “or” at the
4 end;
5 (3) in paragraph (3)—
6 (A) by striking “federally insured’’;
7 (B) by inserting ‘“(as such term is defined
8 in section 5312 of title 31)” after “institution”;
9 and
10 {C) by striking the period at the end and
11 inserting “; or”’; and
12 (4) by adding at the end the following:
13 “(4) section 5324 of title 31, except that the
14 authority conferred by this paragraph shall be exer-
15 cised subject to the agreement of the Attorney Gen-
16 eral and the Secretary of Homeland Security and
17 shall not affect the authority of any other Federal
18 law enforcement agency with respect to those laws.”.
19 SEC. 3. FINCEN EXCHANGE.
20 Section 310(d)(3)(A) of title 31, United States Code,
21 is amended by striking “next 5 years” and inserting “next
22 10 years”.
23 SEC. 4. INTERNATIONAL FINANCIAL INSTITUTIONS.
24 Section 7125(b) of division F of the National Defense
25 Authorization Act for Fiscal Year 2020 (22 U.S.C. 262p-
gWVHLD\O12924\D012024.061.xml  (90382419)

January 29, 2024 (4:17 p.m.)
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1 13 note; Public Law 116--92) is amended by striking “5”

2 and inserting “107.
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To require the Secretary of the Treasury to conduct a study and report
on the exposure of the United States to the financial sector of the
People’s Republic of China, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

Mr. WiLLiams of Texas introduced the following bill; which was referred to
the Committee on

A BILL

To require the Seeretary of the Treasury to conduct a study
and report on the exposure of the United States to
the financial sector of the People’s Republic of China,
and for other purposes.

1 Be it enacted by the Senate and House of Represento-
2 tives of the United States of America in Congress assembled,
3 SECTION 1. SHORT TITLE.
4 This Act may be cited as the “China Financial
5 Threat Mitigation Act of 2025”.

¢:\VHLC\012825\012925.119.xmi (96634012)
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1 SEC. 2. CHINA FINANCIAL THREAT MITIGATION.

2 (a) REPORT.—Not later than one year after the date
3 of the enactment of this Act, the Secretary of the Treas-
4 ury, in consultation with the Chairman of the Board of
5 Governors of the Federal Reserve System, the Chairman
6 of the Securities and Exchange Commission, the Chair-
7 man of the Commodity Futures Trading Commission, and
8 the Secretary of State, shall conduct a study and issue
9 a report on the exposure of the United States to the finan-
10 cial sector of the People’s Republic of China that in-
11 cludes—

12 (1) an assessment of the effects of significant
13 risks in the financial sector of the People’s Republic
14 of China on the United States and global financial
15 systems;

16 (2) a description of the policies the United
17 States Government is adopting to protect the finan-
18 cial stability of the United States and the global
19 economy from any risks described under paragraph
20 (1);
21 (3) a description and evaluation of the trans-
22 parency, completeness, and reliability of Chinese eco-
23 nomic data; and
24 (4) recommendations for additional actions the
25 United States Government, including United States
26 representatives at relevant international organiza-

g:AVHLC\012925\012025.1 19.xmi (96634012)
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tions, should take to strengthen international co-

operation to monitor and mitigate such financial sta-

bility risks and protect United States interests.

(b) TRANSMISSION OF REPORT.—The Secretary of
the Treasury shall transmit the report required under sub-
section (a) not later than one year after the date of enact-
ment of this Act to the Committees on Financial Services
and Foreign Affairs of the House of Representatives, the
Committees on Banking, Housing, and Urban Affairs and
Foreign Relations of the Senate, and to the United States
representatives at relevant international organizations, as
appropriate.

(e) CLASSIFICATION OF REPORT.—The report re-
quired under subsection (a) shall be unclassified, but may
contain a classified annex.

(d) PuBLICATION OF REPORT.—The Secretary of the
Treasury shall publish the report required under sub-
section (a) (other than any eclassified annex) on the
website of the Department of the Treasury not later than

one year after the date of enactment of this Aect.

¢\WHLC\012825\012925.118.xmni {96634012)
January 29, 2025 (4:53 p.m.}
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1191 CONGRESS
18T SESSION H . R‘

To provide for working with allies to seek increased compliance by China
with certain OECD export credit standards.

IN THE HOUSE OF REPRESENTATIVES

Mr. NUNN of Iowa introduced the following bill; which was referred to the
Committee on

A BILL

To provide for working with allies to seek increased compli-
ance by China with certain OECD export credit stand-
ards.

Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE.

This Aet may be cited as the “Neutralizing Unfair

h W N

Chinese Export Subsidies Act of 2025”.

¢:\VHLDW20525\D020525.028 i (96882312)
February 5, 2025 (11:50 a.m.)



429

GAM\IS\NUNN\NUNN_022.XML [Discussion Draft]

2

SEC. 2. WORKING WITH ALLIES TO ENSURE CHINA’S COM-

PLIANCE WITH OECD STANDARDS.

(a) IN GENERAL.—Within 180 days after the date

of the enactment of this Act, the Secretary of the Treasury

the

House of Representatives and the Committee on

Banking, Housing, and Urban Affairs of the Senate a de-

tailed strategy and timeline with respect to—

10
11
12
13
14
15
16
17

1
2
3
4
5 shall submit to the Committee on Financial Services of
6
7
8
9

(1) strengthening United States advocacy and
cooperation with appropriate allies and partners to
seek to ensure substantial compliance by China with
the finaneial terms and conditions of the OECD Ar-
rangement on Officially Supported Export Credits;
and

(2) the goal deseribed in section 11(a)(1) of the
Export-Import Bank Reauthorization Act of 2012.

(b) INTERNATIONAL NEGOTIATIONS ON EXPORT

18 SUBSIDIES.—

19 (1) IN GENERAL.—Section 11(a)(1) of the Ex-
20 port-Import Bank Reauthorization Act of 2012 (12
21 U.8.C. 635a~5(a)(1)) is amended by striking “with
22 the possible goal of eliminating, before the date that
23 is 10 years after the date of the enactment of the
24 Export-Import Bank Reform and Reauthorization
25 Act of 2015,” and inserting “with the goal of elimi-
26 nating, before the date that is 10 years after the
g\VHLD\020525\D020525.028xml  (96882312)
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1 date of the enactment of the Neutralizing Unfair
2 Chinese Export Subsidies Act of 2025”.
3 {2) PROGRESS REPORT.—Section 11(e) of such
4 Aect (12 U.8.C. 635a—5(e)) is amended by striking
5 “2019” and inserting “2029”.
6 (3) CONDUCT OF NEGOTIATIONS.—Section 11
7 of such Act (12 U.8.C. 635a—5) is amended—
8 (A) in each of subsections (a) and (d), by
9 striking “The President” and inserting “The
10 Secretary of the Treasury, in consultation with
11 the United States Trade Representative,”;
12 (B) in subsection (a), by inserting “, and
13 endeavor to hold not less frequently than twice
14 per year,” before “negotiations”;
15 (C) in each of subsections (b), (¢), and (e),
16 by striking ‘“President” each place it appears
17 and inserting “Secretary of the Treasury”; and
18 (D) in subsection (d), by inserting “, and
19 endeavor to hold such negotiations not less fre-
20 quently than twice per year” before the period.
21 SEC. 3. EXCHANGE RATE GOVERNANCE AND INTER-
22 NATIONAL MONETARY FUND.
23 (a) In GENBRAL.—In applying criteria to determine

24 whether the People’s Republic of China has manipulated

¢:\WHLDW020525\D020525.028.xmi
February 5, 2025 (11:50 am.)
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1 the rate of exchange between its currency and the United

2 States dollar, the Secretary of the Treasury—

3 (1) shall take into account—

4 (A) compliance by the People’s Republic of
5 China with its obligations under Article VIII of
6 the Articles of Agreement of the International
7 Monetary Fund;

8 (B) the transparency of exchange rate
9 management by the People’s Republic of China;
10 and

11 (C) significant support by the government
12 of the People’s Republic of China to particular
13 economic sectors that prevents effective balance
14 of payments adjustments; and

15 (2) may carry out the determination regardless
16 of any global current account surplus of the People’s

17 Republic of China.

18 (b) OPPOSITION TO IMF QUOTA INCREASE.—During

19 the one-year period following a determination by the Sec-

20 retary of the Treasury that the People’s Republic of China

21 has manipulated the rate of exchange between its currency

22 and the United States dollar, the Secretary shall instruct

23 the United States Governor of the International Monetary

24 Fund to use the voice and vote of the United States to

25 oppose any proposal to increase the quota of the People’s

g:\VHLD\020525\D020525.028.xmi
February 5, 2025 (11:50 a.m.)
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5
1 Republic of China in the Fund, other than consent to an
2 amendment to the Articles of Agreement of the Fund that

3 has been authorized by law.

g\VHLDW020525\D020525.028.xmi (96882312)
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119t CONGRESS
1ST SESSION H . R.

To require the Secretary of the Treasury to provide for greater transparency
and protections with regard to Bank Secrecy Aet reports, and for other
purposes.

IN THE HOUSE OF REPRESENTATIVES

Mr. DAVIDSON introduced the following bill; which was referred to the
Committee on

A BILL

To require the Secretary of the Treasury to provide for
greater transparency and protections with regard to
Bank Secrecy Act reports, and for other purposes.

Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,

SECTION 1. SHORT TITLE.

of 2025”.

1
2
3
4 This Act may be cited as the “Financial Privacy Act
5
6 SEC. 2. FINDINGS.
7

The Congress finds the following:

¢:\VHLD\022025\D022025.002.xmi {97215913)
February 20, 2025 (10:19 a.m.)
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1 (1) Pursuant to the Bank Seerecy Act
2 (“BSA”), the Secretary of the Treasury, acting
3 through the Financial Crimes Enforcement Network
4 (“FinCEN”), collects millions of reports annually on
5 the economic activity of ordinary Americans.

6 (2) Since 2001, FinCEN has applied the BSA
7 to colleet over 322,000,000 Currency Transaction
8 Reports and more than 36,000,000 Suspicious Ac-
9 tivity Reports, as well as nearly 5,000,000 Form
10 8300 Reports. In addition, FinCEN expects to
11 amass beneficial ownership information (“BOI”)
12 from 32,000,000 companies in its initial year of col-
13 lection, plus 5,000,000 additional companies impli-
14 cated each year thereafter.

15 (3) The mass of reporting collected by FinCEN
16 suggests that, while certain BSA reports might
17 prove useful to combat illicit finance, the bulk of
i8 BSA-related data may possess little to no nexus to
19 legitimate law enforeement or intelligence purposes,
20 even as it encompasses highly sensitive details on the
21 everyday lives of Americans.
22 (4) By law, the Secretary of the Treasury must
23 ensure the seeurity and confidentiality of BSA data.
24 In a Notice of Proposed Rulemaking from December
25 2022, FinCEN acknowledged that “BOI is highly

¢:\VHLD\022025\D022025.002.xmi {97215013)
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1 sensitive information. FinCEN therefore views it as
2 critical to mitigate the risk of unauthorized disclo-
3 sure of BOI as much as possible.”.
4 SEC. 3. REPORTS TO CONGRESS; REVIEW OF PROTOCOLS
5 FOR AGENCY ACCESS TO REPORTS.
6 {a) IN GENERAL.—Chapter 53 of title 31, United
7 States Code, is amended—
8 (1) in subchapter 11, by inserting after section
9 5326 the following:
10 “§5327. Reports to Congress; Review of protocols for
11 agency access to reports
12 “(a) REPORTS TO CONGRESS.—Not later than 180
13 days following the date of the enactment of this section,
14 and annually thereafter, the Secretary of the Treasury
15 shall submit to the Committee on Financial Services of
16 the House of Representatives and the Committee on
17 Banking, Housing, and Urban Affairs of the Senate a re-
18 port containing the following:
19 “(1) The number of reports, by type, filed each
20 year with the Financial Crimes Enforcement Net-
21 work (‘FinCEN’) under this subehapter since Janu-
22 ary 1, 2022,
23 “(2) The total number of reports filed under
24 thig subchapter retained by FinCEN.
¢:\VHLD\022025\D022025.002.xmi {97215913)
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1 “(8) A description of any written protocols or
2 guidance from the Secretary to national security,
3 law enforcement, or intelligence agencies regarding
4 agency access to, and retention or dissemination of,
5 information held by FinCEN from reports filed
6 under this subchapter, including—

7 “(A) a description of any updates to the
8 protocols or guidance during the reporting pe-
9 riod;
10 “(B) the number of queries by such agen-
11 cies to aecess the information during the report-
12 ing period; and
13 “(C) any denials of requests for, or revoca-
14 tions of, access by a national security, law en-
15 forcement, or intelligence agency, or by any em-
16 ployee thereof, with a deseription of the reasons
17 for the denial or revocation, as the ecase may be.
18 “(b) REVIEW AND REVISION OF PROTOCOLS.~—In
19 consultation with the Director of National Intelligence and

[
]

the Attorney General, the Secretary of the Treasury shall

N
g

annually review and, as appropriate, revise any written

N
[\

protocols or guidance deseribed under subsection (a) for

23 the purposes of—

24 “{1) better tailoring the ecollection, retention,

25 and dissemination of information filed under this
¢:\WHLDW022025\D022025.002.xmi (972159i3)
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1 subchapter to authorized national security, law en-
2 forcement, or intelligence objectives;

3 “(2) enforeing prohibitions against unauthor-
4 ized disclosure of such information; and

5 “(3) protecting fully the legal rights of all
6 United States persons, including freedoms, civil lib-
7 erties, and privaey rights guaranteed by Federal law.
8 “(e) CONGRESSIONAL REQUESTS; NOTICE OF
9 CHANGES.

10 “(1) REQUESTS FOR INFORMATION.—Upon re-
11 quest of the chair or ranking member of the Com-
12 mittee on Financial Services of the House of Rep-
i3 resentatives or the Committee on Banking, Housing,
14 and Urban Affairs of the Senate, the Secretary shall
15 provide a copy of any written protocols or guidance
16 described in subsection (a)(3).

17 “(2) NOTICE OF CHANGES.—Not later than 30
18 days after revising any written protocols or guidance
19 deseribed in subsection (a)(3), the Secretary shall
20 provide a copy of such revised written protocols or
21 guidance to the Committee on Financial Services of
22 the House of Representatives and the Committee on
23 Banking, Housing, and Urban Affairs of the Sen-
24 ate.”’; and

g \WHLD\022025\D022025.002.xmi {97215013)
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1 (2) in the table of contents for such chapter, by
2 inserting after the item relating to section 5326 the
3 following:

“5327. Reports to Congress; Review of protocols for agency access to reports.”.
4 (b) SUNSET.—On the date that is the end of the 7-
5 year period beginning on the date of enactment of this
6 Act—
7 (1) section 5327 of title 31, United States
8 Code, is repealed; and
9 (2) the table of contents for chapter 53 of title

10 31, United States Code, is amended by striking the

11 item relating to section 5327.

g\VHLD\022025\D022025.002.xmi {97215913)
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119t CONGRESS
18T SESSION H . R‘

To establish an Independent Financial Technology Working Group to Combat
Terrorism and Wicit Financing, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

Myr. NUNN of Iowa introduced the following bill; which was referred to the
Committee on

A BILL

To establish an Independent Financial Technology Working
Group to Combat Terrorism and Illicit Financing, and
for other purposes.

1 Be it enacted by the Senate and House of Representa-
2 tives of the United States of America in Congress assembled,
3 SECTION 1. SHORT TITLE.
4 This Act may be cited as the “Financial Technology
5 Protection Act of 2025,

¢:\WV\H\021925\H021925.020.xml {97215211)
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SEC. 2. INDEPENDENT FINANCIAL TECHNOLOGY WORKING

GROUP TO COMBAT TERRORISM AND ILLICIT
FINANCING.

(a) EsTABLISHMENT.—There is established the Inde-

Terrorism and Ilicit Financing (in this section referred

to as the “Working Group”), which shall consist of the

following:

1
2
3
4
5 pendent Financial Technology Working Group to Combat
6
7
8
9

(1) The Secretary of the Treasury, acting

10 through the Under Secretary for Terrorism and Fi-
11 nancial Intelligence, who shall serve as the chair of
12 the Working Group.
13 (2) A senior-level representative from each of
14 the following:
15 (A) Each of the following components of
16 the Department of the Treasury:
17 (i) The Financial Crimes Enforcement
18 Network.
19 (ii) The Internal Revenue Service.
20 (iii) The Office of Foreign Assets
21 Control.
22 (B) The Department of Justice and each
23 of the following components of the Department:
24 (i) The Federal Bureau of Investiga-
25 tion.

¢\WV\H\021825\H021925.020.xmi (97215211)

February 19, 2025 (3:34 p.m.}



441

GAMMIOANUNNWNUNN_029. XML

3
1 (ii) The Drug Enforcement Adminis-
2 tration.
3 (C) The Department of Homeland Security
4 and the United States Seeret Service.
5 (D) The Department of State.
6 (E) The Central Intelligence Agency.
7 (3) Five individuals appointed by the Under
8 Secretary for Terrorism and Financial Intelligence
9 to represent the following:
10 (A) Finaneial technology companies.
11 (B) Blockehain intelligence companies.
12 {C) Finanecial institutions.
13 (D) Institutions or organizations engaged
14 in research.
15 (E) Institutions or organizations focused
16 on individual privacy and eivil liberties.
17 (b) DuriEs.—The Working Group shall—
18 (1) conduet research on terrorist and illicit use
19 of new financial technologies, including digital as-
20 sets; and
21 (2) develop legislative and regulatory proposals
22 to improve anti-money laundering, counter-terrorist,
23 and other counter-illicit finaneing efforts in the
24 United States.
25 (¢) REPORTS.—
g:\VAH\021925\H021925.020.xml (87215211)
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1 (1) IN GENERAL—Not later than one year
2 after the date of the enactment of this Act, and an-
3 nually for the 3 years thereafter, the Working Group
4 shall submit to the Secretary of the Treasury, the
5 heads of each agency represented in the Working
6 Group pursuant to subsection (a)(2), and the appro-
7 priate congressional committees a report eontaining
8 the findings and determinations made by the Work-
9 ing Group in the previous year and any legislative
10 and regulatory proposals developed by the Working
11 Group.
12 (2) FINAL: REPORT.—Before the date on which
13 the Working Group terminates under subsection
14 (d)(1), the Working Group shall submit to the ap-
15 propriate congressional committees a final report de-
16 tailing the findings, recommendations, and activities
17 of the Working Group.
18 (d) SuNsET.—
19 (1) In @ENERAL.—The Working Group shall,
20 subject to paragraph (8), terminate on the date that
21 is 4 years after the date of the enactment of this
22 Act.
23 (2) EXPIRATION AND RETURN OF APPRO-
24 PRIATED FUNDS.—On the date on which the Work-
25 ing Group terminates under paragraph (1)—
G \W\H\021925\H021925.020.xml (97215211)

February 18, 2025 (3:34 p.m.}



443

GAMMIOANUNNANUNN_029. XML

00 NN B W N e

T e T e T S e S e S S = N S
0w NN R W N e O

)
(A) all authorities granted to the Working

Group under this section shall expire, subject to

paragraph (3); and

(B) any funds appropriated for the Work-
ing Group that are available for obligation as of
that date shall be returned to the Treasury.

(3) AUTHORITY TO WIND UP ACTIVITIES.—The
termination of the Working Group under paragraph
(1) and the expiration of authorities under para-
graph (2) shall not affect any research, proposals, or
other related activities of the Working Group ongo-
ing as of the date on which the Working Group ter-
minates under paragraph (1). Such research, pro-
posals, and other related activities may continue

until their completion.

SEC. 3. PREVENTING ROGUE AND FOREIGN ACTORS FROM

EVADING SANCTIONS.

{a) REPORT AND STRATEGY WITH RESPECT TO DIG-

19 1T7AL ASSETS AND OTHER RELATED EMERGING TECH-

20 NOLOGIES.—

21 (1) IN GENERAL.—Not later than 180 days

22 after the date of the enactment of this Act, the

23 President, acting through the Secretary of the

24 Treasury and in consultation with the head of each

25 agency represented on the Independent Financial
¢\V\H\021925\H021925.020.xmi {97215211)
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Technology Working Group to Combat Terrorism
and Illicit Finaneing pursuant to section 2(a)(2),
shall submit to the appropriate congressional com-

mittees a report that deseribes—

(A) the potential uses of digital assets and
other related emerging technologies by States,
non-State actors, foreign terrorist organiza-
tions, and other terrorist groups to evade sanc-
tions, finance terrorism, or launder monetary
instruments, and threaten the national security
of the United States; and

(B) a strategy how the United States will
mitigate and prevent the illicit use of digital as-
sets and other related emerging technologies.

(2) FORM OF REPORT; PUBLIC AVAILABILITY.—

(A) IN GENERAL.—The report required by
paragraph (1) shall be submitted in unclassified
form, but may include a classified annex.

(B) PuBLIC AVAILABILITY.—The unclassi-
fied portion of each report required by para-
graph (1) shall be made available to the publie
and posted on a publicly accessible website of

the Department of Treasury—

(97215211)
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1 i) in precompressed, easily
2 downloadable versions, in all appropriate
3 formats; and

4 (il) in machine-readable format, if ap-
5 plicable.

6 (3) SOURCES OF INFORMATION.—In preparing
7 the reports required by paragraph (1), the President
8 may utilize any credible publication, database, or
9 web-based resource, and any credible information
10 compiled by any government agency, nongovern-
11 mental organization, or other entity that is made
12 available to the President.

13 {(b) BRIEFING.—Not later than 2 years after the date
14 of the enactment of this Act, the Secretary of the Treasury
15 shall brief the appropriate congressional committees on
16 the implementation of the strategy required by subsection
17 (a)(2).

18 SEC. 4. DEFINITIONS.

19 In thig Act:
20 (1) APPROPRIATE CONGRESSIONAL COMMIT-
21 TEES.—The term ‘“‘appropriate congressional com-
22 mittees” means—
23 (A) the Committee on Banking, Housing,
24 and Urban Affairs, the Committee on Finance,
25 the Committee on Foreign Relations, the Com-

¢:\W\H\021925\H021925.020.xml {97215211)
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1 mittee on Homeland Security and Govern-
2 mental Affairs, the Committee on the Judiciary,
3 and the Select Committee on Intelligence of the
4 Senate; and

5 (B) the Committee on Financial Services,
6 the Committee on Foreign Affairs, the Com-
7 mittee on Homeland Security, the Committee
8 on the Judiciary, the Committee on Way and
9 Means, and the Permanent Select Committee
10 on Intelligence of the House of Representatives.
11 {2) BLOCKCHAIN INTELLIGENCE COMPANY.—
12 The term “blockchain intelligence company” means
13 any business providing software, research, or other
14 services {(such as blockechain tracing tools,
15 geofencing, transaction sereening, the collection of
16 business data, and sanctions screening) that—

17 (A) support private and publie sector in-
18 vestigations and risk management activities;
19 and
20 (B) involve cryptographically secured dis-
21 tributed ledgers or any similar technology or
22 implementation.
23 (3) Drcirar ASSET.—The term “digital asset”
24 means any digital representation of value that is re-

¢:\V\H\021825\H021925.020.xmi {97215211)
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1 corded on a cryptographically secured digital ledger
2 or any similar technology.

3 (4) FOREIGN TERRORIST ORGANIZATION.—The
4 term “foreign terrorist organization” means an or-
5 ganization that is designated as a foreign terrorist
6 organization under section 219 of the Immigration
7 and Nationality Act (8 U.S.C. 1189).

8 (6) Inpicrt USE.—The term “illicit use” in-
9 cludes fraud, darknet marketplace transactions,
10 money laundering, the purchase and sale of illieit
11 goods, sanctions evasion, theft of funds, funding of
12 illegal activities, transactions related to child sexual
13 abuse material, and any other financial transaction
14 involving the proceeds of specified unlawful activity
15 (as defined in section 1956(c) of title 18, United
16 States Code).

17 (6) TERRORIST.—The term “terrorist” includes
18 a person carrying out domestic terrorism or inter-
19 national terrorism (as such terms are defined, re-
20 spectively, under section 2331 of title 18, United
21 States Code).
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(Original Signature of Member}
11912 CONGRESS
18T SESSION H. R'

To promote United States interests at the international finaneial institutions,
and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

Mr. HILL of Arkansas introduced the following bill; which was referred to the
Comumittee on

A BILL

To promote United States interests at the international
financial institutions, and for other purposes.

1 Be it enacted by the Senate and House of Representa-
2 tives of the Uniled States of America in Congress assembled,
3 SECTION 1. SHORT TITLE.

4 This Act may be cited as the “International Financial
5 Institutions Governance Act of 20257,

6 SEC. 2. SENSE OF CONGRESS.

7 It is the sense of the Congress that—

8 (1) directing the use of the voice and vote of

9 the United States at the international financial insti-
g W\H\022025\H022025.010.xml (97226111)

February 20, 2025 (10:55 a.m.)
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1 tutions (IFIs) serves an essential role in promoting

2 the national interest;

3 (2) despite their importance, such mandates

4 have grown to represent a significant compliance

5 burden for United States representatives at the

6 IF1s, having accumulated to more than 260 pages of

7 statutory text over the course of decades-long par-

8 ticipation by the United States in the IF'Is; and

9 (3) while certain mandates provide appropriate
10 discretion for United States representatives through
11 waivers and sunset provisions, others may entail in-
12 flexible requirements that—

13 (A) prevent the representatives from
14 achieving maximum effectiveness in the pro-
15 motion of United States interests;
16 (B) render the representatives less relevant
17 in multilateral negotiations at the IFTs, includ-
18 ing in discussions with United States allies; or
19 (C) fail to adapt to intervening events and
20 changing circumstances, thereby undermining
21 the pursuit of United States interests.

g\V\H\022025\H022025.010.xmi (97226111)
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1 SEC. 3. PILOT AUTHORITY TO WAIVE VOICE AND VOTE RE-
2 QUIREMENTS, ON A CASE-BY-CASE BASIS, IN
3 THE INTERNATIONAL FINANCIAL INSTITU-
4 TIONS.
5 (a) IN GeENERAL.—The Secretary may waive, on a
6 case-by-case basis, a statutory requirement that direets
7 the United States Executive Director at an international
8 financial institution with respect to the use of the voice
9 and vote of the United States.
10 (b) EXCEPTION.—Subsection (a) shall not apply to
11 a statutory requirement if the provision of law providing
12 for the requirement provides for—
13 (1) a waiver of the requirement; or
14 (2) the termination of the requirement by a
15 date certain.
16 (¢) DEFINITIONS.—In this section:
17 (1) INTERNATIONAL FINANCIAL  INSTITU-
18 TION.—The term “international financial institu-
19 tion” has the meaning given the term in section
20 1701(c)(2) of the International Financial Institu-
21 tions Aet.
22 (2) SECRETARY.—The term “Secretary”’ means
23 the Secretary of the Treasury.
24 (d) REPORT DESCRIBED.—Not less frequently than
25 semiannually, the Secretary shall submit to the Committee
26 on Financial Services of the House of Representatives and
¢:\V\H\022025\H022025.010.xml {97226111)
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1 the Committee on Foreign Relations of the Senate a writ-

2 ten report that includes the following:

3

OO N B

10

12
13
14
15

(1) A list of each waiver issued under sub-
section (a) since the later of the date of the enaet-
ment of this section or the date the then most recent
report was submitted under this subsection.

(2) A deseription of any project, policy, or other
matter to which the waiver involved applied.

(3) A detailed explanation of the reasons for
the waiver involved.

(4) A determination that the waiver involved al-
lowed the Secretary to more effectively advance
United States interests at the international financial

institution involved.

{(e) NO RETROACTIVE APPLICATION.—A waiver

16 issued under this section shall not apply retroactively.

17

(f) RECOMMENDATIONS BY THE SECRETARY.—With-

18 in 12 months after the date of the enactment of this Act,

19 the Seeretary shall submit to the committees specified in

20 subsection (d) any recommendations to revise or sunset

21 a statutory requirement that directs the United States Ex-

22 ecutive Director at an international financial institution

23 with respect to the use of the voice and vote of the United

24 States. The recommendations should be aimed at achiev-

G \V\H\022025\H022025.010.xml (97226111)
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1 ing the following objectives with regard to the inter-

2 national finanecial institution:

16
17 tion

(1) Strengthening United States leadership in
the design, execution, and evaluation of activities.

(2) Permitting the Secretary to more effectively
support policies, projects, and other initiatives that
advance the national interest of the United States.

(3) Facilitating multilateral cooperation, par-
ticularly between the United States and its allies.

(4) Updating a requirement to appropriately re-
flect changing conditions.

(b) Allowing for all appropriate accountability
to the Congress with respect to United States gov-
ernance at, and participation in, the international fi-
nancial institution.

(g) SunsET.—The preceding provisions of this see-

shall have no force or effect on and after the date

18 that is 3 years after the date of the enactment of this

19 Act.

g \V\H\022025\H022025.010.xml (97226111)
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(Original Signature of Member)
11912 CONGRESS
18T SESSION H o R'

To accord securities issued by the International Development Association
the same exemption from the securities laws that applies to the securities
of other multilateral development banks in which the United States
is a member.

IN THE HOUSE OF REPRESENTATIVES

Ms. WATERS introduced the following bill; which was referred to the
Committee on

A BILL

To accord securities issued by the International Development
Association the same exemption from the securities laws
that applies to the securities of other multilateral devel-
opment banks in which the United States is a member.

Be it enacted by the Senate and House of Represenia-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE.

This Act may be cited as the “Aligning SEC Regula-
tions for the World Bank’s International Development As-

SN B W N e

sociation Act”.
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SEC. 2. EXEMPTION OF SECURITIES OF THE INTER-

NATIONAL DEVELOPMENT  ASSOCIATION
FROM THE SECURITIES LAWS.

{a) IN GENERAL.—The International Development
Agsociation Aet (22 U.B.C. 284-284ce) is amended by
adding at the end the following:

“SEC. 32. EXEMPTION OF SECURITIES OF THE INTER-
NATIONAL DEVELOPMENT ASSOCIATION
FROM THE SECURITIES LAWS,

“(a) EXEMPTION FROM SECURITIES LAWS; REPORTS
TO SECURITIES AND EXCHANGE COMMISSION.—Any secu-
rities issued by the Association (including any guaranty
by the Association, whether or not limited in scope) and
any securities guaranteed by the Association as to both
principal and interest shall be deemed fo be exempted se-
curities within the meaning of section 3(a)(2) of the Secu-
rities Aet of 1933 (15 U.K.C. 77e(a)(2)) and section
3(a)(12) of the Securities Exchange Act of 1934 (15
U.8.C. 78¢(a)(12)). The Association shall file with the Se-
curities and Exchange Commission such annual and other
reports with regard to such securities as the Commission
shall determine to be appropriate in view of the special

character of the Association and its operations and nec-

24 essary in the public interest or for the protection of inves-
25 tors.
¢:\WAE\021425\E021425.034.xml {87151011)
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“(b) AUTHORITY OF SECURITIES AND KEXCHANGE
CoMMISSION TO SUSPEND EXEMPTION; REPORTS TO
ConGgrESS.—The Securities and Exchange Commission,
acting in consultation with the National Advisory Council
on International Monetary and Financial Problems, is au-
thorized to suspend the provisions of subsection (a) of this
section at any time as to any or all securities issued or
guaranteed by the Association during the period of such
suspension. The Commission shall include in its annual
reports to the Congress such information as it shall deem
advisable with regard to the operations and effect of this
section.”,

(b) EFFECTIVE DATE.—The amendment made by
subsection (a) shall take effect 30 days after the date of

the enactment of this Act.
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(Origival Signature of Member}

119t CONGRESS
18T SESSION H' R.

To require the Office of Foreign Assets Control to develop a program under

To

1
2
3
4
5

which private sector firms may receive a license to conduct nominal
finanecial transactions in furtherance of the firms’ investigations, and
for other purposes.

IN THE HOUSE OF REPRESENTATIVES

Mrs. BEATTY introduced the following bill; which was referred to the
Committee on

A BILL

require the Office of Foreign Assets Control to develop
a program under which private sector firms may receive
a license to conduct nominal financial transactions in
furtherance of the firms’ investigations, and for other
purposes.

Be it enacted by the Senale and House of Representa-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE.

This Act may be cited as the “OFAC Licensure for

Investigators Act”.

g:\WHLC\021925\021925.008.xmi (871975!1}
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SEC. 2. SENDING AND RECEIVING OF NOMINAL AMOUNTS,

(a) IN GENERAL.—The Director of the Office of For-
eign Assets Control shall, not later than 1 year after the
date of the enactment of this section, establish a pilot pro-
gram under which a private sector firm may receive a li-
cense to econduet nominal financial transactions in further-
ance of the firm’s investigations.

(b) COORDINATION.—When establishing and carrying
out the pilot program required under subsection (a), the
Director of the Office of Foreign Assets Control shall co-
ordinate with the Director of the Financial Crimes En-
foreement Network for the purposes of supporting activi-
ties of the Financial Crimes Enforcement Network Ex-
change, as described in section 310(d) of title 31 of the
United States Code.

{¢) REPORTING ON AcCTIVITIES.—Kach private sector
firm that receives a license described under subsection (a)
shall submit a detailed monthly report to the Director of
the Office of Foreign Assets Control on the activities of
the firm conducted under such license.

{d) REPORT TO CONGRESS.—

(1) INn GENERAL.—On the date that is 1 year
after the date on which the pilot program is estab-
lished under this section, and annually thereafter
until the end of the 1-year period beginning on the

date the pilot program is terminated, the Director of

g:\VHLC\021925\021925.008.xmi (971975H1)
February 19, 2025 (10:30 a.m.)



458

GAMMABEATTY\BEATTY_005.XML

3
1 the Office of Foreign Assets Control shall submit a
2 report to the Committees on Financial Services and
3 Foreign Affairs of the House of Representatives and
4 the Committees on Banking, Housing, and Urban
5 Affairs and Foreign Relations of the Senate con-
6 taining—
7 (A) the number of licenses requested under
8 the pilot program;
9 (B) the number of licenses granted under
10 the pilot program; and
11 (C) a broad discussion of the utility of the
12 pilot program.
13 (2) CLASSIFIED BRIEFING.—After submission
14 of each report required under paragraph (1), the Di-
15 rector of the Office of Foreign Assets Control shall
16 provide the Committees on Financial Services and
17 Foreign Affairs of the House of Representatives and
18 the Committees on Banking, Housing, and Urban
19 Affairs and Foreign Relations of the Senate with a
20 classified briefing containing—
21 (A) additional detail on the applicants for
22 a license under the pilot program;
23 (B) identification of the firms granted a li-
24 cense;
¢:\WHLC\021825\021925.008.xmi (971975i1)
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1 (C) information on the operation of the
2 pilot program, including how long each license
3 lasted and the personnel needed to manage the
4 pilot program;
5 (D) information gleaned by the Office of
6 Foreign Assets Control from running the pilot
7 program;
8 (E) the utility of that information;
9 (F) any obstacles to the operation or util-
10 ity of the pilot program; and
11 (@) any recommendations for improving or
12 extending the pilot program.
13 {e) TERMINATION.—The pilot program established by
14 the Director of the Office of Foreign Assets Control under
15 subsection (a) shall terminate on the date that is 5 years
16 after the date on which the Director of the Office of For-
17 eign Assets Control establishes such program.
g\VHLC\021925\021925.008 xmi (971875H)
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To authorize the United States contribution to the sixteenth replenishment
of the African Development Fund.

IN THE HOUSE OF REPRESENTATIVES

M_. introduced the following bill; which was referred to the
Committee on

A BILL

To authorize the United States contribution to the sixteenth
replenishment of the African Development Fund.

1 Be it enacted by the Senate and House of Representa-
2 tives of the United Stotes of America in Congress assembled,
3 SECTION 1. SHORT TITLE.
4 This Act may be cited as the “African Development
5 Fund Replenishment Act of 2025 or the “ADF Replen-
6 ishment Act of 2025”.
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SEC. 2. AFRICAN DEVELOPMENT FUND REPLENISHMENT.

The African Development Fund Act (22 U.S.C.
2902-290g-26) is amended by adding at the end the fol-
lowing:

“SEC. 228. SIXTEENTH REPLENISHMENT.

“(a) IN GENERAL.—The United States Governor of
the Fund is authorized to contribute on behalf of the
United States $591,000,000 to the sixteenth replenish-
ment of the resources of the Fund, subject to obtaining
the necessary appropriations.

“(b) AUTHORIZATION OF APPROPRIATIONS.—In
order to pay for the United States contribution provided
for in subsection (a), there are authorized to be appro-
priated, without fiseal year limitation, $591,000,000 for

payment by the Secretary of the Treasury.”.
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